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Section 1. Interaction with Third Party Transmitters and
States

1.1 Interface Overview

The data are exchanged between the IRS external Third Party Transmitters and States and the
MeF system via Simple Object Access Protocol (SOAP) messages or files. The SOAP data
structures are specified in this document. As illustrated in Figure 1-1, there are three data
communication channels between the external clients the MeF system.
e The Electronic Management System (EMS) channel—In the EMS channel, the data
are exchanged in files with SOAP data structures using the FTP transport mechanism.

e The Internet Filing Application (IFA) channel—In the IFA channel, the data are
exchanged in files with SOAP data structures using the HTML transport mechanism
over an HTTPS SSL connection.

e The Application-to-Application (A2A) channel—In the A2A channel, the data are
exchanged in SOAP messages using the Web Services request-response model transport
mechanism over an HTTPS SSL connection.

External Clients IRS
(Server side)
Third Party
Transmitter

» EMS =

_,—FTP / File

HTTPS/HTML )
File Upload and Download IFA

Third Party

Registered Internet

Application I\/_IeF.
Application

State Agenc HTTPS / SOAP > A2A
Registered ———HTTPS / SOAP » Web

Application Services

Figure 1-1. MeF Interface Overview



1.2 Business Rules

There are a number of business rules governing the usage of the three channels as summarized in
the table below.

EMS IFA A2A
IRS Submissions Yes Yes Yes
State Submissions No Yes Yes

e A transmitter can submit IRS submissions, state submissions, and IRS EO submissions
with request for redacted copies for states via the A2A Web Services and IFA channels.

e A transmitter should submit only IRS submissions via the EMS channel. If a state
submission is received via this channel, the state submission will not be made available
to the state for pick up. However, the MeF System will create an acknowledgement for
the state submission and make it available to the transmitter to pick up. For an IRS EO
submission, the MeF system will create an acknowledgement make it available for the
transmitter to pick up. If an IRS EO submission with a request for redacted copies for
states is received via this channel, the IRS EO submission will be rejected.

e Acknowledgements for submissions should be picked up via the same channel that was
used to send the submissions.

e A state agency can use the A2A Web Services or IFA channel to communicate with the
MeF system. States are not allowed to use the EMS channel.



1.3 Basic SOAP Message Structure

As described earlier, the MeF system uses three channels to exchange SOAP-structured data.
The Web Services A2A channel uses SOAP messages, while the EMS and IFA channels use
files with SOAP data structure. The following sections describe the basic SOAP message
structure for the Web Services A2A channel.

This section describes the logical structure of basic messages with a SOAP Header and SOAP
Body blocks within a SOAP message Envelope. The SOAP header contains the Web Services
(WS) Addressing (WS-Addressing), WS-Security and MeFHeader elements. The SOAP Body
contains the Modernized e-File (MeF) Message elements and attachment information (if any).

WS Addressing Elements

MeF Header Elements

WS Security Elements

MeF Message Elements

Figure 1-2. MeF Basic SOAP Message for HTTP Binding

1-3



WS Addressing Elements
MeF Header Elements
WS Security Elements

MeF Message Elements

MeF Attachment (ZIP Archive)

Figure 1-3. MeF Basic SOAP with Attachments Message Structure

1.4 SOAP Header

The SOAP Header specification is to be provided by the state or transmitter application. There
are three SOAP Header element structures allowed in SOAP messages on the A2A channel:

e WS-Addressing—Provides mechanisms for endpoint-to-endpoint identification in
SOAP messages.

e MeF Header—Provides elements required for all SOAP messages on the A2A channel.
e \WS-Security—Provides mechanisms for user identification and assertions in SOAP
messages.

14.1 WS-Addressing

Web Services Addressing (WS-Addressing) provides transport-neutral mechanisms to address
Web services and messages. Specifically, this specification defines XML [XML 1.0, XML
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Namespaces] elements to identify Web service endpoints and to secure end-to-end endpoint
identification in messages. Sample WS-Addressing elements are presented below.

Please note that none of the MeF services use any of the WS-Addressing elements. The
MeFHeader elements contain the required WS-Addressing-like information. Use of
WS-Addressing elements is allowed, but they will be ignored by the MeF services.

<I- WS Addressing Elements -->

xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing ">

<e:Header>
<wsa:MessagelD>uuid:1136bbc2-ee59-11d9-b767-1136bbclb767</wsa:MessagelD>
<wsa:To>http://www.irs.gov/a2a/mef/InitialLogin</wsa:To>
<wsa:Action>http://www.irs.gov/a2a/mef/InitialLogin</wsa:Action>
<wsa:From>http://www.mycompany.com/myapplication/InitialLogin</wsa:From>

1.4.2 MeF Header

Every SOAP message to and from an A2A Web service must contain a MeF Header in the
SOAP message header. The MeF Header is described in Section 1.6.

1.4.3 WS-Security for All A2A Web Service Users

Web Services Security (WS-Security) provides transport-neutral mechanisms to send security
tokens as part of a message, to provide message integrity, and support message confidentiality.
Specifically, this specification defines a standard set of SOAP extensions used when building
secure Web services to implement message content integrity and confidentiality. The A2A Web
services accept WS-Security elements for two types of users:

e Password Authenticated Users
e Strong Authentication Users

The WS-Security elements used by the A2A Web services for either type of user are described in
subsections that follow. This includes the Security Assertion Markup Language (SAML)
assertion and how it is obtained and used. The additional WS-Security elements for Password
Authenticated users are described in Section 1.4.4, and the WS-Security elements for Strong
Authentication users are described in Section 1.4.5.



1.43.1  WS-Security and SAML

The WS-Security profile of Security Assertion Markup Language (SAML) is based on the
interaction between a sender and a receiver.

e The sender (a Web Service consumer) obtains a SAML assertion from the receiver (a
Web Service provider).

e The sender adds the assertion to a SOAP message within the WS-Security headers.
e The sender sends the SOAP message to the receiver (a Web Service provider).
e The receiver processes the assertion present in the SOAP message.

SAML assertions and references to assertion identifiers are contained in the <wsse:Security>
element, which in turn is included in the <SOAP-ENV:Header> element.

1.43.2 SAML Component Behavior
The Security token processing rules shall be implemented in the following manner:

1. If a SAML assertion exits, the security token will be extracted from the eXtensible
Markup Language (XML) WS-Security Elements.

2. It is expected that most A2A applications will use WS-Security SAML assertions and
the MeF shall use the SAML assertion security token for request
authentication/validation. However, the A2A applications have the option of using login
credentials on every request and not establishing a persistent session.

1.4.3.3 SAML Assertion

SAML assertions exchange security information across the Third Party Transmitter or State
application and the MeF A2A services. The MeF Login service authenticates a client request and
sends back a SAML-based SOAP assertion, which affirms the relying party with the security
information requested to be used for the subsequent MeF A2A service requests. A sample SAML
assertion is presented below. Every incoming request with a SAML assertion for a Password
Authenticated user must provide the Username element in the WS-Security UsernameToken to
enable validation of the SAML assertion. Every incoming request with a SAML assertion for a
Strong Authentication user must provide the AppSysID element in the MeFHeader to enable
validation of the SAML assertion.

<I- WS Security Elements SAML Assertion -->

<wsse:Security

xmins:wsse="http://docs.oasis- open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
Issuelnstant="2005-10-02T16:05:08.319Z"
Issuer="http://www.forumsys.com/sentry"
AssertionID="id-ed7cc366ecfa256b4fa29b51c047e28381fff999"

<saml:Conditions NotOnOrAfter="2005-10-02T16:20:08.319Z7"
NotBefore="2005-10-02T16:05:08.3197">
<saml:DoNotCacheCondition/>



</saml:Conditions>
<saml:AuthenticationStatement Authenticationlnstant="2005-10-02T16:05:08.319Z2"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">
<saml:Subject>
<saml:Nameldentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName">UID=XxxXxX,OU=XXXXXX,
OU=External,OU=Internal Revenue Service,
OU=Department of the Treasury,
0O=U.S. Government,C=US</saml:Nameldentifier>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-
vouches</saml:ConfirmationMethod>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:SubjectLocality IPAddress="xxxxxx"/>
</saml:AuthenticationStatement>
<saml:AttributeStatement>
<saml:Subject>
<saml:Nameldentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName">
UID=xxxxxx,0U=xxxxxx,0U=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
O=U.S. Government,C=US
</saml:Nameldentifier>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-
vouches</saml:ConfirmationMethod>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry"
AttributeName="SMSESSION">
<saml:AttributeValue>
yl4LdIAmg9lga0SPXe09BNaEB5xuBsG/c1UF2p29ualGgy1zGj3Yx6aCNCBwbh3s+CQ4502MIc8gDGJ
MKzBHcnjvjcPq3tXK8fsRIlwbwsoi2u/aP3aHvT+nEv8+GnJgDnQvesgXgzOQvuKMtiZWOrSfYglobmzhu
0z8QA3Z+pM5B3dcCvyNsOQR8bjwpyhp208DpfzkYbM14vFubTKgxiOkG56b2gynhBKik/TIcYx/BfoZ6U
bx5Mo+gzOMaklzesUJ+KTiAXgJRIjNIgVj+mHjd083+....................
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</wsse:Security>

144 WS-Security for Password Authenticated Users

WS-Security Password Authentication is the type of authentication used by A2A Web services
for MeF Release 3.2 and as an option in MeF Release 4.0. Password Authenticated users specify
their Application System ID (username) and password in the wsse:UsernameToken elements of
the WS-Security portion of the SOAP header. These WS-Security elements for Password
Authenticated users are described in the following subsections.

1.4.4.1 Application System ID and Password

The Application System ID is the registered system application ID that was assigned to a Third-
Party transmitter system or State during the enrollment process. The initial password is also
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assigned during the enrollment process but must be changed by the Application System the first
time the Application System logs in to request MeF services. The Application System ID
(username) and password are passed in WS-Security tags within the SOAP header. The
WS-Security elements are presented below.

Please note that the A2A MeF service requests must use only the Username and Password
elements of the WS-Security UsernameToken. No other elements are allowed. Using any other
element of the WS-Security UsernameToken will result in an error being returned to the client.
Also note that every request must provide at least the Username element of the WS-Security
UsernameToken to enable validation of the incoming SAML assertion, if any.

<I- WS Security Elements -->

<wsse:Security wsse:mustUnderstand="1"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
<wsse:UsernameToken wsu:ld="SecurityToken-0">
<wsse:Username>username</wsse:Username>
<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-
token-profile-1.0#PasswordText">password</wsse:Password>
<wsse:Nonee>mxSgK8/E3MkInNdXnGeG3w==</wsse:Nence>") Note: Nonce and Created are
</wsse:UsernameToken>
</wsse:Security>

1.4.4.2 Password and Expiration Rules for an Application System ID

The existing RUP password rules that are used for the Registered User Portal apply. Refer to
IRM 25.10.1, Sub-Sub-Section 25.10.1.6.2.2.2 Password Procedures, for the details on Password
Standards and Procedures.

The initial password and the security token are issued by the IRS.

The following example shows a SOAP request with the security information populated with the
username and password from an A2A Password Authenticated client.

<wsse:Security
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
<wsse:UsernameToken>
<wsse:Username>app-id-username</wsse:Username>
<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-
profile-1.0#PasswordText"> app-id-password</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
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1.4.5 WS-Security for Strong Authentication Users

WS-Security Strong Authentication is the type of authentication used by A2A Web services for
Strong Authentication users in MeF Release 4.0. Strong Authentication users must have a valid
X.509 digital security certificate obtained from an IRS-authorized Certificate Authority (CA)
(like VeriSign or ldenTrust) and have their certificates stored in the IRS directory. Only those
users who have registered with the IRS as Strong Authentication users can use this approach to
authenticate their identity when using A2A Web services. Strong Authentication users are
authenticated via their X.509 digital certificate in lieu of a password. They do not specify their
Application System ID or password in the wsse:UsernameToken elements of the WS-Security
header. However, every A2A service request requires the Application System ID of the user. A
new AppSysID element (manditory for all service requests from Strong Authentication users)
was added to the MeF Header to satisfy this requirement. (See Section 1.6.11 for a description.)

The following table shows the WS-Security elements contained in a MeF A2A request message
from Strong Authentication users and a brief explanation of what each element contains. The
sections that follow illustrate the elements using an example EtinRetrieval request message.

Strong Authentication Request Message Elements

Message Element Contents/Notes

<wsse:BinarySecurityToken ...> The X.509 Certificate in Base 64 Binary.
It contains the Public Key (and Owner ID and Issuer ID)

<ds:Signedinfo> <ds:Reference URI=...> indicates the ID of one of the elements
in the message which is being signed.

For example: A <ds:Reference URI="#myHdr"> indicates that
the message element with the ID="myHdr" is being signed by
this <ds:Reference URI=...>

<ds:Reference URI="#....">

<ds:Signedinfo> <ds:DigestValue> is the Base 64 Binary output of the
<ds:DigestMethod Algorithm=...> run on the entire element
<ds:DigestValue> referenced by the <ds:Reference URI="#....">

(See example below)

<ds:SignatureValue> Is the digital signature for the <ds:Signedinfo> element. RSA
and DSA signatures are allowed. RSA examples are used in
this document.
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1.45.1  WS-Security BinarySecurityToken Element

Below is the illustration of the wsse:BinarySecurityToken in an A2A service request for a Strong
Authentication user. The BinarySecurityToken contains the X.509 Certificate in Base 64 Binary.

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SOAP-ENV:Header>
<nsl:MeF xmins:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd" ID="myHdr"> i : ;
<nsl:MessagelD>001232006026123abxyz</ns1:MessagelD> I):.SOQtC_ertltfrl]caltDe E.Bise 64 Binary.
<nsl:Action>EtinRetrieval</ns1:Action> contains the Fublic key
<nsl:Timestamp>2005-10-27T08:55:29.348Z</ns1:Timestamp> (and Owner ID and Issuer ID)
<ns1:ETIN>00123</ns1:ETIN>
<nsl:SessionlIndicator>Y</nsl:Sessionindicator>
<nsl:TestIndicator>T</nsl:TestIndicator>
<ns1:AppSysID>00791234</ns1:AppSysID>
</nsl:MeF>
<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0as|s-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
<wsse:BinarySecurityToken ValueType="...#X509v3"
EncodingType="...#Base64Binary" wsu:ld="X509Token">
MIIFQ]CCBKugAwIBAgIENOXx5YzANBgkqhkiGOWOBAQUFADCBWZELMAKGA.....6IbEn8
</wsse:BinarySecurityToken>
<ds:Signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#myHdr">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>qZk+NkcGgWg6PiVxeFDChJzQ2J0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#myBody">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>hJg+RBw70m66rkqgh+VEp5eVGcPE=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>dsBeQ9gNXM1yU6BbWdBkKSN676inwf+............ 87Hs=</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#X509Token"/>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body ID="myBody">
<EtinRetrievalRequest xmins="http://www.irs.gov/a2a/mef/MeFMSIServices.xsd">
<TestIndicator>T</TestIndicator>
</EtinRetrievalRequest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

wsse:BinarySecurityToken is the
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1.45.2  WS-Security Signedinfo, Reference, DigestValue, and DigestMethod
Elements

The ds:Signedinfo, ds:Reference, ds:DigestValue, and ds:DigestMethod elements in an A2A
service request for a Strong Authentication user are illustrated below. The Signedinfo element
contains the Reference and DigestValue elements. The Reference element references the ID
attribute of the one of the elements in the message which is being signed. The element in
question is normally either the MeF Header or the SOAP Body. The DigestValue element
contains the Base 64 Binary output of the DigestMethod algorithm run on the entire element

referenced by the Reference element.

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SOAP-ENV:Header>
<nsl:MeF xmins:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd" ID="myHdr">
<nsl:MessagelD>001232006026123abxyz</ns1:MessagelD>
<nsl:Action>EtinRetrieval</ns1:Action>
<nsl:Timestamp>2005-10-27T08:55:29.348Z</ns1:Timestamp>
<ns1l:ETIN>00123</ns1:ETIN>
<nsl:SessionIndicator>Y</ns1l:Sessionindicator>
<nsl:TestIndicator>T</ns1:TestIndicator>
<ns1l:AppSysID>00791234</ns1:AppSysID>
</ns1:MeF>
<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-2(0401-wss-wssecurity-secext-1.0.xsd"
xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-Wss-wssecurity-utility-1.0.xsd">
<wsse:BinarySecurityToken ValueType="...#X509v3"
EncodingType="...#Base64Binary" wsu:ld="X509Token">
MIIFQjCCBKugAwIBAgIENOX5YZzANBgkghkiGOWOBAQUFANCBWZELMAKGA.....61bEN8
</wsse:BinarySecurityToken>
<ds:Signature>
<ds:SignedIinfo>
<ds:CanonicalizationMethod Algorithm=*fittp://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algori ttp://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#myHdr">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#",
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/
<ds:DigestValue>qzZk+NkcGgWg6PiVxeFDChbJzQ2J0=</ds:DigestValue
</ds:Reference>
<ds:Reference URI="#myBody">
<ds:Transforms>

ds:DigestValue is the Base 64
Binary output of the
ds:DigestMethod Algorithm
run on the entire reference
element

ds:Signedinfo Reference

</ds:Signedinfo>
<ds:SignatureV
<ds:Keylnfo>
<wsse:SegurityTokenReference>
<wsge:Reference URI="#X509Token"/>
</wsse:JecurityTokenReference>
</ds:Keylnfo
</ds:Signature>
</wsse:Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body ID="myBody">
<EtinRetrievalRequest xmIns="http://www.irs.gov/a2a/mef/MeFMSIServices.xsd"> . .
<TestIndicator>T</TestIndicator> ds:DigestValue is the Base 64
</EtinRetrievalRequest> Binary output of the

ds:SignedInfo Reference

</SOAP-ENV:Body> ds:DigestMethod Algorithm
</SOAP-ENV:Envelope> run on the entire referenced
element
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1.45.3 WS-Security SignatureValue and SignatureMethod Elements

The ds:SignatureValue and ds:SignatureMethod elements in an A2A service request for a Strong
Authentication user are illustrated below. The SignatureValue is the digital signature for the
<ds:SignedInfo> element. RSA and DSA signatures are allowed. RSA examples are used in this
document. The SignatureMethod specifies the Digest Algorithm (like shal) used by the RSA

signature algorithm.

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SOAP-ENV:Header>
<nsl:MeF xmins:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd" ID="myHdr">
<nsl:MessagelD>001232006026123abxyz</ns1:MessagelD>
<nsl:Action>EtinRetrieval</ns1:Action>
<nsl:Timestamp>2005-10-27T08:55:29.348Z</ns1:Timestamp>
<ns1l:ETIN>00123</ns1:ETIN>
<nsl:Sessionindicator>Y</nsl:SessionIndicator>
<nsl:Testindicator>T</ns1:TestIndicator>
<ns1l:AppSysIiD>00791234</ns1:AppSysID>
</nsl:MeF>
<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wsse:BinarySecurityToken ValueType="...#X509v3"
EncodingType="...#Base64Binary" wsu:ld="X509Token">
MIIFQjCCBKugAwIBAgIENOXx5YzANBgkghkiGOWOBAQUFADCBwWzELMAKGA.....61bEN8
</wsse:BinarySecurityToken>
<ds:Signature>
<ds:SignedInfo> )
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#myHdr">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>gqZk+NkcGgWq6PiVxeFDCbJzQ2J0=</ds:i
</ds:Reference>
<ds:Reference URI="#myBody">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/1/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>hJg+RBw70m66rkgh+VEp5eVGcPE+</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>dsBeQ9qNXM1yU6BbWdBkSN676inwff............ 87Hs=</ds:SignatureValue>
<ds:Keylnfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#X509Token"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>

Xc-cl4n#"/>

In this RSA example the

ds:SignatureValue is the entire

</wsse:Security> <ds:Signedinfo> element run through
</SOAP-ENV:Header> the Digest Algorithm (like shal)
<SOAP-ENV:Body ID="myBody"> pre-pended with the digest algorithm

<EtinRetrievalRequest xmIns="http://www.irs.gov/a2a/mef/MeFMSIServices.xsd">
<TestIndicator>T</TestIndicator>
</EtinRetrievalRequest> .
</SOAP-ENV:Body> Base 64 Binary.
</SOAP-ENV:Envelope>
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1.5 SOAP Body

The SOAP Body contains the request message and any attachment provided by the state or
transmitter application. For responses the SOAP body contains the response message and any
attachment or a SOAP Fault returned by the service.

15.1 Message Attachments Zip File Format

Only a single zip file will be accepted as an attachment sent by a Transmitter or State application
and only a single zip file will be returned as an attachment by a service. This zip file attachment
is a container zip file compatible with the PKWARE version 6.2.0 specification that contains one
of more data items (submissions, acknowledgements, notifications, statuses or receipts). For
Transmitters each data item must always be within its own inner zip file. The inner zip file(s)
should be compressed; the outer container zip file must be an uncompressed zip file. For States
each data item is just a file within the outer uncompressed zip file.

1.5.2  Message Attachments Content Type

The attachments sent by Transmitters and States must have the attachment content type specified
as type “application/octet-stream.” The Multimedia Internet Message Extensions (MIME) Web
Services Description Language (WSDL) files all specify this in the mime:content specification
for the attachments. However, the WSDL syntax for Direct Internet Message Encapsulation
(DIME) does not allow for such a specification. Nevertheless, when sending in a request that
includes an attachment, DIME users must set the attachment content type to “application/octet-
stream.”

1.6 MeFHeader Elements

This section describes the elements in the MeFHeader message. Every SOAP message request
and response for a Web service from and to a State and Third-Party transmitter on the A2A
channel must contain a MeFHeader message in the SOAP message header with the element tag
“MeF”. The elements in the MeFHeader message are illustrated below. The individual elements
are described in the sections that follow.
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diagram ————————————|
mefhdr:MeFHeaderType

This Meszage ID

Far response messages the
request Meszage I it

relates ta
~mefhdr:Action

The service operation to
imvoke,

|
|
|
| —F mefhdr:MessagelD
|
|
|

—Fmeﬂulr:Timestamp |

The date and time this
riessage was created,

: - “mefhdr:ETIH
i The ETIM of the party

1
! aszociated with this meszage
1

This indicates whether a sessian
ke is returmed ¥ or M)

-+ mefhdr:Testindicator 1

This indicates whether the
setvice request iz For the
test(T) oF production(F]
envirenrent

Thiz indicates the notification type and
datejtime

e 1
[
[

(Uszer I of the &24 client
calling thiz web service, Itis
mandatory For Strong

The Application Svystern I |
Authentication usars, |

namespace  http://www.irs.gov/a2a/mef/MeFHeader.xsd

type  mefhdr:MeFHeaderType

children  mefhdr:MessagelD mefhdr:RelatesTo mefhdr:Action mefhdr:Timestamp mefhdr:ETIN mefhdr:SessionIndicator
mefhdr:TestIndicator mefhdr:NotificationResponse mefhdr:AppSysID

Name Type Use Default Fixed Annotation

attributes -
Id xs:1D optional

source  <xs:element name="MeF" type="mefhdr:MeFHeaderType"/>
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1.6.1 element MeFHeaderType/MessagelD

The MessagelD element is mandatory. All request and response messages must have a globally
unique MessagelD provided by the message source.

diagram =
Mes=zagelD

type  mefhdr:HeaderMessageldType

isRef 0
content  simple
pattern  [0-9]{12}[a-z0-9]{8}[E|R|D]?

properties

facets

annotation documentation  This Message ID

source  <xs:element name="MessagelD" type="mefhdr:HeaderMessageldType">
<xs:annotation>
<xs:documentation> This Message ID </xs:documentation>
</xs:annotation>
</xs:element>
<xs:simpleType name="HeaderMessageldType">
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{12}[a-z0-9]{8}[E|R|D]?"/>
</xs:restriction>
</xs:simpleType>

Message ID

There are three types of messages to consider: request messages, response messages, and error
messages. The message ID formats are specified as follows.

Request Message 1D

To ensure the global uniqueness of a message 1D, the following format is adopted for the

request messages sent to the MeF system:
ETIN + ccyyddd + XXXXXXXX

For example:

Request message ID: 001302006073a2345any
The first five digits (00130) contain the Electronic Transmitter Identification Number (ETIN),
the next four digits (2006) contain the year, the next three digits (073) contain the Julian date,
and the last eight characters (a2345any) contain a lowercase alphanumeric sequence to uniquely
identify messages sent within a day with the given ETIN. The total number of characters of the
request message ID is 20.

Response Message ID

For response messages sent from the MeF system, the following format is adopted for the

message ID:
Request Message ID + ““R”

For example:
Response message ID: 001302006073a2345anyR
The total number of characters of the response message ID is 21.
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Error Message ID

For error messages sent from the MeF system, the following format is adopted for the

message ID:
Request Message ID + “E”

For example:
Response message ID: 001302006073a2345anyE
The total number of characters of the error message ID is 21.

1.6.2 element MeFHeaderType/RelatesTo

This element can be used to allow members in a Web Services engagement—either requesters or
responders—to deliver a complex chain of messages between two, three, or more services by
positively indicating that they are part of the same thread. The RelatesTo element is optional and
is not applicable to the initial message of a thread. All other messages of a thread must contain
the RelatesTo element with the MessagelD of the initial message.

diagram =
RelatesTo

type  mefhdr:HeaderMessageldType

isRef 0
content  simple
pattern  [0-9]{12}[a-z0-9]{8}[E|R|D]?

properties

facets

annotation documentation For response messages the request Message ID it relates to

source  <xs:element name="RelatesTo" type="mefhdr:HeaderMessageldType" minOccurs="0">
<xs:annotation>
<xs:documentation> For response messages the request Message ID it relates to </xs:documentation>
</xs:annotation>
</xs:element>
<xs:simpleType name="HeaderMessageldType">
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{12}[a-z0-9]{8}[E|R|D]?"/>
</xs:restriction>
</xs:simpleType>

1.6.3 element MeFHeaderType/Action

The Action element is mandatory. The action element identifies the Web service endpoints to be
used for end-to-end endpoint identification in messages. For all service requests, this element
must match the service at the URL invoked. The Action element can contain the actual URL
invoked, the SOAP Action, or just the service name. For example, if invoking the URL
https://la.wwwd4.irs.gov/a2a/mef/Login, then the Action element could be
“https://la.www4.irs.gov/a2a/mef/Login”, or “http://www.irs.gov/a2a/mef/Login”, or “Login”.
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diagram

type
properties
annotation

source

1.6.4

xs:string
isRef 0
content  simple
documentation

The service operation to invoke.

<xs:element name="Action" type="xs:string">

<xs:annotation>

<xs:documentation> The service operation to invoke. </xs:documentation>

</xs:annotation>
</xs:element>

Element MeFHeaderType/Timestamp

The Timestamp element is mandatory. The Timestamp element identifies the Web service date
and time of message creation.

diagram

type

properties
annotation

source

1.6.5

xs:dateTime

isRef 0
content  simple
documentation

The date and time this message was created.

<xs:element name="Timestamp" type="xs:dateTime">

<xs:annotation>

<xs:documentation>The date and time this message was created.</xs:documentation>

</xs:annotation>
</xs:element>

element MeFHeaderType/ETIN

The ETIN element identifies the electronic transmitter identification number of the transmitter
who sends the request message. The ETIN element is optional. It is not applicable to the
InitialLogin, Login, ChangePassword, or Logout services. However, it is required for all other
service requests.

diagram

type
properties
annotation

source

xs:string
isRef 0
content  simple
documentation

The ETIN of the party associated with this message

<xs:element name="ETIN" type="xs:string" minOccurs="0">

<xs:annotation>

<xs:documentation> The ETIN of the party associated with this message </xs:documentation>

</xs:annotation>
</xs:element>
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1.6.6 element MeFHeaderType/Sessionindicator

The SessionIndicator element indicates whether the service request should return an open session
(SAML assertion) for the request or close the session at the end of the service (ho SAML). The
expected values are “Y” (to indicate that an open persistent session should be established) or “N”
(to indicate that the session should be closed [logged out] at the end of the service). The
SessionIndicator element is optional because it is not applicable to the Logout service. However,
it is required for all other services and for the InitialLogin service it must always be set to “N”.

diagram = - -
rSesslonlmllcator |

Thiz indicates whether 2
session key is returmed
(O%¥0 or OMO

type mefhdr:SessionlndicatorType

isRef 0
content  simple
documentation  This indicates whether a session key is returned (“Y” or “N”)

properties

annotation

source  <xs:element name="SessionIndicator" type="mefhdr:SessionIndicatorType" minOccurs="0">
<xs:annotation>
<xs:documentation> This indicates whether a session key is returned (“Y” or “N”) </xs:documentation>
</xs:annotation>
</xs:element>
<xs:simpleType name="SessionIndicatorType">
<xs:restriction base="xs:string">
<xs:enumeration value="Y"/>
</xs:restriction>
</xs:simpleType>

1.6.7 element MeFHeaderType/Testindicator

The TestIndicator element identifies if the request is a production request or an ATS (test)
request. The expected values are “P” (to indicate that this is a production request) or “T” (to
indicate that this is an ATS (test) request). The TestIndicator element is optional because it is not
applicable to the InitialLogin, Login, ChangePassword, or Logout services. However, it is
required for all other service requests.
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diagram = -
Testindicator

type mefhdr:TestindicatorType

isRef 0
content  simple
documentation  This indicates whether the service request is for the test(T) or production(P) environment

properties
annotation

source  <xs:element name="TestIndicator" type="mefhdr:TestIindicatorType" minOccurs="0">
<xs:annotation>
<xs:documentation> This indicates whether the service request is for the test(T) or production(P) environment
</xs:documentation>
</xs:annotation>
</xs:element>
<xs:simpleType name="TestIndicatorType">
<xs:restriction base="xs:string">
<xs:enumeration value="T"/>
<xs:enumeration value="P"/>
</xs:restriction>
</xs:simpleType>
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1.6.8 element MeFHeaderType/NotificationResponse

The optional NotificationResponse element is used to communicate secondary information back
to the Third Party or State applications. It is intended for use on response messages only, not on
input requests. This information is not necessarily directly related to the request. For example, it
is used to notify the application that the password will expire after some number of days.

diagram e e e
| mefhdr:MeFHotificationResponse |
| Etlotiﬁ{:ationTm}e |
| The itern ta which this |

HotificationResponse [%]—(—--— notification applies (2.9,
| P azsword Expiration] |

Thiz indicates the notification _

twpe and dateltime | = ApplicableDate |
| The effective date and time |
L of this notification, |

type  mefhdr:MeFNotificationResponse
properties isRef 0

content  complex
children  NotificationType ApplicableDate

annotation documentation  This indicates the notification type and date/time

source  <xs:element name="NotificationResponse" type="mefhdr:MeFNotificationResponse" minOccurs="0">
<xs:annotation>
<xs:documentation> This indicates the notification type and date/time </xs:documentation>
</xs:annotation>
</xs:element>

1.6.9 element MeFNotificationResponse/NotificationType

The NotificationType element is used to communicate secondary information back to the Third
Party or State applications (e.g., “Password Expires in 6 days”).

diagram = -
|_Hotlﬁ{:atlonTy|1e |

The itern ta which thiz
notification applies (e.q.
P asswiord Expiration)

type  xs:string

isRef 0
content  simple
documentation  The item to which this notification applies (e.g. Password Expires in 6 days)

properties
annotation

source  <xs:element name="NotificationType" type="xs:string">
<xs:annotation>
<xs:documentation> The item to which this notification applies (e.g. Password Expires in 6 days)
</xs:documentation>
</xs:annotation>
</xs:element>
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1.6.10 element MeFNotificationResponse/ApplicableDate

The ApplicableDate element is used to communicate the date and time of the notification back to
the Third Party or State applications. It is always the current system date and time.

diagram = -
ApplicableDate

The effective date and time
of this notification,

type xs:dateTime

isRef 0
content  simple
documentation  The current system date and time of this notification.

properties
annotation

source  <xs:element name="ApplicableDate" type="xs:dateTime">
<xs:annotation>
<xs:documentation> The current system date and time of this notification. </xs:documentation>
</xs:annotation>
</xs:element>

1.6.11 element MeFHeaderType/AppSysID

The AppSysID element identifies the Application System ID (username) of the A2A client
calling this web service. The AppSysID element is optional. It is not required for password
authenticated users. However, it is mandatory for all requests from Strong Authentication users.

diagram =
rnleﬂltlr:AppSysl[l |

The Application Syster ID
(Uzer ID7T of the A28 client
calling this web service, Itis
randatory For Strong
Authentication users,

namespace  http://www.irs.gov/a2a/mef/MeFHeader.xsd

type  xs:string

isRef 0
content  simple
documentation  The Application System ID (User ID) of the A2A client calling this web service. It is mandatory for
Strong Authentication users.

properties
annotation

source  <xs:element name="AppSysID" type="xs:string" minOccurs="0">
<xs:annotation>
<xs:documentation> The Application System ID (User ID) of the A2A client calling this web service. It is mandatory for
Strong Authentication users. </xs:documentation>
</xs:annotation>
</xs:element>

1.6.12 attribute Id

The Id attribute is used with Strong Authentication to identify the MeF Header referenced in a
SignedInfo/Reference used to generate a XML digital signature DigestValue. It is optional and
only applicable to requests from Strong Authentication users. It is required in signed requests.
It's optional in requests authenticated by SAML token or by username/password.
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1.7 MeF Release 3.2 and 4.0 A2A Web Services Summary

The MeF Release 3.2 and 4.0 A2A services are divided into 5 classifications:
e Modernized System Infrastructure (MSI) Services

— InitialLogin, Login, Logout, ChangePassword,
EtinRetrieval, EtinStatus, GetStateParticipantsList

e State Services DIME

—  GetNewSubmissions, GetSubmissionsByMsgID, GetSubmissions, GetSubmission,
SendSubmissionReceipts, SendAcks,
GetNewAckNotifications, GetAckNotifications, GetAckNotification

e State Services MIME

—  GetNewSubmissions, GetSubmissionsByMsgID, GetSubmissions, GetSubmission,
SendSubmissionReceipts, SendAcks,
GetNewAckNotifications, GetAckNotifications, GetAckNotification

e Transmitter Services DIME

—  SendSubmissions, GetNewAcks, GetAcksByMsgID, GetAcks, GetAck,
GetNewSubmissionsStatus, GetSubmissionsStatus, GetSubmissionStatus

e Transmitter Services MIME

— SendSubmissions, GetNewAcks, GetAcksByMsgID, GetAcks, GetAck,
GetNewSubmissionsStatus, GetSubmissionsStatus, GetSubmissionStatus

The URL addresses for accessing the services from the client applications on the A2A channel
are in the table below. During the transition period before MeF Release 4.0 goes into full
production there are two sets of URL addresses available to clients. Clients issuing production or
test requests to MeF Release 3.2 must use the “la” URL addresses. Clients testing with the MeF
Release 4.0 services must use the “alt” URL addresses to access the MeF Release 4.0 services.
After MeF Release 4.0 goes into full production, the MeF Release 3.2 services will no longer be
available and both sets of URL addresses will be equivalent.

MeF Release 3.2 URLs

MSI Services

https://la.www4.irs.gov/a2a/mef/ChangePassword

https://la.www4.irs.gov/a2a/mef/EtinRetrieval

https://la.www4.irs.gov/a2a/mef/EtinStatus

https://la.www4.irs.gov/a2a/mef/GetStateParticipantsList

https://la.www4.irs.gov/a2a/mef/InitialLogin

https://la.www4.irs.gov/a2a/mef/Logout

https://la.www4.irs.gov/a2a/mef/Login
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State Services DIME

https://la.www4.irs.gov/a2a/mef/dime/GetNewSubmissions

https://la.www4.irs.gov/a2a/mef/dime/GetSubmissionsByMsgID

https://la.www4.irs.gov/a2a/mef/dime/GetSubmissions

https://la.www4.irs.gov/a2a/mef/dime/GetSubmission

https://la.www4.irs.gov/a2a/mef/dime/SendSubmissionReceipts

https://la.www4.irs.gov/a2a/mef/dime/SendAcks

https://la.www4.irs.gov/a2a/mef/dime/GetNewAckNotifications

https://la.www4.irs.gov/a2a/mef/dime/GetAckNotifications

https://la.www4.irs.gov/a2a/mef/dime/GetAckNotification

State Services MIME

https://la.www4.irs.gov/a2a/mef/mime/GetNewSubmissions

https://la.www4.irs.gov/a2a/mef/mime/GetSubmissionsByMsgID

https://la.www4.irs.gov/a2a/mef/mime/GetSubmissions

https://la.www4.irs.gov/a2a/mef/mime/GetSubmission

https://la.www4.irs.gov/a2a/mef/mime/SendSubmissionReceipts

https://la.www4.irs.gov/a2a/mef/mime/SendAcks

https://la.www4.irs.gov/a2a/mef/mime/GetNewAckNotifications

https://la.www4.irs.gov/a2a/mef/mime/GetAckNotifications

https://la.www4.irs.gov/a2a/mef/mime/GetAckNotification

Transmitter Services DIME

https://la.www4.irs.gov/a2a/mef/dime/SendSubmissions

https://la.www4.irs.gov/a2a/mef/dime/GetNewAcks

https://la.www4.irs.gov/a2a/mef/dime/GetAcksByMsgID

https://la.www4.irs.gov/a2a/mef/dime/GetAcks

https://la.www4.irs.gov/a2a/mef/dime/GetAck

https://la.www4.irs.gov/a2a/mef/dime/GetNewSubmissionsStatus

https://la.www4.irs.gov/a2a/mef/dime/GetSubmissionsStatus

https://la.www4.irs.gov/a2a/mef/dime/GetSubmissionStatus

Transmitter Services MIME

https://la.www4.irs.gov/a2a/mef/mime/SendSubmissions

https://la.www4.irs.gov/a2a/mef/mime/GetNewAcks

https://la.www4.irs.gov/a2a/mef/mime/GetAcksByMsgID

https://la.www4.irs.gov/a2a/mef/mime/GetAcks

https://la.www4.irs.gov/a2a/mef/mime/GetAck

https://la.www4.irs.gov/a2a/mef/mime/GetNewSubmissionsStatus

https://la.www4.irs.gov/a2a/mef/mime/GetSubmissionsStatus

https://la.www4.irs.gov/a2a/mef/mime/GetSubmissionStatus
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MeF Release 4.0 URLs

MSI Services

https://alt.www4.irs.gov/a2a/mef/ChangePassword

https://alt.www4.irs.gov/a2a/mef/EtinRetrieval

https://alt.www4.irs.gov/a2a/mef/EtinStatus

https://alt.www4.irs.gov/a2a/mef/GetStateParticipantsList

https://alt.www4.irs.gov/a2a/mef/InitialLogin

https://alt.www4.irs.gov/a2a/mef/Logout

https://alt.www4.irs.gov/a2a/mef/Login

State Services DIME

https://alt.www4.irs.gov/a2a/mef/dime/GetNewSubmissions

https://alt.www4.irs.gov/a2a/mef/dime/GetSubmissionsByMsgID

https://alt.www4.irs.gov/a2a/mef/dime/GetSubmissions

https://alt.www4.irs.gov/a2a/mef/dime/GetSubmission

https://alt.www4.irs.gov/a2a/mef/dime/SendSubmissionReceipts

https://alt.www4.irs.gov/a2a/mef/dime/SendAcks

https://alt.www4.irs.gov/a2a/mef/dime/GetNewAckNotifications

https://alt.www4.irs.gov/a2a/mef/dime/GetAckNotifications

https://alt.www4.irs.gov/a2a/mef/dime/GetAckNotification

State Services MIME

https://alt.www4.irs.gov/a2a/mef/mime/GetNewSubmissions

https://alt.www4.irs.gov/a2a/mef/mime/GetSubmissionsByMsgID

https://alt.www4.irs.gov/a2a/mef/mime/GetSubmissions

https://alt.www4.irs.gov/a2a/mef/mime/GetSubmission

https://alt.www4.irs.gov/a2a/mef/mime/SendSubmissionReceipts

https://alt.www4.irs.gov/a2a/mef/mime/SendAcks

https://alt.www4.irs.gov/a2a/mef/mime/GetNewAckNatifications

https://alt.www4.irs.gov/a2a/mef/mime/GetAckNotifications

https://alt.www4.irs.gov/a2a/mef/mime/GetAckNotification

Transmitter Services DIME

https://alt.www4.irs.gov/a2a/mef/dime/SendSubmissions

https://alt.www4.irs.gov/a2a/mef/dime/GetNewAcks

https://alt.www4.irs.gov/a2a/mef/dime/GetAcksByMsgID

https://alt.www4.irs.gov/a2a/mef/dime/GetAcks

https://alt.www4.irs.gov/a2a/mef/dime/GetAck

https://alt.www4.irs.gov/a2a/mef/dime/GetNewSubmissionsStatus

https://alt.www4.irs.gov/a2a/mef/dime/GetSubmissionsStatus

https://alt.www4.irs.gov/a2a/mef/dime/GetSubmissionStatus
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Transmitter Services MIME

https://alt.www4.irs.gov/a2a/mef/mime/SendSubmissions
https://alt.www4.irs.gov/a2a/mef/mime/GetNewAcks
https://alt.www4.irs.gov/a2a/mef/mime/GetAcksByMsgID
https://alt.www4.irs.gov/a2a/mef/mime/GetAcks
https://alt.www4.irs.gov/a2a/mef/mime/GetAck
https://alt.www4.irs.gov/a2a/mef/mime/GetNewSubmissionsStatus
https://alt.www4.irs.gov/a2a/mef/mime/GetSubmissionsStatus
https://alt.www4.irs.gov/a2a/mef/mime/GetSubmissionStatus

The following table lists of the interface messages for each service.

MeF Release 3.2 and 4.0 Service
Request &and Response Messages for A2A

MSI Services Messages

ChangePasswordRequestMessage
ChangePasswordResponseMessage
EtinRetrievalRequestMessage
EtinRetrievalResponseMessage
EtinStatusRequestMessage
EtinStatusResponseMessage

InitialLoginRequestMessage
InitialLoginResponseMessage
LoginRequestMessage
LoginResponseMessage
LogoutRequestMessage
LogoutResponseMessage
MeFFaultMessage

GetStateParticipantsListRequestMessage
GetStateParticipantsListResponseMessage

State Services Messages

Transmitter Services Messages

GetAckNotificationRequest
GetAckNotificationResponse
GetAckNotificationsRequest
GetAckNotificationsResponse
GetNewAckNotificationsRequest
GetNewAckNotificationsResponse
GetNewSubmissionsRequest
GetNewSubmissionsResponse
GetSubmissionRequest
GetSubmissionResponse
GetSubmissionsRequest
GetSubmissionsResponse
GetSubmissionsByMsgIDRequest
GetSubmissionsByMsgIDResponse
SendAcksRequest
SendAcksResponse
SendSubmissionReceiptsRequest
SendSubmissionReceiptsResponse
MeFException

GetAckRequest

GetAckResponse

GetAcksRequest
GetAcksResponse
GetAcksByMsgIDRequest
GetAcksByMsgIDResponse
GetNewAcksRequest
GetNewAcksResponse
GetNewSubmissionsStatusRequest
GetNewSubmissionsStatusResponse
GetSubmissionsStatusRequest
GetSubmissionsStatusResponse
GetSubmissionStatusRequest
SendSubmissionsRequest
SendSubmissionsResponse
MeFException
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The style used in the following sections to describe the A2A services warrants explanation. Each
service section begins with a service description indicating the service intent, the request
message and response message elements and what conditions will result in an error being
returned. The subsections that follow contain diagrams illustrating the message elements and
sub-elements for the requests, responses and exceptions (errors). For example:

Section 1.7.1.2 describes the Login service, the request and response message elements and
the error response.

Subsection 1.7.1.2.1 illustrates the Login Request message elements.

Subsection 1.7.1.2.2 illustrates the Login Response message elements.

Subsection 1.7.1.2.3 illustrates MeF Exception (error) message elements.

1.7.1 Modernized System Infrastructure (MSI) Services

The following table contains the summary of the services, bindings, ports, and SOAP messages
for all the A2A web services provided directly by the MSI.

services bindings porttypes messages

ChangePassword ChangePassword ChangePassword ChangePasswordReguestMessage
EtinRetrieval EtinRetrieval EtinRetrieval ChangePasswordResponseMessage
EtinStatus EtinStatus EtinStatus EtinRetrievalRequestMessage
GetStateParticipantsList GetStateParticipantsList GetStateParticipantsList EtinRetrievalResponseMessage
InitialLogin InitialLogin InitialLogin EtinStatusReguestMessage

Login Login Login EtinStatusResponseMessage

Logout Logout Logout GetStateParticipantsListRequestMessage

GetStateParticipantsListResponseMessage

InitialLoginRequestMessage
InitialLoginResponseMessage

LoginReguestMessage

LoginResponseMessage
LogoutRequestMessage

LogoutResponseMessage
MeFFaultMessage
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1.7.12.1  Initial Login

Both States and Third-Party transmitters using Password Authentication will be required to
perform a first-time login to initialize each originating application system ID. This will be
accomplished using an infrastructure Web Service designed to perform this task. This service is
not applicable to Strong Authentication users. During the A2A enrollment process the initial
password and confirmation token were assigned to the system ID by the IRS. Both the initial
password and confirmation token are case sensitive text strings. The initial password was
provided to the customer via a telephone conversation with the customer’s authorized
representative. The confirmation token was provided to the customer via an acceptance letter
mailed (or faxed) to customer’s authorized representative. The requesting system will provide
the system ID and initial password obtained during the A2A enrollment process in the
wsse:Security portion of the SOAP header. The requesting system will also provide the initial
password, confirmation token, and new password in the Initial Login Request message within the
SOAP body and must also set the SessionIndicator in the MeFHeader message in the SOAP
header to “N”. After the authentication is completed, the password change will be automatically
performed during the service request. If the authentication and the password change are
completed successfully, future login requests must use the new password supplied in the Initial
Login Request message. If successful, an InitialLoginResponse message is returned in the SOAP
body of the response message. If the authentication or the password change fails, a SOAP error
message is returned to the requesting system.

type tns:InitialLogin
extensibility  <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
InitialLogin
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/InitialLogin"/>
bility
input  <soap:body parts="InitialLogin" use="literal"/><soap:header
message="tns:InitialLoginRequestMessage" part="MeFHeader" use="literal"/>

output <soap:body parts="InitialLoginResponse" use="literal"/><soap:header
message="tns:InitialLoginResponseMessage" part="MeFHeader" use="literal"/>
Service InitialLogin in Port InitialLogin

operations

used by

source  <wsdl:binding name="InitialLogin" type="tns:InitialLogin">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="InitialLogin">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/InitialLogin"/>
<wsdl:input>
<soap:body parts="InitialLogin" use="literal"/>
<soap:header message="tns:InitialLoginRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="InitialLoginResponse" use="literal"/>
<soap:header message="tns:InitialLoginResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>
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1.7.1.1.1 element InitialLoginRequest

diagram - — — —

InitialLaginRequest

|

= ConfirmationToken |

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:nitialLoginRequestType

properties content  complex

children  Password NewPassword ConfirmationToken

source  <xs:element name="InitialLoginRequest" type="mef:InitialLoginRequestType"/>

1.7.1.1.2 element InitialLoginResponse

diagram - - - - - — —

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:nitialLoginResponseType

properties content  complex

children  Status

source  <xs:element name="InitialLoginResponse" type="mef:InitialLoginResponseType"/>

1.7.1.1.3 element MeFException

diagram — —— —— — — — — — 1

SErrorMessage

----------- 1

=
| -+ ErrorCode |

Foooo

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode

source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>
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1.7.1.2 Login

Both States and the Third Party transmitters will need to login to the system in order to invoke
any other service requests. This will be accomplished using the infrastructure login Web Service.
Password Authenticated users must specify their Application System ID and password in the
wsse:Security portion of the SOAP header and an empty LoginRequest message tag in the SOAP
body. Strong Authentication users must specify their Application System ID in the AppSysID
element of the MeF Header and their BinarySecurityToken, and Signature (containing the
SignatureValue) in the wsse:Security portion of the SOAP header along with an empty
LoginRequest message tag in the SOAP body. If the authentication is successful, a
LoginResponse message is returned in the SOAP body of the response message. If the
authentication is successfully completed and the SessionlIndicator is set to “Y” in the MeFHeader
message within the SOAP header, a session token is created and returned in the SOAP header of
the response message. If authentication fails, a SOAP error message will be returned to the
requesting system.

type tns:Login

extensibility  <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

operations Login ) ) ) . .
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/Login” />
bility
input  <soap:body parts="Login" use="literal"/><soap:header message="tns:LoginRequestMessage"
part="MeFHeader" use="literal"/>
output <soap:body parts="LoginResponse" use="literal"/><soap:header
message="tns:LoginResponseMessage" part="MeFHeader" use="literal"/>
used by Service Login in Port Login

source  <wsdl:binding name="Login" type="tns:Login">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Login">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/Login"/>
<wsdl:input>
<soap:body parts="Login" use="literal"/>
<soap:header message="tns:LoginRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="LoginResponse" use="literal"/>
<soap:header message="tns:LoginResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

1.7.1.2.1 element LoginRequest

diagram —_— e — —

LoginRequest [%]J—(—--—j

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:LoginRequestType
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properties

source

1.7.1.2.2

diagram

namespace
type
properties
children

source

1.7.1.2.3

diagram

namespace
type
properties
children

source

content  complex

<xs:element name="LoginRequest" type="mef:LoginRequestType"/>

element LoginResponse

| mef:LoginResponseType

LoginResponse E}I—[—H-—:E—Fstatus | |
[

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:LoginResponseType

content  complex

Status

<xs:element name="LoginResponse" type="mef:LoginResponseType"/>

element MeFException

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:MeFExceptionType

content  complex

ErrorMessage ErrorClassification ErrorCode

<xs:element name="MeFException" type="mef:MeFExceptionType"/>
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1.7.1.3  Logout

Both States and Third-Party transmitters will have authorization to programmatically request a
logout Web Service to end a persistent session using an infrastructure Web Service designed to
perform this task. Password Authenticated users must specify their Application System ID in the
wsse:Security portion of the SOAP header and the session key in the wsse:Security portion of the
SOAP header and an empty LogoutRequest message tag in the SOAP body. Strong
Authentication users must specify their Application System ID in the AppSysID element of the
MeF Header and the session key in the wsse:Security portion of the SOAP header and an empty
LogoutRequest message tag in the SOAP body. If the requesting session is successfully
terminated, a successful LogoutResponse message will be returned to the requestor in the SOAP
body indicating that the session was terminated. Otherwise, a SOAP error message will be
returned to the requesting system.

type tns:Logout

extensibility  <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

Logout
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/Logout” />
bility
input  <soap:body parts="Logout" use="literal"/><soap:header message="tns:LogoutRequestMessage"
part="MeFHeader" use="literal"/>
output  <soap:body parts="LogoutResponse" use="literal"/><soap:header
message="tns:LogoutResponseMessage" part="MeFHeader" use="literal"/>
used by Service Logout in Port Logout

operations

source  <wsdl:binding name="Logout" type="tns:Logout">
<soap:hinding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Logout">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/Logout”/>
<wsdl:input>
<soap:body parts="Logout" use="literal"/>
<soap:header message="tns:LogoutRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="LogoutResponse" use="literal"/>
<soap:header message="tns:LogoutResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

1.7.1.3.1 element LogoutRequest

diagram e — — /7
|me":_cgcu:F!eques:T-_.-pe |

LogoutRequest E]T(—-H—j |

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:LogoutRequestType

properties content  complex
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source

1.7.1.3.2

diagram

namespace
type
properties
children

source

1.7.1.3.3

diagram

namespace
type
properties
children

source

1.7.1.4

<xs:element name="LogoutRequest" type="mef:LogoutRequestType"/>

element LogoutResponse
| mef:LogoutResponseType

LogoutResponse —-ﬂ—jEI—F Status | |
[ _ 1

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:LogoutResponseType

content  complex

Status

<xs:element name="LogoutResponse" type="mef:LogoutResponseType"/>

element MeFException

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:MeFExceptionType

content  complex

ErrorMessage ErrorClassification ErrorCode

<xs:element name="MeFException" type="mef:MeFExceptionType"/>

ChangePassword

Both States and Third-Party transmitters using Password Authentication will have authorization
to programmatically request a Web Service to change the password for an originating
Application System ID. This service is not applicable to Strong Authentication users. The
requesting system will provide the Application System ID in the wsse:Security portion of the
SOAP header. The requesting system must also already be logged in, have a valid session, and
provide the session key in the wsse:Security portion of the SOAP header. The requesting system
will also provide a ChangePasswordRequest message (containing the current password and new
password) in the SOAP body. If the password is successfully changed, a successful
ChangePasswordResponse message will be returned to the requestor in the SOAP body
indicating that the password was changed. Otherwise, a SOAP error message will be returned to

the requesting system.
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type
extensibility

operations

used by

source

1.71.4.1

diagram

namespace
type
properties
children

source

1.7.1.4.2

diagram

namespace

type

properties

tns:ChangePassword

<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

ChangePassword
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/ChangePassword” />
bility
input  <soap:body parts="ChangePassword" use="literal"/><soap:header
message="tns:ChangePasswordRequestMessage" part="MeFHeader" use="literal"/>
output <soap:body parts="ChangePasswordResponse" use="literal"/><soap:header

message="tns:ChangePasswordResponseMessage" part="MeFHeader" use="literal"/>
Service ChangePassword in Port ChangePassword

<wsdl:binding name="ChangePassword" type="tns:ChangePassword">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="ChangePassword">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/ChangePassword”/>
<wsdl:input>
<soap:body parts="ChangePassword" use="literal"/>
<soap:header message="tns:ChangePasswordRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="ChangePasswordResponse" use="literal"/>
<soap:header message="tns:ChangePasswordResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

element ChangePasswordRequest

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:ChangePasswordReguestType

content  complex

Password NewPassword

<xs:element name="ChangePasswordRequest" type="mef:ChangePasswordRequestType"/>

element ChangePasswordResponse

| mef:ChangePasswordResponseType |

ChangePasswordResponse E||—(—-H—:E|—|§Status | |

http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

mef:ChangePasswordResponseType

content  complex
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children  Status

source  <xs:element name="ChangePasswordResponse" type="mef:ChangePasswordResponseType"/>
1.7.1.4.3 element MeFException

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode

source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>

1.7.15 ETIN Retrieval

Both States and Third-Party transmitters will have authorization to programmatically request a
Web Service to retrieve an array of ETINs for the originating Application System ID (specified
in the wsse:Security portion of the SOAP header by Password Authenticated users or in the
AppSysID element of the MeF Header in the SOAP header by Strong Authentication users). The
requesting system will also provide an EtinRetrievalRequest message in the SOAP body with a
Test Indicator (“T” or “P”) indicating whether the list of ETINs should be for the Test or
Production environment. If successful, the service returns an EtinRetrievalResponse message in
the SOAP body containing an array of ETINS, statuses and forms for the Application System ID,
or null if no ETINs are found. Otherwise, a SOAP error message will be returned to the
requesting system. If the request is for Test ETINs, then ETINs where the ETIN status or Form
status indicate Test are returned. If the request is for Production ETINS, only ETINs where both
the ETIN status and Form status indicate Production are returned.

type tns:EtinRetrieval

extensibility — <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

EtinRetrieval
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/EtinRetrieval” />
bility
input  <soap:body parts="EtinRetrieval" use="literal"/><soap:header
message="tns:EtinRetrievalRequestMessage" part="MeFHeader" use="literal"/>
output <soap:body parts="EtinRetrievalResponse" use="literal"/><soap:header
message="tns:EtinRetrievalResponseMessage" part="MeFHeader" use="literal"/>
Service EtinRetrieval in Port EtinRetrieval

operations

used by

source  <wsdl:binding name="EtinRetrieval" type="tns:EtinRetrieval">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="EtinRetrieval">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/EtinRetrieval"/>
<wsdl:input>
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<soap:body parts="EtinRetrieval" use="literal"/>
<soap:header message="tns:EtinRetrievalRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="EtinRetrievalResponse" use="literal"/>
<soap:header message="tns:EtinRetrievalResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

1.7.1.5.1 element EtinRetrievalRequest

diagram e e e e
| I'I'|E":E:iI1RE:riE'Jﬂ|REE|LIES:T}'|ZE_|

EtinRetrievalRequest E}|{—H-—:E|—|§Testlndicﬂtor | |

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type  mef:EtinRetrievalRequestType

properties content  complex

children  TestIndicator

source  <xs:element name="EtinRetrievalRequest" type="mef:EtinRetrievalRequestType"/>

simpleType EtinRetrievalRequestType/TestindicatorType

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type  restriction of xs:string
element EtinRetrievalRequestType/Testindicator

used by

enumeration T

facets .
enumeration P

source  <xs:simpleType name="TestIndicatorType">
<xs:restriction base="xs:string">
<xs:enumeration value="T"/>
<xs:enumeration value="P"/>
</xs:restriction>
</xs:simpleType>

1.7.1.5.2 element EtinRetrievalResponse

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:EtinRetrievalResponseType

properties content  complex
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children  count ETINStatus

source  <xs:element name="EtinRetrievalResponse" type="mef:EtinRetrievalResponseType"/>

EtinRetrievalResponseType/ETINStatus

diagram

type mef:ETINStatusType

isRef 0
content  complex

properties
children  ETIN status form

source  <xs:element name="ETINStatus" type="mef:ETINStatusType" minOccurs="0" maxOccurs="unbounded"/>

ETINStatusType/form

diagram - — — — — —
mef ETIHFormStatusType |

e —

type mef:ETINFormStatusType

isRef 0
content  complex

properties

children  formName formStatus

source  <xs:element name="form" type="mef:ETINFormStatusType" minOccurs="0" maxOccurs="unbounded"/>
1.7.1.5.3 element MeFException

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode
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source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>

1.7.1.6  ETIN Status

Both States and Third-Party transmitters will have authorization to programmatically request a
Web Service to retrieve the status of an ETIN for an originating Application System ID. The
requesting system will provide the Application System ID (specified in the wsse:Security portion
of the SOAP header by Password Authenticated users or in the AppSysID element of the MeF
Header in the SOAP header by Strong Authentication users) and an EtinStatusRequest message
in the SOAP body containing the ETIN. If successful, the service returns an EtinStatusResponse
message in the SOAP body containing the ETIN, its status and a list of forms for the requested
ETIN, or null if the ETIN is not found. Otherwise, a SOAP error message will be returned to the
requesting system.

type tns:EtinStatus

extensibility  <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

operations EtinStatus
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/EtinStatus” />
bility
input  <soap:body parts="EtinStatus" use="literal"/><soap:header
message="tns:EtinStatusRequestMessage" part="MeFHeader" use="literal"/>
output <soap:body parts="EtinStatusResponse" use="literal"/><soap:header
message="tns:EtinStatusResponseMessage" part="MeFHeader" use="literal"/>
used by Service EtinStatus in Port EtinStatus

source  <wsdl:binding name="EtinStatus" type="tns:EtinStatus">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="EtinStatus">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/EtinStatus”/>
<wsdl:input>
<soap:body parts="EtinStatus" use="literal"/>
<soap:header message="tns:EtinStatusRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="EtinStatusResponse" use="literal"/>
<soap:header message="tns:EtinStatusResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

1.7.1.6.1 element EtinStatusRequest

diagram - — — — —

EtinStatusRequest E]J{_..._ =ETIN |

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:EtinStatusRequestType

properties content  complex

children  ETIN
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source  <xs:element name="EtinStatusRequest" type="mef:EtinStatusRequestType"/>

1.7.1.6.2 element EtinStatusResponse

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:EtinStatusResponseType

properties content  complex

children  ETIN status form

source  <xs:element name="EtinStatusResponse" type="mef:EtinStatusResponseType"/>

ETINStatusResponseType/form

diagram _—— — — —
mef ETIHFormStatusType

|
| form [%].|_(_..._ I

type mef:ETINFormStatusType

iskRef 0
content  complex

properties

children  formName formStatus

source  <xs:element name="form" type="mef:ETINFormStatusType" minOccurs="0" maxOccurs="unbounded"/>
1.7.1.6.3 element MeFException

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode
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source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>

1.7.1.7  Get State Participants List

Both States and Third-Party transmitters will have authorization to programmatically request a
Web Service to retrieve an array of State participants. Even though there are no formal input
arguments to this service request, the requestor must provide an empty
GetStateParticipantsListRequest message tag in the SOAP body. If successful, the service returns
a GetStateParticipantsListResponse message in the SOAP body containing an array of State
names and participant programs (Doing Business As indicators) or null if no State participants
are found. Otherwise, a SOAP error message will be returned to the requesting system.

type tns:GetStateParticipantsList

extensibility — <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
GetStateParticipantsList

operations ] ) ) ) . )
extensi  <soap:operation soapAction="http://www.irs.gov/a2a/mef/GetStateParticipantsList”/>
bility
input  <soap:body parts="GetStateParticipantsList" use="literal"/><soap:header
message="tns:GetStateParticipantsListRequestMessage" part="MeFHeader" use="literal"/>
output <soap:body parts="GetStateParticipantsListResponse" use="literal"/><soap:header
message="tns:GetStateParticipantsListResponseMessage" part="MeFHeader" use="literal"/>
used by Service GetStateParticipantsList in Port GetStateParticipantsList

source  <wsdl:binding name="GetStateParticipantsList" type="tns:GetStateParticipantsList">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="GetStateParticipantsList">
<soap:operation soapAction="http://www.irs.gov/a2a/mef/GetStateParticipantsList"/>
<wsdl:input>
<soap:body parts="GetStateParticipantsList" use="literal"/>
<soap:header message="tns:GetStateParticipantsListRequestMessage" part="MeFHeader" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="GetStateParticipantsListResponse" use="literal"/>
<soap:header message="tns:GetStateParticipantsListResponseMessage" part="MeFHeader" use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

1.7.1.7.1 element GetStateParticipantsListRequest

diagram r— e — —
mef.GetstateParticipantsListRequestType |

GetStateParticipantsListRequest E]T(*j |

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:GetStateParticipantsListRequestType

properties content  complex

source  <xs:element name="GetStateParticipantsListRequest" type="mef:GetStateParticipantsListRequestType"/>
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1.7.1.7.2 element GetStateParticipantsListResponse

diagram - —

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type  mef:GetStateParticipantsListResponseType

properties content  complex

children  count StateParticipant

source  <xs:element name="GetStateParticipantsListResponse" type="mef:GetStateParticipantsListResponseType"/>

GetStateParticipantsListResponseType/StateParticipant
diagram r_________|

mef:5tateParticipant Type

type mef:StateParticipantType

isRef 0
content  complex

properties

children  state participantPrograms
state name and Doing Business As indicator

source  <xs:element name="StateParticipant" type="mef:StateParticipantType" minOccurs="0"
maxOccurs="unbounded"/>

1.7.1.7.3 element MeFException

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode

source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>
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1.7.2 Third Party Transmitter Web Services

The web services pertinent to the Third Party transmitters are described in the following sections.
The web service descriptions and SOAP message contents for the MIME (J2EE) and the DIME
(.NET) clients are identical except for the attachment transport mechanism. Therefore, a single
set of service and message descriptions is applicable to both MIME and DIME clients.

services bindings porttypes messages

GetAck GetAck GetAck GetAckRequest

GetAcks GetAcks GetAcks GetAckResponse
GetAcksByMsqgID GetAcksByMsqgID GetAcksByMsgID GetAcksByMsglDRequest
GetNewAcks GetNewAcks GetNewAcks GetAcksByMsglDResponse
GetNewSubmissionsStatus GetNewSubmissionsStatus GetNewSubmissionsStatus  GetAcksRequest
GetSubmissionsStatus GetSubmissionsStatus GetSubmissionsStatus GetAcksResponse
GetSubmissionStatus GetSubmissionStatus GetSubmissionStatus GetNewAcksRegquest
SendSubmissions SendSubmissions SendSubmissions GetNewAcksResponse

1.7.21  Get Ack

GetNewSubmissionsStatusRequest
GetNewSubmissionsStatusResponse

GetSubmissionsStatusReguest

GetSubmissionsStatusResponse
GetSubmissionStatusRequest
GetSubmissionStatusResponse

SendSubmissionsReguest

SendSubmissionsResponse
MeFException

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve acknowledgement for a specified submission ID. The requesting system will provide a
GetAckRequest message in the SOAP body containing the submission ID. If successful, the
service returns an empty GetAckResponse message tag in the SOAP body and a single zip file
attachment containing the acknowledgement. If the submission ID is not found or any other error

occurs, a SOAP fault message will be returned to the requesting system.

1.7.2.1.1 element GetAckRequest

diagram

GetAckRequesiType

GetAckRequest —--—:EI—FSubmissiDnld | |
namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetAckRequestType

properties content  complex

children  Submissionld

source  <xsd:element name="GetAckRequest" type="GetAckRequestType"/>
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1.7.2.1.2 element GetAckResponse

diagram _—— — —
GetAckResponseType |

GetAckResponse —m—j |
[ _

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetAckResponseType

properties content  complex

source  <xsd:element name="GetAckResponse" type="GetAckResponseType"/>

1.7.2.2 Get Acks

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve acknowledgements for a specified list of submission IDs. The requesting system will
provide a GetAcksRequest message in the SOAP body containing the count and a list of
submission IDs. If successful, the service returns a GetAcksResponse message in the SOAP
body containing a list of submission errors for any submission IDs from the submission ID list
that were not found, and a single zip file attachment containing the acknowledgements.
Otherwise, a SOAP error message will be returned to the requesting system.

1.7.2.2.1 element GetAcksRequest

diagram e
rﬁetA-:I';ﬂRequeﬂtType —|

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetAcksRequestType

properties content  complex

children  SubmissionldList

source  <xsd:element name="GetAcksRequest" type="GetAcksRequestType"/>
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1.7.2.2.2 element GetAcksResponse

diagram —_— — — —

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type GetAcksResponseType

properties content  complex

children  ErrorList

source  <xsd:element name="GetAcksResponse" type="GetAcksResponseType"/>

GetAcksResponseType/ErrorList

diagram

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  ListOfSubmissionErrorType

iskRef 0
content  complex

properties

children  Count SubmissionError

source  <xsd:element name="ErrorList" type="ListOfSubmissionErrorType"/>

GetAcksResponseType/ErrorList/SubmissionError

diagram = —
Submissionld

| MeFErrorType

| “ErrorMessage

(SuhmissiunErrurType E]_(__._ =

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

children  Submissionld Error
element ListOfSubmissionErrorType/SubmissionError

used by

source  <xsd:complexType name="SubmissionErrorType">
<xsd:sequence>
<xsd:element name="Submissionld" type="SubmissionldType"/>
<xsd:element name="Error" type="MeFErrorType"/>
</xsd:sequence>
</xsd:complexType>
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1.7.2.3 Get New Acks (MeF Release 3.2)

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve new acknowledgements for a particular ETIN. The requesting system will provide a
GetNewAcksRequest message in the SOAP body containing the maximum number of results
that should be returned (up to 100) and the MeFHeader message in the SOAP header containing
the ETIN. If successful, the service returns a GetNewAcksResponse message in the SOAP body
containing a Boolean flag indicating if more acknowledgements are available, and a single zip
file attachment containing the acknowledgements. Otherwise, a SOAP error message will be

returned to the requesting system.

1.7.23.1

diagram

namespace
type
properties
children

source

1.7.2.3.2

diagram

namespace
type
properties
children

source

element GetNewAcksRequest (MeF Release 3.2)

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

GetNewAcksRequestType

content  complex

MaxResults

<xsd:element name="GetNewAcksRequest" type="GetNewAcksRequestType"/>

element GetNewAcksResponse

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

GetNewAcksResponseType

content  complex

MoreAvailable

<xsd:element name="GetNewAcksResponse" type="GetNewAcksResponseType"/>

GetNewAcksResponseType/MoreAvailable

diagram = -
MoreAvailable
namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd
type  xsd:boolean
properties isRef 0_
content  simple

source  <xsd:element name="MoreAvailable" type="xsd:boolean"/>
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1.7.2.4  Get New Acks (MeF Release 4.0)

Beginning with MeF Release 4.0, Third-Party Transmitters will have authorization to
programmatically request a Web Service to retrieve new acknowledgements for a specified
category and/or agency. The requesting system will provide a GetNewAcksRequest message in
the SOAP body containing the maximum number of results that should be returned (up to 100)
and optionally the category and/or agency and the MeFHeader message in the SOAP header
containing the ETIN. The requesting system can supply just the MaxResults, the MaxResults and
Category, the MaxResults and Agency, or the MaxResults and Category and Agency. If
successful, the service returns a GetNewAcksResponse message in the SOAP body containing a
Boolean flag indicating if more acknowledgements are available and a single zip file attachment
containing the acknowledgements. Otherwise, a SOAP fault error message will be returned to the
requesting system. The valid submission categories are:

e CORP (Corporations)
e EO (Tax Exempt Organizations)
e PART (Partnerships)

e all (CORP and/or PART or EO only)
Note: By law, an ETIN is not allowed access to Corporate, Partnership and Tax Exempt
Organization data, only Corporate and/or Partnership data, or Tax Exempt Organization
data. Therefore, any particular ETIN requesting “all” will retrieve acknowledgements for
CORP, PART, CORP and PART or EO only depending on the access allowed for that
ETIN in the IRS database.

The valid agency types are Federal, State, or both.

1.7.2.4.1 element GetNewAcksRequest (MeF Release 4.0)

diagram

(Geﬂlew.&cksﬂequesﬂm:re EI—(—-H— = X

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

children  MaxResults Category Agency

used by element  GetNewAcksRequest

source  <xsd:complexType name="GetNewAcksRequestType">
<xsd:sequence>
<xsd:element name="MaxResults" type="xsd:positivelnteger"/>
<xsd:element name="Category" type="CategoryType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
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GetNewAcksRequestType/MaxResults

diagram

namespace

type

properties

source

MaxResults

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

xsd:positivelnteger

isRef 0
content  simple

<xsd:element name="MaxResults" type="xsd:positivelnteger"/>

GetNewAcksRequestType/Category (MeF Release 4.0)

diagram

namespace

type

properties

facets

source

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

CategoryType
isRef 0
content  simple

enumeration CORP
enumeration EO
enumeration PART
enumeration  all

<xsd:element name="Category" type="CategoryType" minOccurs="0"/>

GetNewAcksRequestType/Agency (MeF Release 4.0)

diagram

namespace

type

properties

facets

source

1.7.2.4.2

diagram

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

AgencyType
isRef 0
content  simple
enumeration  Federal
enumeration  State
enumeration  both

element GetNewAcksResponse

namespace
type
properties
children

source

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

GetNewAcksResponseType

content  complex

MoreAvailable

<xsd:element name="GetNewAcksResponse" type="GetNewAcksResponseType"/>
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GetNewAcksResponseType/MoreAvailable

diagram = -
MoreAvailable
namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd
type  xsd:boolean
properties isRef 0_
content  simple

ssource  <xsd:element name="MoreAvailable" type="xsd:boolean"/>

1.7.2.5

Third-Party Transmitters will have authorization to programmatically request a Web Service to
retrieve acknowledgements previously retrieved by a Get New Acks request. The requesting
system will provide a GetAcksByMsgIDRequest message in the SOAP body containing the
MessagelD used in the previous Get New Acks request. If successful, the service returns a
GetAcksByMsgIDResponse message in the SOAP body containing a Boolean flag indicating if
more acknowledgements are available and a single zip file attachment containing the
acknowledgements. Otherwise, a SOAP error message will be returned to the requesting system.

Get Acks by Message ID

1.7.25.1

diagram

namespace
type
properties
children

source

1.7.2.5.2

diagram

namespace
type
properties
children

source

element GetAcksByMsgIDRequest

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

GetAcksByMsgIDRequestType

content  complex

MessagelD
<xsd:element name="GetAcksByMsgIDRequest" type="GetAcksByMsgIDRequestType"/>

element GetAcksByMsgIDResponse

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

GetAcksByMsgIDResponseType

content  complex

MoreAvailable

<xsd:element name="GetAcksByMsgIDResponse" type="GetAcksByMsgIDResponseType"/>
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GetAcksByMsgIDResponseType/MoreAvailable

diagram = -
MoreAvailable

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  xsd:boolean

isRef 0

roperties .
prop content  simple

source  <xsd:element name="MoreAvailable" type="xsd:boolean"/>

1.7.2.6 et New Submissions Status

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve new submissions statuses for a particular ETIN. The requesting system will provide a
GetNewSubmissionsStatusRequest message in the SOAP body containing the maximum number
of results that should be returned (up to 100) and the MeFHeader message in the SOAP header
containing the ETIN. If successful, the service returns a GetNewSubmissionsStatusResponse
message in the SOAP body containing a Boolean flag indicating if more submissions statuses are
available, and a single zip file attachment containing the submission statuses. Otherwise, a SOAP
error message will be returned to the requesting system.

1.7.2.6.1 element GetNewSubmissionsStatusRequest

diagram - - - — — — —/ —
E_i

GetlewSubmissions StatusReq... —--—jEI—IEr‘.ﬂaxF‘.esults

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetNewSubmissionsStatusRequestType

properties content  complex

children  MaxResults

source  <xsd:element name="GetNewSubmissionsStatusRequest" type="GetNewSubmissionsStatusRequestType"/>

1.7.2.6.2 element GetNewSubmissionsStatusResponse

diagram ]
GetNewSubmissions StatusResponseType |

GetlewSubmissions StatusRes... [%]T(—-H—:EI—FF.ﬂDreAvailable |

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetNewSubmissionsStatusResponseType

properties content  complex

children  MoreAvailable

source  <xsd:element name="GetNewSubmissionsStatusResponse" type="GetNewSubmissionsStatusResponseType"/>
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GetNewSubmissionsStatusResponseType/MoreAvailable

diagram

namespace
type
properties

source

~MoreAvailable

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

xsd:boolean

isRef 0
content  simple

<xsd:element name="MoreAvailable" type="xsd:boolean"/>

1.7.2.7 Get Submissions Status

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve submissions statuses for a specific set of returns. The requesting system will provide a
GetSubmissionsStatusRequest message in the SOAP body containing the count and a list of
submission IDs. If successful, the service returns a GetSubmissionsStatusResponse message in
the SOAP body containing a list of submission errors for any submission IDs from the
submission ID list that were not found and a single zip file attachment containing the submission
statuses. Otherwise, a SOAP error message will be returned to the requesting system.

1.7.2.7.1 element GetSubmissionsStatusRequest

diagram

GetSubmissionsStatusRequestType

r

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetSubmissionsStatusRequestType

properties

content  complex

children  SubmissionldList

source  <xsd:element name="GetSubmissionsStatusRequest" type="GetSubmissionsStatusRequestType"/>
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1.7.2.7.2 element GetSubmissionsStatusResponse

diagram

GetSubmissionsStatusResponseType |

GetSubmissionsStatusResponse E}I{*:EH ErrorList |

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetSubmissionsStatusResponseType

properties

children  ErrorList

content  complex

source  <xsd:element name="GetSubmissionsStatusResponse" type="GetSubmissionsStatusResponseType"/>

GetSubmissionsStatusResponseType/ErrorList

diagram

namespace
type
properties
children

source

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

ListOfSubmissionErrorType

isRef 0
content  complex

Count SubmissionError

<xsd:element name="ErrorList" type="ListOfSubmissionErrorType"/>

ListOfSubmissionErrorType/SubmissionError

diagram

namespace
type
properties
children

source

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

SubmissionErrorType

iskRef 0
content  complex

Submissionld Error

<xsd:element name="SubmissionError" type="SubmissionErrorType" maxOccurs="unbounded"/>
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1.7.2.8 Get Submission Status

Third Party Transmitters will have authorization to programmatically request a Web Service to
retrieve a submission status for a specific return. The requesting system will provide a
GetSubmissionStatusRequest message in the SOAP body containing a submission ID. If
successful, the service returns an empty GetSubmissionStatusResponse tag in the SOAP body
and a single zip file attachment containing the submission status. Otherwise, a SOAP error
message will be returned to the requesting system.

1.7.2.8.1 element GetSubmissionStatusRequest

diagram — —— — /]
GetSubmissionStatusRequestType |

GetSubmissionStatusRequest EH{_"":E'_F Submissionld | |

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetSubmissionStatusRequestType

properties content  complex

children  Submissionld

source  <xsd:element name="GetSubmissionStatusRequest" type="GetSubmissionStatusRequestType"/>

1.7.2.8.2 element GetSubmissionStatusResponse

diagram —————————|
GetSubmissionStatusResponseType

GetSubmissionstatusResponse E]I_(*j |

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type  GetSubmissionStatusResponseType

properties content  complex

source  <xsd:element name="GetSubmissionStatusResponse" type="GetSubmissionStatusResponseType"/>

1.7.2.9 Send Submissions

Third Party Transmitters will have authorization to programmatically request a Web Service to
send submissions for a specific set of returns. The requesting system will provide a
SendSubmissionsRequest message in the SOAP body containing the count and a list of
submission IDs and a single zip file attachment containing the submissions. If successful, the
service returns an empty SendSubmissionsResponse tag in the SOAP body, and a single zip file
attachment containing a list of submission receipts. Otherwise, a SOAP error message will be
returned to the requesting system.
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1.7.29.1 element SendSubmissionsRequest

diagram -—————————|
| Send3ubmissionsRequestType

SendSubmissionsRequest E}l{*:EH SubmissionDatalist |

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type SendSubmissionsRequestType

properties content  complex

children  SubmissionDatal.ist

source  <xsd:element name="SendSubmissionsRequest" type="SendSubmissionsRequestType"/>

SendSubmissionsRequestType/SubmissionDatalist
diagram

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type SubmissionDatalistType

isRef 0
content  complex

properties

children  Count SubmissionData

source  <xsd:element name="SubmissionDataList" type="SubmissionDataListType"/>

SubmissionDataListType/SubmissionData

diagram e e e
SubmissionDataType

= Submissionld
SubmissionData E]—'—[—"-— =

|
|
ElectronicPostmark | I

namespace  http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

type SubmissionDataType

isRef 0
content  complex

properties

children  Submissionld ElectronicPostmark

source  <xsd:element name="SubmissionData" type="SubmissionDataType" maxOccurs="unbounded"/>
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1.7.2.9.2

Diagram

Namespace
Type
Properties

Source

element SendSubmissionsResponse

—
| SendSubmissionsResponseType |

SendiubmissionsResponse E]T(*j |

http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

SendSubmissionsResponseType

content  complex

<xsd:element name="SendSubmissionsResponse" type="SendSubmissionsResponseType"/>
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1.7.3

The web services pertinent to the states are described in the following sections. The web service
descriptions and SOAP message contents for the MIME (J2EE) and the DIME (.NET) clients are
identical except for the attachment transport mechanism. Therefore, a single set of service and

State Web Services

message descriptions is applicable to both MIME and DIME clients.

services
GetAckNotification
GetAckNotifications
GetNewAckNotifications

bindings
GetAckNotification

GetAckNotifications

GetNewAckNotifications

porttypes
GetAckNotification

GetAckNotifications

GetNewAckNotifications

messages
GetAckNotificationRequest
GetAckNotificationResponse
GetAckNotificationsRequest

GetNewSubmissions
GetSubmission
GetSubmissions
GetSubmissionsByMsgID

GetNewSubmissions

GetSubmission
GetSubmissions

GetSubmissionsByMsgID

GetNewSubmissions

GetSubmission
GetSubmissions

GetSubmissionsByMsgID

GetAckNotificationsResponse
GetNewAckNotificationsRequest
GetNewAckNotificationsResponse
GetNewSubmissionsReguest

SendAcks
SendSubmissionReceipts

SendAcks

SendSubmissionReceipts

SendAcks

SendSubmissionReceipts

GetNewSubmissionsResponse
GetSubmissionRequest

GetSubmissionResponse

GetSubmissionsByMsgIDRequest
GetSubmissionsByMsgIDResponse

GetSubmissionsRequest

GetSubmissionsResponse

SendAcksRequest
SendAcksResponse

SendSubmissionReceiptsRequest

SendSubmissionReceiptsResponse

MeFException

1.7.3.1 Get Ack Notification

States will have authorization to programmatically request a Web Service to retrieve information
as to whether Third-Party transmitters have retrieved the acknowledgements submitted by the
states for a specified state return. The requesting system will provide a
GetAckNotificationRequestArgs message in the SOAP body containing the submission ID. If
successful, the service returns an empty GetAckNotificationResponse message tag in the SOAP
body and a single zip file attachment containing the acknowledgement retrieval notification.
Otherwise, a SOAP error message will be returned to the requesting system.

1.7.3.1.1 element GetAckNotificationRequestArgs
diagram S
GetAckHotificationRequestType
GetAckHotificationRequestArgs E}I{—-H—:EI—FSuhmissionltl | |
namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type  GetAckNotificationRequestType

content  complex

properties
children  Submissionld

source  <xsd:element name="GetAckNotificationRequestArgs" type="msx:GetAckNotificationRequestType"/>
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1.7.3.1.2 element GetAckNotificationResponse

diagram r- - — — - —  —_ /1
GetAckHotificationResponseType |

GetAckHotificationResponse EIT(—--—) |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetAckNotificationResponseType

properties content  complex

source  <xsd:element name="GetAckNotificationResponse" type="msx:GetAckNotificationResponseType"/>

1.7.3.2 Get Ack Notifications

States will have authorization to programmatically request a Web Service to retrieve information
as to whether Third-Party transmitters have retrieved the acknowledgements submitted by the
states for a specified set of state returns. The requesting system will provide a
GetAckNotificationsRequestArgs message in the SOAP body containing the count and a list of
submission IDs. If successful, the service returns a GetAckNotificationsResponse message in the
SOAP body containing a list of submission errors for any submission IDs from the submission
ID list that were not found and a single zip file attachment containing the acknowledgement
retrieval notification. Otherwise, a SOAP error message will be returned to the requesting
system.

1.7.3.2.1 element GetAckNotificationsRequestArgs

diagram e e e e e e e e e e e BB
l_ﬁet.du:klIotific:rtion*:.RequeﬂtType _|

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetAckNotificationsRequestType

properties content  complex

children  SubmissionldList

source  <xsd:element name="GetAckNotificationsRequestArgs" type="msx:GetAckNotificationsRequestType"/>
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1.7.3.2.2 element GetAckNotificationsResponse

diagram

GetAckHotificationsResponseType

GetAckHotificationsResponse [%]-l—(—--—:EI—| ErrorList |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetAckNotificationsResponseType

properties

children  ErrorList

content  complex

source  <xsd:element name="GetAckNotificationsResponse" type="msx:GetAckNotificationsResponseType"/>

GetAckNotificationsResponseType/ErrorList

diagram

namespace
type
properties
children

source

http://lwww.irs.gov/a2a/mef/MeFStateService.xsd

ListOfSubmissionErrorType

iskRef 0
content  complex

Count SubmissionError

<xsd:element name="ErrorList" type="msx:ListOfSubmissionErrorType"/>

ListOfSubmissionErrorType/SubmissionError

diagram

namespace
type
properties
children

source

SubmissionError Ell—(—“-— =

http://lwww.irs.gov/a2a/mef/MeFStateService.xsd

SubmissionErrorType

isRef 0
content  complex

Submissionld Error

<xsd:element name="SubmissionError" type="SubmissionErrorType" minOccurs="0" maxOccurs="unbounded"/>
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SubmissionErrorType/Error

diagram — —— — — — — — =/ —/ 1

!
!

| T il
I A
.

| - TErrorCode |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  MeEErrorType

isRef 0

properties
content  complex

children  ErrorMessage ErrorClassification ErrorCode

source  <xsd:element name="Error" type="MeFErrorType"/>

1.7.3.3 Get New Ack Notifications

States will have authorization to programmatically request a Web Service to retrieve information
as to whether Third-Party transmitters have retrieved the acknowledgements submitted by the
states for a particular ETIN. The requesting system will provide a
GetNewAckNotificationsRequestArgs message in the SOAP body containing the maximum
number of results that should be returned (up to 100) and the MeFHeader message in the SOAP
header ~ containing  the ETIN. If  successful, the  service returns a
GetNewAckNotificationsResponse message in the SOAP body containing a Boolean flag
indicating if more acknowledgement retrieval notifications are available, and a single zip file
attachment containing the acknowledgement retrieval notifications. Otherwise, a SOAP error
message will be returned to the requesting system.

1.7.3.3.1 element GetNewAckNotificationsRequestArgs

diagram T T T o o o e e ]
GetHewAckHotificationsRequestType |

GetHewAckHNotificationsReques... [%]l—(—u-—jEI—FManHesults | |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetNewAckNotificationsRequestType

properties content  complex

children  MaxResults

source  <xsd:element name="GetNewAckNotificationsRequestArgs" type="msx:GetNewAckNotificationsRequestType"/>
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1.7.3.3.2 element GetNewAckNotificationsResponse

diagram - - - — —
GetHewAckHotificationsResponseType

GetHewAckHotificationsRespon... [%]—l—(—--—:EI—FMoreAvailahle |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetNewAckNotificationsResponseType

properties content  complex

children  MoreAvailable

source  <xsd:element name="GetNewAckNotificationsResponse" type="msx:GetNewAckNotificationsResponseType"/>

1.7.3.4  Get New Submissions (MeF Release 3.2)

States will have authorization to programmatically request a Web Service to retrieve specified
number of submissions for a particular ETIN. The requesting system will provide a
GetNewSubmissionsRequestArgs message in the SOAP body containing the maximum number
of results that should be returned (up to 100) and the MeFHeader message in the SOAP header
containing the ETIN. If successful, the service returns a GetNewSubmissionsResponse message
in the SOAP body and a single zip file attachment containing the submissions. Otherwise, a
SOAP error message will be returned to the requesting system. The
GetNewSubmissionsResponse message contains a Boolean flag indicating if more submissions
are available and a list of submission IDs, ETINSs, timestamps indicating when the submission
was received, the federal EIN statuses, timestamps indicating when the transmitter received the
originated returns before sending them on to the IRS, and the submission IDs used to submit the
returns.

1.7.3.4.1 element GetNewSubmissionsRequestArgs (MeF Release 3.2)

diagram -—————————|
GetHewSubmissionsRequestType

GetHewSubmissionsRequestAr... [}]—l—[—n-—JEI—FMaxHesults | |

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type  GetNewSubmissionsRequestType

properties content  complex

children  MaxResults

source  <xsd:element name="GetNewSubmissionsRequestArgs" type="msx:GetNewSubmissionsRequestType"/>
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1.7.3.4.2 element GetNewSubmissionsResponse

diagram

|

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetNewSubmissionsResponseType

properties content  complex
children  MoreAvailable IRSDatal ist

source  <xsd:element name="GetNewSubmissionsResponse" type="msx:GetNewSubmissionsResponseType"/>

GetNewSubmissionsResponseType/IRSDatal ist

diagram

namespace

type
properties

children

source

|' ________ -1

IRSDataList [

http://www.irs.gov/a2a/mef/MeF StateService.xsd
IRSDataForStateSubmissionListType
isRef 0
content  complex

Count IRSData
<xsd:element name="IRSDataList" type="msx:IRSDataForStateSubmissionListType" minOccurs="0"/>

IRSDataForStateSubmissionListType/IRSData

diagram

namespace
type
properties

children

source

FederalElllStatus

| - -E=Sol|r{:elRSSuhmissionl{l !

http://www.irs.gov/a2a/mef/MeF StateService.xsd
IRSDataForStateSubmissionType
isRef 0
content  complex
Submissionld ETIN ReceivedTimestamp FederalEINStatus ElectronicPostmark SourcelRSSubmissionld
<xsd:element name="IRSData" type="msx:IRSDataForStateSubmissionType" maxOccurs="unbounded"/>
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1.7.3.5 Get New Submissions (MeF Release 4.0)

Beginning with MeF Release 4.0, the State applications will have authorization to
programmatically request a Web Service to retrieve new submissions for a specified category of
state submissions. The requesting system will provide a GetNewSubmissionsRequestArgs
message in the SOAP body containing the maximum number of submissions to be returned (up
to 100) and optionally the submission category and a MeFHeader message in the SOAP header
containing the ETIN. The requesting system can supply just the MaxResults, or the MaxResults
and Category. If successful, the service returns a GetNewSubmissionsResponse message in the
SOAP body and a single zip file attachment containing the submissions. Otherwise, a SOAP
fault error message will be returned to the requesting system. The GetNewSubmissionsResponse
message contains a Boolean flag indicating if more submissions are available and a list of
submission 1Ds, ETINSs, the Federal EIN statuses, timestamps indicating when the transmitter
received the originated returns before sending them on to the IRS, and the submission IDs used
to submit the returns. The valid submission categories are:

e CORP (Corporations)

e EO (Tax Exempt Organizations)

e PART (Partnerships)

e All (CORP and/or PART or EO only)

Note: By law, an ETIN is not allowed access to Corporate, Partnership and Tax Exempt
Organization data, only Corporate and/or Partnership data, or Tax Exempt Organization
data. Therefore, any particular ETIN requesting “all” will retrieve submissions for
CORP, PART, CORP and PART or EO only depending on the access allowed for that
ETIN in the IRS database.

1.7.3.5.1 element GetNewSubmissionsRequestArgs (MeF Release 4.0)

diagram —_—— Y — — — — —

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type  GetNewSubmissionsRequestType

properties content  complex

children  MaxResults Category

source  <xsd:element name="GetNewSubmissionsRequestArgs" type="msx:GetNewSubmissionsRequestType"/>

1-60



GetNewSubmissionsRequestType/MaxResults

diagram =

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type xsd:positivelnteger

isRef 0

roperties }
prop content  simple

source  <xsd:element name="MaxResults" type="xsd:positivelnteger"/>

GetNewSubmissionsRequestType/Category
e
Category

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type CategoryType

isRef 0
content  simple
enumeration CORP
enumeration EO
enumeration PART
enumeration  all

properties
facets
source  <xsd:element name="Category" type="CategoryType" minOccurs="0"/>

1.7.3.5.2 element GetNewSubmissionsResponse

diagram T T o o e e e S e

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetNewSubmissionsResponseType

properties content  complex

children  MoreAvailable IRSDataL.ist

source  <xsd:element name="GetNewSubmissionsResponse" type="msx:GetNewSubmissionsResponseType"/>
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GetNewSubmissionsResponseType/IRSDatal ist

diagram

namespace
type
properties
children

source

|
|
| L{ iRSData [ |
|

http://lwww.irs.gov/a2a/mef/MeFStateService.xsd

IRSDataForStateSubmissionListType

iskRef 0
content  complex

Count IRSData

<xsd:element name="IRSDataList" type="msx:IRSDataForStateSubmissionListType"/>

IRSDataForStateSubmissionListType/IRSData

diagram

namespace
type
properties
children

source

IRSDataForStateSubmissionType

= Submissionld

ETIH

—FﬂeceivetlTimemamp |

IRSData [{]—(—--—:El—

- FFederalElistatus |

- - ElectronicPostmark

|
|
|
e ]

http://lwww.irs.gov/a2a/mef/MeFStateService.xsd

IRSDataForStateSubmissionType

iskRef 0
content  complex

Submissionld ETIN ReceivedTimestamp FederalEINStatus ElectronicPostmark SourcelRSSubmissionld

<xsd:element name="IRSData" type="msx:IRSDataForStateSubmissionType"
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1.7.3.6  Get Submissions by Message ID

The State applications will have authorization to programmatically request a Web Service to
retrieve submissions previously retrieved by a Get New Submissions request. The requesting
system will provide a GetSubmissionsByMsgIDRequest message in the SOAP body containing
the Message ID used in the previous Get New Submissions request. If successful, the service
returns a GetSubmissionsByMsgIDResponse message in the SOAP body and a single zip file
attachment containing the submissions. Otherwise, a SOAP error message will be returned to the
requesting system.

The GetSubmissionsByMsgIDResponse message contains a Boolean flag indicating if more
submissions are available and a list of submission IDs, ETINs, the Federal EIN statuses,
timestamps indicating when the transmitter received the originated returns before sending them
on to the IRS, and the submission IDs used to submit the returns.

1.7.3.6.1 element GetSubmissionsByMsgIDRequestArgs

diagram -——————————l
GetSubmissionsByMsglDRequestType

| GetSubmissionsByMsglDReque... I}}I—[—H-—E—FMessagel[l |

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type  GetSubmissionsByMsglDRequestType

properties content  complex

children  MessagelD

source  <xsd:element name="GetSubmissionsByMsgIDRequestArgs" type="msx:GetSubmissionsByMsgIDRequestType"/>

1.7.3.6.2 element GetSubmissionsByMsgIDResponse

diagram

GetSubmissionsByMsglDRespo... [%]—l—(—-"— =

MoreAvailable

IRSDataList
namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetSubmissionsByMsglDResponseType

properties content  complex

children  MoreAvailable IRSDataL ist

source  <xsd:element name="GetSubmissionsByMsgIDResponse" type="msx:GetSubmissionsByMsgIDResponseType"/>
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GetSubmissionsByMsgIDResponseType/IRSDataL.ist

diagram |- ———————— —

|
|
| .- IRSData |
|

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type IRSDataForStateSubmissionListType

iskRef 0
content  complex

properties

children  Count IRSData

source  <xsd:element name="IRSDataList" type="msx:IRSDataForStateSubmissionListType"/>

IRSDataForStateSubmissionListType/IRSData
diagram __________l

IRSDataForStateSubmissionType

= Submissionld

ETIH

—FﬂeceivetlTimemamp |

IRSData [{]—(—--—:El—

- FFederalElistatus |

I IL 5 -EEEIectroni{:Postmark
| g

- il

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type IRSDataForStateSubmissionType

iskRef 0
content  complex

children  Submissionld ETIN ReceivedTimestamp FederalEINStatus ElectronicPostmark SourcelRSSubmissionld

properties

source  <xsd:element name="IRSData" type="msx:|IRSDataForStateSubmissionType"

1.7.3.7 Get Submission

States will have authorization to programmatically request a Web Service to retrieve a
submission for a specified submission ID. The requesting system will provide a
GetSubmissionRequestArgs message in the SOAP body containing the submission ID. If
successful, the service returns a GetSubmissionResponse message in the SOAP body and a
single zip file attachment containing the submission. Otherwise, a SOAP error message will be
returned to the requesting system.

The GetSubmissionResponse message contains the submission 1D, ETIN, timestamp indicating
when the submission was received, the federal EIN status, timestamp indicating when the
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transmitter received the originated return before sending it on to the IRS, and the submission ID
used to submit the returns.

1.7.3.7.1 element GetSubmissionRequestArgs

diagram e e e
GetSubmissionRequestType |

GetSubmissionRequestArgs [%:I'—(—-H—:EI—FSuImlissionltl | |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type  GetSubmissionRequestType

properties content  complex

children  Submissionld

source  <xsd:element name="GetSubmissionRequestArgs" type="msx:GetSubmissionRequestType"/>

1.7.3.7.2 element GetSubmissionResponse

diagram - - - - - —  — T

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type GetSubmissionResponseType

properties content  complex

children  IRSData

source  <xsd:element name="GetSubmissionResponse" type="msx:GetSubmissionResponseType"/>

GetSubmissionResponseType/IRSData
diagram __________l

IRSDataForState SubmissionType

= Submissionld

ETIH

—FR&ceivetlTimestamp |

IRSData EI—[—"-—:EI—

- FFederalElistatus |

Lo g SourcelRSSubmissionld

- i

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type IRSDataForStateSubmissionType
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isRef 0
content  complex

children  Submissionld ETIN ReceivedTimestamp FederalEINStatus ElectronicPostmark SourcelRSSubmissionld

properties

source  <xsd:element name="IRSData" type="msx:IRSDataForStateSubmissionType" maxOccurs="unbounded"/>

1.7.3.8 Get Submissions

States will have authorization to programmatically request a Web Service to retrieve submissions
for a specified list of submission IDs. The requesting system will provide a
GetSubmissionsRequestArgs message in the SOAP body containing the count and a list of
submission IDs. If successful, the service returns a GetSubmissionsResponse message in the
SOAP body and a single zip file attachment containing the submissions. Otherwise, a SOAP
error message will be returned to the requesting system.

The GetSubmissionsResponse message contains a list of submission IDs, ETINSs, timestamps
indicating when the submission was received, the federal EIN statuses, timestamps indicating
when the transmitter received the originated returns before sending them on to the IRS, and the
submission IDs used to submit the returns and a list of submission errors for any submission 1Ds
from the submission ID list that were not found.

1.7.3.8.1 element GetSubmissionsRequestArgs

diagram E—————————
l_ﬁetﬁuhmiﬂ*:.ionﬂkequeﬂtT_'.,'pe

=Suhmissionl

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type GetSubmissionsRequestType

properties content  complex

children  SubmissionldList

source  <xsd:element name="GetSubmissionsRequestArgs" type="msx:GetSubmissionsRequestType"/>

1.7.3.8.2 element GetSubmissionsResponse

diagram

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd
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type  GetSubmissionsResponseType

properties content  complex

children |IRSDatalList ErrorList

source  <xsd:element name="GetSubmissionsResponse" type="msx:GetSubmissionsResponseType"/>

GetSubmissionsResponseType/IRSDatal ist

diagram - - - - - — — — —

| L_1 IRSData

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type |RSDataForStateSubmissionListType

isRef 0
content  complex

properties

children  Count IRSData

source  <xsd:element name="IRSDataList" type="msx:IRSDataForStateSubmissionListType"/>

IRSDataForStateSubmissionListType/IRSData
diagram __________l

IRSDataForStateSubmissionType

= Submissionld

ETIH

—FﬂeceivetlTimemamp |

IRSData [{]—(—--—:El—

- FFederalElistatus |

- - ElectronicPostmark

|
|
|
e ]

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type IRSDataForStateSubmissionType

isRef 0
content  complex

children  Submissionld ETIN ReceivedTimestamp FederalEINStatus ElectronicPostmark SourcelRSSubmissionld

properties

source  <xsd:element name="IRSData" type="msx:IRSDataForStateSubmissionType" minOccurs="0"
maxOccurs="unbounded"/>

1.7.3.9 Send Acks Request

States will have authorization to programmatically request a Web Service to acknowledge the
processing of state returns. The requesting system will provide an empty SendAcksRequestArgs
tag in the SOAP body and a single zip file attachment containing the acknowledgements. If
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successful, the service returns a SendAcksResponse message in the SOAP body indicating the
number of acknowledgements received. If one of the acknowledgements is a duplicate all of
them will be rejected and a SOAP fault will be returned to the requesting system identifying only
the first duplicate encountered. Also, if any other error occurs, a SOAP fault message will be
returned to the requesting system.

1.7.3.9.1 element SendAcksRequestArgs

diagram —_— e — —

| SendAcksRequestArgs [T‘]J—(—H-—j

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type SendAcksRequestType

properties content  complex

source  <xsd:element name="SendAcksRequestArgs" type="msx:SendAcksRequestType"/>

1.7.3.9.2 element SendAcksResponse

diagram r—— — —

namespace  http://www.irs.gov/a2a/mef/MeF StateService.xsd

type SendAcksResponseType

properties content  complex

children  Count

source  <xsd:element name="SendAcksResponse" type="msx:SendAcksResponseType"/>

1.7.3.10 Send Submission Receipts

States will have authorization to programmatically request a Web Service to indicate that the
specified state returns have been successfully received by the state’s application. The requesting
system will provide an empty SendSubmissionReceiptsRequestArgs tag in the SOAP body and a
single zip file attachment containing the receipts for the state returns. If successful, the service
returns a SendSubmissionReceiptsResponse message in the SOAP body indicating the number of
receipts received. If one of the receipts is a duplicate all of them will be rejected and a SOAP
fault will be returned the requesting system identifying only the first duplicate encountered.
Also, if any other error occurs, a SOAP fault message will be returned to the requesting system.
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1.7.3.10.1 element SendSubmissionReceiptsRequestArgs

diagram — 0 Y Y T T o
| SendSubmissionReceiptsRequestType

| SemISul:-missionﬂf:{:eip-tsHeque...[%}l—(—--—) |

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type SendSubmissionReceiptsRequestType

properties content  complex

source  <xsd:element name="SendSubmissionReceiptsRequestArgs" type="msx:SendSubmissionReceiptsRequestType"/>

1.7.3.10.2 element SendSubmissionReceiptsResponse
diagram FF_———————— — — —

| SendSubmissionReceiptsRespo.., ———— -EECount :

namespace  http://www.irs.gov/a2a/mef/MeFStateService.xsd

type SendSubmissionReceiptsResponseType

properties content  complex

children  Count

source  <xsd:element name="SendSubmissionReceiptsResponse" type="msx:SendSubmissionReceiptsResponseType"/>

1.7.4 Exceptions

When errors occur processing a service request a SOAP fault response is returned containing a
MeFException message within the SOAP fault detail tag.

1.7.4.1 element MeFException

diagram

namespace  http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

type mef:MeFExceptionType

properties content  complex

children  ErrorMessage ErrorClassification ErrorCode

source  <xs:element name="MeFException" type="mef:MeFExceptionType"/>
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1.8 Attachment Files

The A2A, EMS and IFA all use “attachment” files as the mechanism to exchange submission
and response information with the MeF. There are the following attachment types:

e IRS submission

e  State submission

e |IRS data for state submission

e Acknowledgements

e Receipts

e Acknowledgement notifications
e  Status records

e FErrors

1.8.1 Submission ID

A submission identifier (ID) uniquely identifies a submission. A submission ID is present in all
attachment files and many request and response messages. To ensure the global uniqueness of a
submission ID, the following format is adopted:

EFIN + ccyyddd + XXXXXXX
For example:
Submission ID: 00349720060731234567

The first six digits (003497) contain the EFIN, the next four digits (2006) contain the year, the
next three digits (073) contain the Julian date, and the last seven digits (1234567) contain a
sequence number to uniquely identify messages sent within a day with the given EFIN. The total
number of characters of the submission ID is twenty.
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1.8.2 IRS Submission

An IRS submission is sent from a transmitter to the IRS. The structure of an IRS submission is
shown in Figure 1-4 below

Zip Archive J

Zip Entry: /manifest/manifest.xml
Submission Manifest

|
|
| One Required
|
|

Zip Entry: /xml/submission.xml :
Submission XML Data :One Required
|

Zip Entry: /attachment/name.pdf
Binary Attachment

|
|
| Zero or more
|
|

Figure 1-4. IRS Submission Message Structure

e Submission Manifest—This is an XML document containing metadata about the
submission. The data elements are defined in Table 1-1. The XML schema is published
by the IRS elsewhere.

e Submission XML Data—This is XML data conforming to an IRS XML schema for
the indicated submission type. The XML schema depends on the submission type and is
published by the IRS elsewhere.

e Binary Attachment—A PDF file containing a taxpayer business document associated
with the submission. Information describing the binary file is included in the
submission XML data, according to IRS XML schema definitions.

Table 1-1. IRS Submission Manifest Elements

Element Definition
Submission 1D A globally unique identifier for the submission created by the originator.
EFIN IRS-provided identifier for the originator of the submission.
Government Code Identifies the government entity where the submission is to be filed — IRS,

state, or other jurisdiction codes.

Submission Type Identifies the type of document being filed, using IRS form numbers or state
form identifiers.

Tax Year The tax year the submission applies to.
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1.8.3 State Submission

A state submission is created by an originator and then sent from a transmitter to the IRS. The
structure of a state submission is shown in Figure 1-5.

Zip Archive J

Zip Entry: /manifest/manifest.xml
Submission Manifest

|
|
| One Required
|
|

Zip Entry: /xml/submission.xml :
Submission XML Data :One Required
|

Zip Entry: /attachment/name.pdf
Binary Attachment

|
|
| Zero or More
|
|

Zip Entry: irs/xml/submission.xml
IRS Submission Info

|
|
| Zero or More
|
|

Zip Entry: irs/attachment/name.pdf :
IRS Binary Attachment :Zero or More
|

Figure 1-5. State Submission Message Structure

e Submission Manifest—This is an XML document containing metadata about the
submission. The data elements are defined in Table 1-2. The State Submission
Response Structure is illustrated in Figure 1-6. The XML schema is published by the
IRS elsewhere

e Submission XML Data—This is XML data conforming to the state-provided XML
schema associated with the indicated submission type.

e Binary Attachment—A PDF file containing business content as allowed by rules
defined by the receiving state agency.

e IRS Submission Info—This is an XML document provided by the taxpayer containing
information derived from an IRS submission, conforming to rules specified by the
receiving state agency.

e IRS Binary Attachment—A PDF document associated with the IRS submission info.
A standalone state submission will not have this.
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Table 1-2. State Submission Manifest Elements

Element Definition

Submission 1D A globally unique identifier for the submission created by the originator.

EFIN IRS-provided identifier for the originator of the submission.

Government Code Identifies government entity where the submission is to be filed—IRS, state, or
other jurisdiction codes.

Submission Type Identifies the type of document being filed, using IRS form numbers or state
form identifiers.

Submission Category Identifies the submission category, for example EO or Corporate submission.

Tax Year The tax year the submission applies to.

Federal EIN Federal EIN of the filer.

Name Control Name control of the filer.

IRS Submission ID (Optional) The submission ID of an IRS submission that the processing of this

state submission depends on.

State Submission Response Structure

A state may receive more than one state submissions in response to a request for submissions.
State submissions are combined into one ZIP archive that is returned in the response. The data
structure for one or more state submission responses is shown in Figure 1-6.

Zip Archive J

Zip Entry: <SubmissionID>.zip
State Submission (zip archive)

|
|
| One or More
|
|

Figure 1-6. State Submission Response Message Structure

e State Submission—This is a ZIP archive containing one or more state submissions.
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1.8.4 IRS Data for State Submission (IRS Submission Info)

When a state submission is sent to the state agency, the IRS also provides additional data derived
from its own processing of the state submission. This IRS data is associated with one state
submission. The content of the IRS data is shown in the following table.

Table 1-3. IRS Data for State Submission Elements

Element Definition

Submission 1D The submission ID of the received submission.

ETIN The identifier of the transmitter that sent this submission to the
IRS.

Received Timestamp The date and time when the submission was received by the IRS.

FEIN Status (Codes TBD.) The results of FEIN and name control lookup.

Electronic Postmark (Optional) The time stamp indicating when the transmitter
received the originated return before sending it on to the IRS.

Source IRS Submission ID | (Optional) The submission ID of an IRS submission from which
the state copy was made (only for EO, currently).

1.8.5 Acknowledgements

State tax agencies send one state acknowledgement for each state submission processed by the
IRS. The IRS forwards the acknowledgements to the appropriate transmitter. If the state sends
more than one acknowledgement to the IRS in one request, the acknowledgements are combined
into one container XML document that is then put into to a ZIP archive. The data structure for
one or more acknowledgements is shown in Figure 1-7.

Zip Archive J

|
| -
: Acknowledgements XML Data : One Required
' |

Figure 1-7. Acknowlegments Structure

e Acknowledgements XML Data—This is an XML document containing
acknowledgements. The data elements for each acknowledgement are defined below.
The XML schema is published by the IRS elsewhere.
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Acknowledgement Elements

There are two types of acknowledgements: submission and transmission. Only the EMS channel
receives transmission acknowledgements. The A2A Web Services and IFA channels do not

receive transmission acknowledgements. The data elements are defined in Tables 1-4 and 1-5.

Table 1-4. Submission Acknowledgement Elements

Element

Definition

Submission ID

A globally unique identifier for the submission created by the originator.

EFIN

IRS-provided identifier for the originator of the submission.

Government Code

Identifies government entity where the submission is to be filed—IRS, state, or
other jurisdiction codes.

Submission Type

Identifies the type of document being filed, using IRS form numbers or state form
identifiers.

Submission Identifies the submission category, for example EO or Corporate submission.
Category
Tax Year The tax year the submission applies to.

Electronic Postmark

(Optional) The time stamp indicating when the transmitter received the originated
return before sending it on to the IRS.

Status

(A/R) Accepted or rejected filing status of the submission.

Status Date

The date submission filing status was acknowledged.

IRS Subm