Safeguards Technical Assistance Memorandum

Protecting Federal Tax Information in

Electronic Case Records

Introduction

The IRS Office of Safeguards has recently received several inquiries from various Tax Administration Agencies about the use of Federal Tax Information (FTI) in electronic case records. As these agencies move towards paperless models, a challenge has arisen for protecting FTI and complying with IRS Publication 1075, Tax Information Security Guidelines for Federal State and Local Agencies, when FTI is maintained as part of electronic case records. 

The implementation of controls to protect FTI in electronic case records and comply with Publication 1075 requirements is very subjective depending on the application, system architecture, and back end processes the agency uses for their case management system (e.g., GenTax, STAX, or home grown applications). Therefore, the IRS Office of Safeguards cannot provide agencies a standard solution for security and compliance. 

However, this memorandum will identify the minimum requirements from IRS Publication 1075 for protecting FTI maintained as part of electronic case records, and provide agencies an understanding of the controls that need to be applied to their situation to protect FTI in electronic case records and comply with IRS Publication 1075.

Further, if an agency is new to using electronic case records, or is in the process of switching from paper case files to electronic case records, it is strongly recommended to contact the IRS Office of Safeguards for guidance prior to requirements being finalized or implementing a new system. The IRS Office of Safeguards can be reached through the safeguardreports@irs.gov email address. 

While this memorandum addresses electronic case records, it is important to understand the requirements for protecting FTI in electronic case records are identical to the requirements for protecting FTI in paper case files.  It is the implementation of those requirements that will differ in an electronic environment.

This memo will provide the minimum requirements for protecting FTI in any records, whether electronic or paper.  As stated above, the implementation of controls to protect FTI in electronic case records is very subjective depending on the application, system architecture, and back end processes used for the case management system, therefore at a minimum the agency should meet these requirements.

Policy and Procedures 
The agency should have security policies and procedures that cover Publication 1075 requirements for handling case records.  If not, these procedures should be developed, documented, disseminated, and updated as necessary.  The agency should also have training around these policies and procedures to ensure that everyone adheres to the policy and that they are held accountable for their actions if they do not follow the policy. 

Labeling FTI 

The outside of the case file that contains FTI should be clearly labeled "Federal Tax Information" so that an individual knows they are accessing FTI before they open the file or record.  This means that the outside of the case record has to be labeled to identify FTI is contained within, and every document within the case file that has FTI must be clearly labeled as containing FTI. Implementing this requirement to label an electronic case file as containing FTI from the outside of the file in an electronic environment is currently the biggest challenge to complying with Publication 1075 requirements for electronic case records with FTI, and is very subjective depending on the case management application used. 

Establishing file-naming protocols can satisfy the requirements for identifying FTI within stand-alone documents in case files containing FTI before they are uploaded to the system.  Simply adding “FTI” to the file name before it is uploaded into the case record will ensure the user is aware that the file contains FTI before they open it, and they know safeguarding procedures should be taken when handling the file.  

Case management applications may have a free-form case history or notes section where employees document relevant information or material gathered about the case.  If FTI is documented in these types of sections, it must be identified as containing FTI.  Ideally, if these sections contain FTI, the software would have a feature for an individual to check whether the case record contains FTI (e.g. by check box or Yes/No message box), which would prompt the system to identify the record contains FTI before it is accessed by an individual. However, this capability may not be available in legacy systems.  

If the agency can work cases effectively without having to put FTI in free-form case history or notes section, then the simplest solution is to create a policy prohibiting FTI to be contained within case history notes. If adopted, the policy should be disseminated, and employees should be provided training to acknowledge understanding. 

Logging

FTI contained in electronic case records is considered converted media as defined in Publication 1075 Section 3.4. Converted media requires tracking from creation to destruction of the converted FTI. All converted FTI should be tracked on logs containing the data elements detailed in Section 3.3. Section 3.3 requires a listing of all documents received from the IRS must be identified by:

· Taxpayer name

· Tax year(s)

· Type of information (e.g., revenue agent reports, Form 1040, work papers)

· The reason for the request

· Date requested

· Date received

· Exact location of the FTI

· Who has had access to the data and

· If disposed of, the date and method of disposition.

Auditing
Within the case management application, auditing must be enabled to the extent necessary to capture access, modification, deletion and movement of FTI by each unique user.  Audit records should identify each and every interaction with FTI for the entire period it is in the system.  For example, if an Excel spreadsheet containing FTI is loaded into the electronic case record, and it is accessed or downloaded by an employee to take action, the event of accessing or downloading that FTI file must be recorded in the audit trail to capture the action taken and the user that took the action. 

System Configuration

The backend servers that run the electronic case file system (e.g. application servers and database servers) should be secured per Publication 1075 and accessible to only authorized users. Publication 1075 policy can be met by utilizing the Safeguards Computer Security Evaluation Matrix (SCSEM) to configure the security settings.  These SCSEMs are available for download from the IRS Safeguards web site (http://www.irs.gov/businesses/small/article/0,,id=177651,00.html).

Additionally, backup servers where FTI in electronic case records may be backed up for archive are also required to meet Publication 1075 requirements. 
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