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1. About This Guide

1.1. Who Should Use This Guide

The IRS developed this guide for the Affordable Care Act Information Returns (AIR)
Application’s authorized contacts who want to use Automated Enrollment (AE) to enroll A2A
Client Application Systems into the IRS Application to Application (A2A) channel.

1.2. How to Use This Guide

The purpose of this document is to describe the User Interface (UI) for the AE for ACA
Providers Application, hereunto, referred to as AE Application. You may or may not need to
read this guide from beginning to end depending on your level of experience with Automated
Enrollment. You can reference the table of contents to help locate sections of the guide
pertaining to the task you need to complete. Section 3.4 “Getting around Automated Enrollment”
also guides you to specific tasks and features, so when you have a question about an AE
function, it is easy to locate the answer.

1.2.1. Overview of Contents

This guide provides instructions on how to enroll and maintain A2A Client Application Systems
using the Integrated Enterprise Portal (IEP). Its scope is limited to the ACA functionality of the
AE Application. However, this guide does not discuss any administrative aspects of the AE
Application nor does it discuss how to use the IEP other than the aspects you need to know in
order to access the AE Application.

1.2.2. Highlighting

This guide uses the following elements to emphasize key points:
e Bold
Highlight items and indicate specific items from the UI.
e “Tip, Note, and Important!” Tags
Highlight additional information related to the current task or topic.
o The “Tip” tag provides alternative methods of performing a task.

o The “Note” tag explains how the system works or provides information you may use to
alter the way you perform a task.

o The “Important!” tag warns when an action could cause critical system errors.

1.3. Assumptions

You must have the following to use the AE Application:
e An IEP username and password and your account has the e-Services ACA role
¢ Anunderstanding of how to access and use the IEP Portal
e The use of Windows 7 or higher and one of the following Web browsers:

— Internet Explorer 8 or higher

About This Guide 1-1
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2. Automated Enrollment Overview

The AE Application provides a user interface for enrolling and maintaining A2A Client
Application Systems for the IRS A2A Channel. It assigns a unique A2A Client Application
System ID (ASID) to each Application System enrolled. The IRS A2A Channel uses the ASID
and the Application System’s X509 certificate to authenticate and authorize access to IRS A2A
services. The section below summarizes the functionality of the AE Application.

2.1. Features and Functions
Table 2-1 provides a description of the functions available in the AE Application.

Table 2-1 AE Functions

Function Description

enrollAppSystem AE Application allows you to enroll an A2A
Client Application System into the IRS A2A
Channel. Each Application System enrolled
must be assigned at least one IRS A2A Service
and have certificate authentication.

updateAppSystem AE Application allows you to modify the A2A
Client Application System definition. As an
example, you can modify an A2A Client
Application System to include additional IRS
A2A Services or you can inactivate or un-enroll
it.

Replace Certificate AE Application allows you to change the
certificate associated to an A2A Client
Application System.

Automated Enrollment Overview 2-1
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2.2. Data Attributes

Table 2-2 describes the data elements used in the AE Application.

Table 2-2 AE Data Elements

Data Element

Description

TCC An active Transmission Control Code (TCC)
assigned to the Customer's organization
Customer Name The Legal Name of the Customer's organization

associated to the TCC.

Doing Business As

The Doing Business As name of the
Customer’s organization associated to the TCC.

(ASID)

A2A Client System ID

A2A Client System ID (8 characters): This is a
unique field assigned to the A2A Client
Application System during the enrollment
process. The ASID is a combination of the digit
’1’, TCC + ASID Sequence Number. AE
Application prefixes the digit ‘1’ to the created
ASID.

ASID Sequence Number

A unique 2-digit sequence number used to
create the A2A Client System ID (ASID). Enter
a unique value in the range of 00 to 99.

Application System Name

The name assigned to the A2A Client
Application System. It is limited to 30
alphanumeric characters.

Description A description you want to use to identify an
A2A Client Application System. It is limited to
50 alphanumeric characters.

Location The location of the A2A Client Application

System This is usually the City and State where
an A2A Client Application System resides. It is
limited to 30 alphanumeric characters.

A2A System ID Status

The status assigned to the A2A Client
Application System. Table 2-4 describes the
available statuses for an Application System.

Available Services

The IRS A2A Services that are available for
ACA transmitters (see Table 2-3 for a
description of the available services).

Selected Services

The IRS A2A Services assigned to an A2A

2-2 AE For ACA Providers
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Client Application System (see Table 2-3 for a
description of the available services).

Credential Type The authentication method the A2A Client
Application System uses when accessing IRS
A2A Services. Default to certificate. You
cannot change the authentication method.

Certificate File Name The X509 certificate used to authenticate an
A2A Client Application System in the IRS
A2A channel.

Certificate Authority The CA is the trusted entity that issued the
digital certificate.

Certificate Expiration The date the digital certificate is no longer
valid.

2.3. IRS A2A Services
Table 2-3 describes the list of IRS A2A services for ACA Transmitters.

Table 2-3 AE Available Services

Service Description

IRS-ACASubmitService Third Party, Issuer, Employer transmits
1094/1095 B/C Information Return to IRS in
SOAP Request - IRS returns receipt or SOAP
fault in SOAP Response.

IRS-ACAAckngService Third Party, Issuer, Employer requests
status/detailed acknowledgement of 1094/1095
B/C Information Return processing from IRS in
SOAP Request - IRS returns status/detailed
acknowledgement or SOAP fault in SOAP
Response.

Automated Enrollment Overview 2-3
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2.4. Allowed Status Changes

Table 2-4 AE Status Matrix summarizes the A2A Client Application System status changes.

Table 2-4 AE Status Matrix

“Status | Status | Statas | Action
new active Allowed
active inactivate inactive Allowed
active un-enroll deleted Allowed
inactive activate active Allowed
inactive un-enroll deleted Allowed
disabled activate disabled Disallowed
disabled un-enroll disabled Disallowed

e “Current Status” is the Status of the Application System
e “Request Status” is the status change request
o “New Status” is the Application System status after the status change request completes

e “Action” indicates whether or not you can perform the change

Note: AE Application changes the status from new to active after it enrolls an Application
System.

Note: Un-enrolling the Application System effectively deletes the ASID from the AE
Application, and means you cannot update it again, while inactivating an Application System
allows you to inactivate and activate as necessary.

Important! The AIR Help Desk initiates the disabled status when an Application System
violated the policies of the IRS.

Note: Once disabled, the Application System cannot access IRS A2A Services; however, the
AIR Help Desk has the ability to activate the disabled Application System (see Appendix C) for
instructions on how to contact the AIR Help Desk.

2-4 AE For ACA Providers
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3. Displaying your ASIDs

You access the AE Application by logging into a secured environment known as the “Integrated
Enterprise Portal (IEP)”. This section explains how to launch the AE Application and introduces
you to the user interface.

3.1. Prerequisites

® You have the e-Services ACA role assigned to your IEP user account.

3.2. How to Do It
Type http://www.irs.gov into your browser. The IRS Home page opens (see Figure 3-1).

Subscriptions v  Language v Information For... v

mIRS Search Q Advanced

Filing  Payments Refunds Credits & Deductions =~ News &Events ~ Forms & Pubs  Help & Resources for Tax Pros

=
z File Your >
Tax Return

Forms and Pubs Hot Topics Filing & Payment

Get Your
>

Pay Your > IRS.gov >
Refund Status i

Tax Bill En Espaiiol

» 1040 y 941 » Time to Change Your Tax Withholding? » Apply for an Online Payment Plan W"""‘Tn'frefund?
» 1040E7 » 2290 » Form 2290: Don't Miss the Deadline » Get a Tax Transcript by Mail mm)D

y W4 » Tax Table » Fix a Mistake on Your Tax Return » Request an Electronic Filing PIN

» W-9 ) Pub 15 » Tax Preparation Resources » Apply for an Employer ID Number @

» 1099-MISC > Pub 17 » Affordable Care Act Tax Provisions » Check Status of Your Amended Return _

» More ... » More ... » More ...

National Taxpayer Advocate

Security Summit Get the Facts Identity Theft Health Care and Taxes Social Media

v 7 ¥ g il
Report | Summer Tax T‘Ps Summer tax tip # 8: hobbies that earn income i gt A ' !"“'R'i
Penalty Relief for Certain Business or hobby? Deductible or not? These tips iiie PN
nall }; -2 explain the tax treatment of hobby income. ! siduaddy’e

Figure 3-1 IRS Home Page

e Click the “for Tax Pros” heading at the top of the page (see Figure 3-2).
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Subscriptions v | Language v Information For ™
mIRS Search Q Click “for Tax Pros” l

Filing Payments Refunds Credits & Deductions ~ News & Events Forms & Pubs  Help & Resources for Tax Pros

Get Your > - Pay Your > IRS.gov 'S
Refund Status Tax Bill En Espafiol

» 1040 » 941 » Time to Change Your Tax Withholding? » Apply for an Online Payment Plan wne’emlgmfllﬂd'?
» 1040EZ » 2290 » Form 2290: Don't Miss the Deadline 3 Get a Tax Transcript by Mail mw)D

»y W4 » Tax Table » Fix a Mistake on Your Tax Return > Request an Electronic Filing PIN =

» W-9 » Pub 15 » Tax Preparation Resources » Apply for an Employer ID Number @

» 1099-MISC  » Pub 17 » Affordable Care Act Tax Provisions » Check Status of Your Amended Return . 71 >

» More ... » More ... » More ... EFTPS

National Taxpayer Advocate
Report

Security Summit Summer Tax Tips Identity Theft Health Care and Taxes Social Media

Details about Get Transcript incident
Statement outlines issues involving fraudsters accessing
—~ the online tool

Penalty Relief for Certain

Small Ricinaccas

PR e

e 4.

Figure 3-2 for Tax Pros heading

e C(Click the “for Tax Pros” heading at the top of the page. The Tax Professionals page
opens (see Figure 3-3).

;EE I Subscriptions v  Language v Information For... v

Search Q Advanced

Filing Payments Refunds Credits & Deductions News & Events Forms & Pubs

Help & Resources for Tax Pros

Tax Professionals

e-Services ggcmkégi f:kcess & ble to help taxpayers find tax pros with credentials and PTIN System
Online tools for tax ’

2015 renewal and
professionals ‘D KUt registration still available
«ect Deposit Limi

IRS plans electronic refund limits into a single account or pre-paid debit card to help fight

identity theft and to stop certain preparers who improperly claim fees.

Enrolled Agents More

Enrolled Retirement Plan Contacts for Tax
Anante -

Figure 3-3 Tax Professionals Page

e (Click the “Access e-Services” link. The e-Services — Online Tools for Tax Professionals

page opens (see Figure 3-4).
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e-Services - Online Tools for Tax
Professionals

HOT TOPICS. It has come to our attention that an email is being issued to tax preparers asking
»” 1‘1formation The links provided in the email to access e-Senices
e-Services . apture e-Senvices usemnames and passwords. This email WAS

5 | Click the “Login or ou receive an e-mail like this, do not click on the links or take any
Online tools for tax _  Register” link edia release for more details. If you receive an unsolicited email
professionals IRS or an organization closely linked to the IRS, such as the

. P ™S LLL, 3 i i hish v,
Login or Register > = ywuent System (EFTPS), report it by sending it to phishing@irs.go:

TDS: In an effort to minimize additional ID Theft opportunities, IRS has designed the Transcript
Delivery System (TDS) to not deliver transcripts to requestors when an ID Theft indicator is on the
account. Tax Professionals with Power of Attorney can contact the Identity Protection Specialty
Unit or Practitioner Priority Specialty line to obtain a client’s transcript. The taxpayer will receive a

e-File Providers & Partners

Envolled Actuaries notice alerting them of any requests for their transcript and instruct them to contact the Identity
Protection Specialized Unit. Once proper authentication has been completed, we will issue a
Enrolled Agents transcript to the taxpayer

Tax Professionals Topics

s Basic Tools for Tax Pros

o News & Events Senvices is a suite of web-based tools that allow tax professionals and to complete certai
e-Senvices is a suite of web-based tools allow tax professionals an: ers to complete certain

e Circular 230 Tax Pros N b ittty el profes o pa{. Acalioat

Subscriptions v | Language v | Information For... v
mIRS Search Q

Filing Payments Refunds = Credits & Deductions News & Events Forms & Pubs Help & Resources for Tax Pros

Q Advanced

Email Updates
Sign up for Tax Tips,
filing season updates
and more!

Subscribe to e-News >

Figure 3-4 e-Services — Online Tools for Tax Professions Page

e (lick the “Login or Register” link. The login page opens (see Figure 3-5).
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3.3.
Tip:

Integrated Enterprise Portal Login
You can access the IEP Login Page by directly typing the URL

https://la.www4.irs.gov/PORTAL-PROD/CRM/signon.html into the browser.

mIRS Enter your

username and
L password to .
ogin login Register

Username You must register to create an account

Password

Password

mos

THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE ONLY!

Use of this system consentto 9, recording, reading, copying or capturing by authorized
personnel of all activities. There is no right to privacy in this system. Unauthorized use of this system is prohibited and
subject to criminal and civil penalties, including all penalties applicable to willful unauthorized access (UNAX) or inspection of
taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C. 7213Aand 26 U.S.C. 7431).

NOTICE: The IRS reserves the right to deny access to any or all electronic senvices, products andior applications, at both the individual or
business entity level, in the event IRS becomes aware of any activity that constitutes or appears to constitute misuse or abuse of any
electronic services, products or applications.

Figure 3-5 IEP Login Page

Enter your username and password into the appropriate text fields and click the Login
button. The IEP personality for ACA Providers selection page opens (see Figure 3-6).

3-4 AE For ACA Providers
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¥IRS

Select Organization

[ Submit Selected Organization ]

Select the organization you will represent in this session:

Individual

(ACA) WESTERN ESAM SD APP, 123 MAIN ST,
(ACA) RAZEIT WRECKING ESAM APP, 123 MAIN ST,
(ACA) LAMOUR ESAM APP, 123 MAIN ST,
(ACA) LAMI LOVERS ESAM APP, 123 MAIN ST,

(ACA) PLACMAN PNTRS ESAM APP, 123 MAIN ST,
(ACA) AADGCOMPANY ESAM ALL APP, 123 MAIN ST ,

AUSTIN, TX, 78759
AUSTIN, TX, 78759
AUSTIN, TX, 78759
AUSTIN, TX, 78759
AUSTIN, TX, 78759
AUSTIN, TX, 78759

Each item below represents an organization for which you are authorized to perform work. By selecting an organization, you are
logging in as an authorized user of that organization. You will be able to perform work for only that organization.

e-Senvices Privacy Policy

Figure 3-6 IEP Personality Selection Page

e Select your ACA personality and click the Submit Selected Organization button. The

IRS e-Services Welcome page opens (see Figure 3-7)

Displaying your ASIDs
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Lo - -
3’&% Internal Revenue Service

United States Department of the Treasury

e-services On-line Tutorials Help Mailbox Sign out Contact Us

services

li 10N s w v -
Reqistrati enices

Welcome to IRS e-services

. e

Application

: pply or revise ar ) line for participation in IRS e-file Program or
pa zation Number (T

Registration Services

Registration Sernvices allows you to confirm your registrat e your registrati formation

change your password or PIN and recover a lost pa

Figure 3-7 IRS e-Services Welcome Page

e Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).
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o ~ A
\*ﬁ Internal Revenue Service

United States Department of the Treasury

e-services On-line Tutorials Help Mailbox Sign out Contact Us
services
Application e-File Application
The Application ke
your app
the prog
ACA Appl
The app D

New TIN Matching Application

Payers may af r Taxpa ati pro hict
you to submit TINName combinations for verif

AE AIR TCC Integration «s == = ==

Enroliment for TCC-bai™gd Application to Application Web Services Client Program for Information

Returns

Figure 3-8 A2A Menu Selection Page

e C(Click the AE AIR TCC Integration link to display your A2A Client Application
Systems. The AE Application Search Results Page opens (see Section 3.4 Getting around
Automated Enrollment)
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3.4. Getting around Automated Enrollment

The AE Application Search Results page (see Figure 3-9) is the launch pad to all of the features
and functions of the AE Application. It displays a list of A2A Client Application Systems for the
selected personality. From here, you can enroll and maintain A2A Client Application Systems

for your organization.

¥ Search Results For AIR
A2A Client System ID

TCCs All

ASID Name
199AA101 Test App System
199AA102 Test App System
199AA103 Test App System
199AA104 Test App System
19~ 105 Test App System
19 JOG Test App System
199AA107 Test App System
199AA108 Test App System
199AA109 Test App System
199AA110 Test App System
199AA111 Test App System
199AA112 Test App System
199AA113 Test App System
199AA114 Test App System
199AA115 Test App System
199AA116 Test App System

AANARAAE™ T ank Aae ™ iakeos

@”mermm Cient System D

‘ Upload Cedfficate to Mutiple
A2A Clent System ID's

]

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider@)

Description

This is a test
This is a test
This is a test
This is a test
This is 3 test
This is a test
This is a test
This is a test
This is a test
This is a test
This is 3 test
This is a test
This is 3 test
This is a test
This is a test
This is a test

Th'le 'c = baak

(5)

Status Actions
active Edit | Replace Certificate

active@lR | rtifi

active | Replace Certificate

active Edit | Rgplare rtifi
active Edit | ReDIachtlﬁcate

active Edit | Repl rtifi
active Edit | Replace Certificate
active Edit | Repl rtifi

act Fdlt | Replace Certificate
deleted View

active Edit | Replace Certificate

active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate

active Edit | Replace Certificate

-—-bhicce e | Naoa Mok caaha

Q.

m

-

Figure 3-9 AE Application Search Results Page

200.

Scroll through the list of Application Systems. The maximum number of records is set to

By default, the AE Application sorts the list by TCC.

Click the arrow to the right of the TCCs field and select a TCC to filter the list.

© o0

Click the Create New A2A Client System ID button to enroll a new A2A Client
Application System (see Section 4 Enrolling an Application System).

@

Click the Upload Certificate to Multiple A2A Client System ID’s button to upload a
certificate to many Application Systems in one transaction (see Section 10 Bulk Certificate
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Upload).

Click the Edit link to change an A2A Client Application System definition (see Section 5
Updating an Application System). Here you can change the status of the Application
System or you can change any of the following Application System attributes:

e Application System name
e Description

e Location

e Certificate

e Services

7)

Click the Replace Certificate link to replace the certificate for an Application System (see
Section 9 Replacing a Certificate).

8

Click the View link to display an un-enrolled Application System (see Section 11 Viewing
an Un-Enrolled Application System).

9)

The AE Application displays your organizations legal name and doing business as (DBA)

name provided during the e-file application process

Note: In the event of an error displaying your Application Systems, an error page opens (see
Figure 3-10). Contact the AIR Help Desk to report the error condition. Refer to Appendix C for
additional information.

< Search Results For AIR
IA2A Client System ID

ASID Name Description Status Actions
Error code: 370
(We are unable to process your request Please contact the AIR Help Desk at 1-866-937-4130 with the error code displayed.)

(oK)

Figure 3-10 Error occurred displaying the search results page

Displaying your ASIDs 3-9
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4. Enrolling an Application System

This section describes the actions required to enroll an A2A Client Application System into the
IRS A2A Channel.

41.

4.2.

Prerequisites

You have the e-Services ACA role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 4-1 depicts the navigation steps to enroll an Application System.

Login

Select Personality

IRS e-Services Welcome

A2A Menu Selection

AE Search Results

Enroll ASID

@ @ e @ @ @

. Confirmation Error . -

Figure 4-1 How to Enroll an Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 4-2).
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7/ Search Results For AIR
A2A Client System ID

[ Create New A2A Gient System ID o
| Upload Certficate to Mutiple J

A2A Client System ID's

TCCs All -
Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

Figure 4-2 Create New A2A Client System ID Button

1) Click the Create New A2A Client System ID button. The Create New AIR A2A Client
= | System ID page opens (see Figure 4-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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(% Create New AIR A2A
Client System ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

TCC ASID Sequence Number

A2A Client System ID V9] ~,
(1) 12
Application System
Name

@)Jesa-lption
Location @

A2A Client System e
ID Status

Credential Type Certficate

Certificate File [—&W@

For a Credential Type of Certificate - Browse or enter the file name of

the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
IRS-ACAAckngService Q)rwj
[ <<Remove |

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button.
Qe =2

Figure 4-3 Create New AIR A2A Client System ID Page

Fill in the form and click Save to enroll the Application System, refer to section 2.2 Data
Attributes for a description of each field.

(1)

TCC: Click the arrow to the right of the TCC field and select a TCC from the list.

12)

ASID Sequence Number: Enter a unique 2-digit sequence number. Enter a unique value
in the range of 00 to 99
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(3)

Application System Name: Enter the name for the Application System.

4)

Description: Enter the Description for the Application System.

(5)

Location: Enter the Location for the Application System.

16)

Click the Browse button to select the certificate to assign to this Application System. The
certificate must be accessible from the local system.

7]

Select at least one IRS A2A Service from the Available Services list and click the Add
button. Refer to Table 2-3 for a description of the available services.

8

Click Save, if the request is successful the Confirmation for AIR A2A Client System ID
page opens (see Figure 4-5).

(9

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 4-4). Follow the
instructions in the dialog and click OK to return to the Create New AIR A2A Client System ID
page to correct the error.

a ]

Message from webpage

The ASID Sequence Number must be 2 digits. Please enter a 2 digit

I % number in the field.
The Certificate File Name may not be blank when the Credential Type is
set to Certificate.
The Application System Name cannot be blank. Please enter text in the
field.
The Application Description cannot be blank. Please enter text in the
field.
The Application Location cannot be blank. Please enter text in the field,
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list.

Figure 4-4 A data entry error occurred enrolling an Application System
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4.3. Confirmation Page
Figure 4-5 depicts the Application System confirmation page.

@ Confirmation for AIR
IA2A Client System ID

The A2A Client System Id: 199AA206 . 9
Your request has been successfully processed =/

O

Figure 4-5 Confirmation for enrolling an Application System

The ASID assigned to the enrolled Application System

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page
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5. Updating an Application System

This section describes the actions required to change an A2A Client Application System
definition.

5.1.

5.2.

Figure 5-1 depicts the navigation steps to change an Application System.

Prerequisites

You have the e-Services ACA role assigned to your IEP user account.

How to Do It

Login

Select Personality

IRS e-Services Welcome

A2A Menu Selection

AE Search Results

AE Externals Guide

Edit ASID

. @ @ @ @

Confirmation

Ermor

.

Figure 5-1 How to Edit an Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page

opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).
Click the AE AIR TCC Integration link. The AE Application Search Results page opens

(see Figure 5-2).
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¥ Search Results For AIR
A2A Client System ID

TCCs All v

Doing Business As ACA Provider

ASID Name
199AA201 Test App System
199AA202 Test App System
199AA203 Test App System
199AA204 Test App System
199AA205 Test App System
199AA206 Test App System

[ Create New A2A Chent System ID

Upload Certificate to Multiple
A2A Chent System ID's

Customer Name ACA Provider, Inc.

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status Actions

active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate

(1)

Figure 5-2 Selecting the Application System to update

0 Locate the ASID and click the Edit link under the Actions column. The Edit AIR A2A
| Client System ID page opens (see Figure 5-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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E Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

Application System J
Name Yot op System

Description Thisis atest @)

Location SomeCty ST 9
>/

A2A Client System i
ID Status active @

Credential Type Centficate -

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services

@ IRS-ACASubmitService

( Ad>» | IRS-ACAAckngService

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

- s =9

Figure 5-3 Edit AIR A2A Client System ID Page

Update the form and click Save to change the Application System definition, refer to section 2.2
Data Attributes for a description of each field.
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Application System Name: If you wish, change the name of the Application System.

Description: If you wish, change the description of the Application System.

oo e

Location: If you wish, change the location of the Application System.

(>

If you wish, click the arrow to the right of the A2A Client System ID Status field and
select another value from the list. Refer to Table 2-4 AE Status Matrix for a list of allowed
status changes for an A2A Client Application System.

(o

If you wish, click the Browse button to select a new certificate to assign to this Application
System. The certificate must be accessible from the local system.

(0

If you wish, change the Selected Services list. To add an IRS A2A Service, select the
service from the Available Services list and click the Add button. To remove an IRS A2A
Service, select the service from the Selected Service list and click the Remove button.

Click Save, if the request is successful the Confirmation for AIR A2A Client System ID
page opens (see Figure 5-5).

©e

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 5-4). Follow the
instructions in the dialog and click OK to return to the Edit AIR A2A Client System ID page to
correct the error.

Message from webpage o

! The Application System Name cannot be blank. Please enter text in the
s, field.
The Application Description cannot be blank. Please enter text in the
field.
The Application Location cannot be blank. Please enter text in the field.
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list.

Figure 5-4 A data entry error occurred updating an Application System

5-4 AE For ACA Providers




5.3.

Figure 5-5 depicts the Application System confirmation page.

Confirmation Page

@ Confirmation for AIR
IA2A Client System ID

AE Externals Guide

1)

The A2A Client System Id: 199AA206
Your request has been successfully processed

O

2)

Figure 5-5 Confirmation Page for updating an Application System

1)

The Application System has been updated

2)

The Confirmation Message

©

Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A Services.
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6. Un-Enrolling an Application System

This section describes the actions required to un-enroll an A2A Client Application System from
the IRS A2A Channel.

6.1.

6.2.

Prerequisites

You have the e-Services ACA role assigned to your IEP user account.

How to Do It

Figure 6-1 depicts the navigation steps to un-enroll an Application System.

Login

Select Personality

IRS e-Services Welcome

AZA Menu Selection

AE Search Results

Edit ASID

. e @ @ @ @

. Confirmation Error . -

Figure 6-1 How to un-enroll an Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6)

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 6-2).
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</ Search Results For AIR
A2A Client System ID

[ Create New A2A Cient System ID |

Upload Certificate to Mukiple
A2A Client System ID's
TCCs Al -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test inactive Edit | Replace Certificate

(1)

Figure 6-2 Selecting the Application System to un-enroll

o Locate an active or inactive ASID and click the Edit link under the Actions column. The
~ | Edit AIR A2A Client System ID page opens (see Figure 6-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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glidit AIR A2A Client
tem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

Application System
Name Test Aop System

Description Thsisatest
Location Some Cty. ST

naacrentsystem . g - @

Credential Type Cenficale ~

Certificate File
Name

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
Add >> IRS-ACAAckngService
<< Remove

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

o __o

Figure 6-3 Un-enrolling an Application System

Click the arrow to the right of the A2A Client System ID Status field and select “un-
enroll”.
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6 Click Save, if the request is successful the Confirmation for AIR A2A Client System ID
“ | page opens (see Figure 6-4).

Q Click Cancel to return to the AE Application Search Results page.

6.3. Confirmation Page
Figure 6-4 depicts the Application System confirmation page.

@ Confirmation for AIR
A2A Client System ID

The A2A Client System Id: 199AA206 =z 9
Your request has been successfully processed =4

O

Figure 6-4 Confirmation for un-enrolling an Application System

This Application System has been un-enrolled and can no longer access IRS A2A Services

The Confirmation Message

o®e

Click OK to return to the AE Application Search Results page
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7. Inactivating an Application System

This section describes the actions required to inactivate an A2A Client Application System.

7.1. Prerequisites

¢ You have the e-Services ACA role assigned to your IEP user account.

7.2. How to Do It

Figure 7-1 depicts the navigation steps to inactivate an Application System.

. Login

. Select Personality
. IRS e-Services Welcome
_. A2A Menu Selection
. AE Search Results
. Edit ASID
| L

. Confirmation Error . -

Figure 7-1 How to Inactivate an Application System

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

e C(Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

e C(Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 7-2).
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¥ Search Results For AIR
A2A Client System ID

TCCs Al -

Doing Business As ACA Provider

ASID Name
199AA201 Test App System
199AA202 Test App System
199AA203 Test App System
199AA204 Test App System
199AA205 Test App System
199AA206 Test App System

[ Create New A2A Chent System ID

Upload Cerificate to Multiple

Customer Name ACA Provider, Inc.

A2A Chent System ID's

Description Status Actions
This is a test active Edit | Replace Certificate
This is a test active Edit | Replace Certificate
This is a test active Edit | Replace Certificate
This is a test active Edit | Replace Certificate
This is a test active Edit | Replace Certificate
This is 3 test active Edit | Replace Certificate

(1)

Figure 7-2 Selecting the Application System to inactivate

0 Locate an active ASID and click the Edit link under the Actions column. The Edit AIR
| A2A Client System ID page opens (see Figure 7-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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g Edit AIR A2A Client

stem ID

Application System
Name

Description
Location

A2A Client System
ID Status

Credential Type

Certificate File
Name

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

button.

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
Add >> IRS-ACAAckngService
<< Remove

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

Test App System

This is a test

Some City, ST

active (1)
Certificate ~

. . O

Figure 7-3 Inactivating an Application System

Click the arrow to the right of the A2A Client System ID Status field and select inactivate

Inactivating an Application System 7-3




AE Externals Guide

6 Click Save, if the request is successful the Confirmation for AIR A2A Client System ID
“ | page opens (see Figure 7-4).

Q Click Cancel to return to the AE Application Search Results page.

7.3. Confirmation Page
Figure 7-4 depicts the Application System confirmation page.

@ Confirmation for AIR
A2A Client System ID

The A2A Client System Id: 199AA206 Z @
Your request has been successfully processed =4

O

Figure 7-4 Confirmation for inactivating an Application System

This Application System has been inactivated and can no longer access IRS A2A Services

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page
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8. Activating an Application System

This section describes the actions required to activate an A2A Client Application System.

8.1. Prerequisites

¢ You have the e-Services ACA role assigned to your IEP user account.

8.2. How to Do It

Figure 8-1 depicts the navigation steps to activate an Application System.

. Login

. Select Personality
. IRS e-Services Welcome
_. A2A Menu Selection
. AE Search Results
. Edit ASID
| L

. Confirmation Error . -

Figure 8-1 How to activate an Application System

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

e C(Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

e C(Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 8-2).
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</ Search Results For AIR
A2A Client System ID

[ Create New A2A Cient System ID |

Upload Certificate to Mukiple
A2A Client System ID's
TCCs Al -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test inactive Edit | Replace Certificate

(1)

Figure 8-2 Selecting the Application System to activate

o Locate an inactive ASID and click the Edit link under the Actions column. The Edit AIR
“ | A2A Client System ID page opens (see Figure 8-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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E Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

Application System
Name o /op System

Description Thsisatest
Location SomeCty ST

AZA Cllen[tn st:::: inactive 0)

Credential Type Ceotficate
Certificate File a@

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
Add >> IRS-ACAAckngService
<< Remove

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

| O =@

Figure 8-3 Activating an Application System

Click the arrow to the right of the A2A Client System ID Status field and select activate.
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2)

If you wish, click the Browse button to select a new certificate to assign to this Application
System. The certificate must be accessible from the local system.

(3

Click Save, if the request is successful the Confirmation for AIR A2A Client System ID
page opens (see Figure 8-4).

4)

Click Cancel to return to the AE Application Search Results page.

8.3.

Confirmation Page

Figure 8-4 depicts the Application System confirmation page.

@ Confirmation for AIR
A2A Client System ID

The A2A Client System Id: 199AA206 = e
Your request has been successfully processed =4

O

Figure 8-4 Confirmation for activating an Application System

1)

This Application System has been activated and can now access IRS A2A Services

2)

The Confirmation Message

©

Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A services.
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9. Replacing a Certificate

This section describes the actions required to replace the certificate for an A2A Client
Application System.

9.1.

9.2

Prerequisites

You have the e-Services ACA role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 9-1 depicts the navigation steps to replace the certificate.

Login

Select Personality

IRS e-Services Welcome

A2A Menu Selection

AE Search Resulls

Replace Certificate

. Confirmation Emor . e

. e e e e @ @

Figure 9-1 How to Replace a Certificate

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 9-2).
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' Search Results For AIR
IA2A Client System ID

TCCs All v

Doing Business As ACA Provider

ASID Name
199AA201 Test App System
199AA202 Test App System
199AA203 Test App System
199AA204 Test App System
199AA205 Test App System
199AA206 Test App System

[ Create New A2A Client System ID

Upload Cetificate to Multiple
A2A Client System ID's

Customer Name ACA Provider, Inc.

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status Actions
active Edit | Replace Certificate
active Edit | | rtifi

active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | mpla;ro".grgiﬁgagg

Figure 9-2 Replace Certificate Link

o Locate the ASID and click the Replace Certificate link under the Actions column. The
~ | Replace Certificate page opens (see Figure 9-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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@ Replace Certificate |

Application System ID 199AA206
Application System Name Test App System
Description This is a test
Location Some City, ST

A2A Client System ID o

Status 0)
Certificate File Name

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Qs = ©

Figure 9-3 Replace Certificate Page

=

Click the Browse button to select the new certificate. The certificate must be accessible
from the local system

Click Save, if the request is successful the Confirmation for AIR Replace Certificate page
opens (see Figure 9-5).

(I

Click Cancel to return to the AE Application Search Results page
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Note: In the event of a data entry error, an error dialog opens (see Figure 9-4). Follow the
instructions in the dialog and click OK to return to the Replace Certificate page to correct the
error.

Message from webpage 5

I The Certificate File Name may not be blank.

Figure 9-4 A data entry error occurred replacing a certificate

9.3. Confirmation Page
Figure 9-5 depicts the Replace Certificate confirmation page

@3 Confirmation for AIR
Replace Certificate

You have successfully replaced the certificate for this A2A Client System
ID.

The A2A Client System Id: 199AA206 ﬂ-) 9-)

Your request has been successfully processed

(<) ©)

Figure 9-5 Replace Certificate Confirmation

The Application System must use the new certificate to access IRS A2A services

The Confirmation Message

1)
2)

Q Click OK to return to the AE Application Search Results page

Tip: You can also replace the certificate when you change an Application System.
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Bulk Certificate Upload

This section describes the actions required to replace the certificate for many A2A Client
Application Systems in one transaction.

10.1.

10.2.

Prerequisites

You have the e-Services ACA role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 10-1 depicts the navigation steps to do a bulk certificate upload

Login

Select Personality

l

IRS e-Services Welcome

1

AZA Menu Selection

AE Search Results

Bulk Certificate Upload

o @ e @ @ @

. Confirmation Error . -

Figure 10-1 How to upload a certificate to many Application Systems

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 10-2).
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 Search Results For AIR
A2A Client System ID

[ Create New A2A Chent System ID |
Upload Certficate to Mutiple |

A2A Chent System ID's 0)

TCCs All -
Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

Figure 10-2 Upload Certificate to Multiple A2A Client System ID’s Button

0 Click the Upload Certificate to Multiple A2A Client ID’s button. The Upload Certificate
~ | to Multiple A2A Client System ID’s page opens (see Figure 10-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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#> Upload Certificate to
Multiple A2A Client System
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Available ASIDs

199AA202
J 199AA203
199AA204
199AA205

To add ASIDs, select your ASID choices from the Available ASIDs list
above by highlighting them and clicking on the Add button.

To remove ASIDs, select your ASID choices from the Selected ASIDs
list above by highlighting them and clicking on the Remove button.

Certificate File Name ‘ze_nup'ce'tesicer cer | Browse... QJ

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Selected ASIDs

199AA201
199AA206

Figure 10-3 Bulk Upload Page

Select one or more ASIDs from the Available ASIDs list and click the Add button.

® e

Click Browse to select the new certificate. The certificate must be accessible from the
local system.

Click Save, if the request is successful the Confirmation for AIR Replace Certificate page
opens (see Figure 10-5).

© o

Click Cancel to return to the AE Application Search Results page.

Bulk Certificate Upload

10-3




AE Externals Guide

Note: In the event of a data entry error, an error dialog opens (see Figure 10-4). Follow the
instructions in the dialog and click OK to return to the Upload Certificate to Multiple A2A
Client ID’s page to correct the error.

Message from webpage |

The Certificate File Name may not be blank when the Credential Type is
l % set to Certificate.

The Selected ASIDs cannot be blank. Please select at least one ASID

from the Available ASIDs list.

Figure 10-4 A data entry error occurred during a bulk upload

10.3. Confirmation Page
Figure 10-5 depicts the Bulk Certificate Upload confirmation page.

@ Confirmation for AIR
Replace Certificate

You have successfully replaced the certificate.

1)

The A2A Client System Ids: 199AA201, 199AA206
Your request has been successfully processedg

Figure 10-5 Bulk Upload Confirmation

The Application Systems must use the new certificate to access IRS A2A services

The Confirmation Message

o0 e

Click OK to return to the AE Application Search Results page
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11. Viewing an Un-Enrolled Application System

This section describes the actions required to view un-enrolled A2A Client Applications
Systems.

11.1. Prerequisites

e You have the e-Services ACA role assigned to your IEP user account.

11.2. How to Do It

Figure 11-1 depicts the navigation steps to view an un-enrolled Application System.

. Login

Select Personality

IRS e-Services Welcome

A2A Menu Selection

AE Search Results

. View ASID

Figure 11-1 How to View an un-enrolled Application System

® o o o

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

e Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

e Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 11-2).
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' Search Results For AIR
A2A Client System ID

TCCs All -

Doing Business As ACA Provider

ASID Name
199AA201 Test App System
199AA202 Test App System
199AA203 Test App System
199AA204 Test App System
199AA205 Test App System
199AA206 Test App System

[ Create New A2A Cient System ID

‘ Upload Certficate to Multiple
A2A Client System ID's

Customer Name ACA Provider, Inc.

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status Actions

active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
active Edit | Replace Certificate
deleted View

1)

Figure 11-2 Locating an un-enrolled Application System

(see Figure 11-3).

Locate an un-enrolled Application System (an ASID with a deleted status), and click the
Q View link under the Actions column. The View AIR A2A Client System Id page opens

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.

11-2 AE For ACA Providers




AE Externals Guide

g View AIR A2A Client
stem Id

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider
A2A Client System ID 199AA206

Application System
Name

Test App System
Description This is a test
Location Some City, ST

A2A Client System

ID Status deleted

Credential Type Cenficale

Certificate File (Bowse=s)

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services

IRS-ACASubmitService
IRS-ACAAckngService

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button. o
L

Figure 11-3 View AIR A2A Client System Id Page

Click Cancel to return to the AE Application Search Results page
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Appendix A List of Abbreviations

A2A Application to Application
AC Access Control

ACA Affordable Care Act

AE Automated Enrollment

Al Application Integration
AIR ACA Information Returns
ASID A2A Client System ID

Authorized Contact Registered ACA Provider or other ACA Third Party Transmitter user
CA Certificate Authority

DBA Doing Business As

IE Internet Explorer

IEP Integrated Enterprise Portal
IRS Internal Revenue Service
SA Strong Authentication

TCC Transmission Control Code
Ul User Interface
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Appendix B Handling Errors

The AE Application displays an error page when an unexpected condition occurs processing
your request. If the error is recoverable, the AE Application returns to the previous page where
you can provide additional information and retry the request. However, for severe errors, the AE
Application aborts your request and returns to the search results page. Follow the instructions on
the screen, contact the AIR Help Desk and provide them with the error code and error message.
Appendix C provides you information on how to contact the AIR Help Desk.

Figure B-1 shows the format of the AE Error page.

@ Error Messages |

1)

“Error code: ###

Error message will be hc'r'e@
7
Qo

Figure B-1 AE Error Page Format

The error code, ### represents the numeric error code

The error message text describing the error

Click OK to close the error page and return to the previous page or the search results page.
If the error persists, contact the AIR Help Desk.
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Appendix C AIR Help Desk

AIR Help Desk
1-866-937-4130

Monday -~ Friday
7:00AM -~ 7:00PM Easterw

Figure C-1 Contacting the AIR-Help Desk

e Provide the error code and describe the action you were performing when the error
occurred.

e For example, “I received error code 401 when I attempted to enroll an Application
System.”
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