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Question

How do | apply fora TCC?

How will | correct forms submitted in
FIRE once FIRE goes away?

Do | need to develop my own
software?

How long does the application
process for a TCC take?

How do | get schemas for the forms
that | am submitting?

Will this PowerPoint be shared?

How do | get a Software Developers
Kit (SDK)?

Will there be a grace period for FIRE
submissions?

What is the difference between A2A
and UI?

What is TIN Matching?

Is there a process for non-Domestic
Filers?

When will prior year schemas be
available?

FAQs

Answer

Publication 5903 covers the application process for obtaining a TCC.

IRIS application for TCC | Internal Revenue Service

When submitting a correction for an original return filed through FIRE, transmitters must identify FIRE as
the original intake system using the applicable XML data element for A2A files.

The Taxpayer Portal will also allow for prior FIRE original corrections.

You can purchase software or develop on your own.

The application process can take up to 45 days.

Schema packages are not generated or delivered on an individual, real-time basis upon completion of an IRIS
TCC application. Once an application is successfully completed, the package will be distributed as part of the
scheduled bulk delivery.

IRIS schemas and business rules | Internal Revenue Service

Presentations are uploaded to IRS.goVv/IRIS.

IRIS working group meetings and notes | Internal Revenue Service

The SDK is part of the Schema Package that is made available in SOR

There will not be a grace period for FIRE. Once FIRE is retired you will have to use IRIS for all
submissions.

The Application to Application (A2A) intake method uses Extensible Markup Language (XML) format to
bulk file large volumes of information returns.

The Taxpayer Portal allows filers to submit information returns by keying in the information or by
uploading a CSV file.

TIN matching is the process where the IRS verifies the Name/TIN combination for a recipient/payee.
Taxpayer ldentification Number (TIN) Matching | Internal Revenue Service

Foreign filers who are unable to obtain an IRIS Transmitter Control Code (TCC) because their authorized
users do not have a Social Security number (SSN) or Individual Taxpayer Identification Number (ITIN)
must submit their information returns through the International Data Exchange Service (IDES).

Foreign Filer Transmitter Control Code (TCC) Registration | Internal Revenue Service

Prior year schemas and business rules were delivered to SOR on 9/24/2026 for TY2022-TY2025.
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FIRE System Retirement
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> |IRIS will be the only information returns electronic filing system, including current year,
prior year, or corrections, after January 1, 2027.

» Key dates to remember

» Nov. 1, 2026: Last day to file test information returns through the FIRE Trading
Partner Test System.

» Nov. 9, 2026: Last day to make changes to the IR Applications for TCCs.

» Nov. 19, 2026, at 3 p.m. ET: Last day to file information returns through the FIRE
system.

» Publication 1220, Specifications for Electronic Filing of Forms 1097, 1098, 1099,
3921, 3922, 5498, and W-2G, will be made obsolete when the FIRE system retires.

» This information will be contained in the Schema Package and Publications 5717,
5718 and 5719.

» For additional information, visit IRS.gov/iris.
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» Users are strongly encouraged to obtain their IRIS TCC, complete required testing,
and establish their filing processes before the January 2027 production filing season

begins.

User Readiness Steps

Obtain IRIS TCC
Obtain Software ID
Software Developers Establish API Client ID
Complete ATS testing using applicable schemas and business rules

Obtain IRIS TCC
A2A Transmitters Establish API Client ID
Complete required communication testing

Obtain IRIS TCC

Taxpayer Portal Users Collect and organize information needed to support FS27 reporting
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» ATS (Test) Environment

» Effective October 7, 2026, all IRIS ATS transmission requires the following
SchemaVersionNum values when testing:

» T1TY2026: Use SchemaVersionNum 5.0.7
» TY2025: Use SchemaVersionNum 5.0.7

» TY2022-TY2024: Include the required SchemaVersionNum element and use
5.0.7

» These requirements support testing using the schema packages released through the
Secure Object Repository (SOR) on 9/24/2026.

» Production Environment
» No changes are being made to the IRIS Production environment at this time.

» The Production environment will continue to use the currently supported
SchemaVersionNum values until TY26/PY27 becomes available when the
filing season opens in January 2027.
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» |IRIS Assurance Testing System (ATS) is available for A2A testing year-round.
» Tax Year 2026 is current year in IRIS ATS.
» TY26/PY27 IRIS ATS opened on October 5, 2026.
» Tax Year(s) 2025, 2024, 2023 and 2022 are available for prior year returns.

» If you wish to have your Software tested and reviewed for a prior year, you must use
the schema for that year.

» There is not a test environment for the Taxpayer Portal.
» The portal only accepts live production data.

> There is no test software or testing capabilities for transmitters.
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» General information for completing IRIS ATS:
> |IRIS ATS performs schema and business rules validation.
» |IRIS ATS does not support stress or load testing.

» Each submission within a transmission can contain up to 500 information
returns.

» Response times in IRIS ATS do not mirror expected response times in Production.

» The Transmitter Control Code (TCC) must match the TCC for the transmitter in the
IRS database.

> ATS will not accept live taxpayer data for the Issuer and Recipient.
» The first three digits of TIN in Recipient Detail must be equal to "000".
» The first three digits of TIN in Issuer Detail must be equal to "000".
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> An IRIS transmission can contain one or more submissions. The total size of a
transmission cannot exceed 100 MB.

» Each submission within a transmission can contain up to 30,000 information returns.
» There can be multiple submissions within a transmission

> |RIS validates each submission independently during processing.

» Submissions with a high volume of errors will be rejected and not processed.
» 16mb error threshold

» The 30,000-return submission limit establishes a standardized submission size that
promotes

> Efficient processing
» Timely validation
» Consistent status reporting across all IRIS submissions
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» The IRIS A2A channel uses the OAuth 2.0 authorization framework to securely
authenticate software applications before they can communicate with IRS systems.

» OAuth uses JSON Web Tokens (JWTs) to verify both the software application and
the authorized user requesting access.

» Before requesting an access token, the following requirements must be completed:
» An approved IRIS Transmitter Control Code (TCC).
» An approved API Client ID.
> A valid JSON Web Key Set (JWKS) associated with the API Client ID.
» Completed A2A Consent for the API Client ID.
» A valid IRIS User ID obtained during the Consent process.
»When requesting an access token, two JWTs must be provided:

» Client JWT — Represents the software application (client) and is used to
authenticate the application.

»User JWT — Represents the authorized IRIS user (resource owner) on whose
behalf the software is requesting access.
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» The access token generation process consists of the following steps:

1. Your software application creates and signs both the Client JWT and the User
JWT using the private key associated with your registered JWKS.

2. Your software submits both JWTs to the IRS OAuth authorization server when
requesting an access token.

3. The IRS authorization server validates the JWTs using the public key contained
in the JWKS that was submitted with your API Client ID Application.

4. If the JWTs are successfully validated, the IRS verifies that the IRIS user
identified in the User JWT has granted consent to the software application
identified in the Client JWT.

5. If authentication and authorization are successful, the IRS authorization server
issues an Access Token and Refresh Token, which are used by your software to
securely access IRIS A2A services.
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» The most common reasons for ESRV306 are:

Expired JWT (exp claim has passed)

Incorrect system time causing the iat or exp claims to be invalid
Invalid JWT signature (signed with the wrong private key)
Incorrect kid (Key ID) in the JWT header

API Client ID does not match the registered application
Incorrect aud (Audience) value

Using the wrong environment (e.g., Production credentials against ATS, or vice
versa)

Incorrect signing algorithm (IRIS requires RS256)

Malformed or improperly encoded JWT

VVVVYVYYY
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» Verify the following:
» JWT is signed using RS256
» kid matches the registered JSON Web Key (JWK)
» API Client ID is correct
» iss and sub claims are correct
» aud matches the IRS OAuth token endpoint
> iat and exp are valid and based on UTC
» JWT has not expired
> The private key matches the public key registered with the IRS
» Test or Production credentials are being used with the correct environment
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» A new resource is being added to |IRIS working group meetings and notes | Internal
Revenue Service making it easier for users to quickly find answers and related IRIS
guidance.

A B C D E F G H | ) K L M N o B Q R 5 T u
1 Hyperlink to Tab Description of Questions Included on Tab
2 FAQs from prior Working Group Meetings

Top Ten Questions

Questions related to the transition from FIRE to IRIS, induding FIRE retirement
timelines, IRIS registration and TCC requirements, filing methods, file formats
and limitations, prior-year support, validation and error processing, and

HRE To IRIS Transition recedures for correcting returns originally filed through FIRE

Questions related to obtaining, managing, and using an IRIS Transmitber
Control Code {TCC), including application requirements, user and
4 organizational roles, |ssuer/Transmitter/Software Developer TOCs,
government and third-party filing scenarios, Softwars 105, AZA and Taxpayer
Partal access, SOR access, application maintenance, and troubleshoaoting
TCC-related errors.

I#

Questions related to implementing and accessing the IRIS
5 Application-to-Application [AZA) channel, including API Client ID
requiremants, A24 Consent, Client and User |Ds, Ofuth/IWT authentication,
access and refresh tokens, IWKS and digital certificates, TEST/PROD access,
JWHKs API Client ID APl endpoints, and technical integration and troubleshooting.

Questions related to IRIS Assurance Testing System (ATS) requirements and

processes, including annual testing, TY2026 testing availability, Software

Dieveloper and Transmitter testing, test data and scenarios, A2A test

endpaoints, moving TCCs from Test to Production, form-specific testing,

corrections and replacements, business-rule validation,

ackmowledgement//status responses, and troubleshooting ATS errors and
ATE known issues.

Questions related to the IRIS Application-to-Applicetion (AZ4) filing process,
induding AZA implementstion, schema and business rule availability, 50R
7 access, XML development and formatting, prior-year schemas, transmission
and submission requirements, file-size and volume limits, form-specific data
elements, corrections, CFYSF reparting, processing validations, and
AZA ackmowledgement,/status responses

Questions related to using the IRIS Taxpayer Portal for filing information

returns, including portal access and login issues, manual data entry, C5V

uploads and templates, filing limits, data formatting and field requirements,

walidation and error messages, recipient copies, corrections, and portal
Taxpayer Portal functionality or performance.

Questions that apply broadly to IRIS A2ZA and the Taxpayer Portal, including

support resources, filing methods, processing and status results, error

handling, rejected and partizlly accepted submissions, corrections and

replacements, business-rule thresholds, name/TIN matching, recipient data

requirements, prior-year filing, and Combined Federal/State Filing [CF/SF)
A2A & Taxpayer Portal requiremsents.

Questions related to correcting, replading, and resubmitting information

> = TableofContents FAQ FIREToIRIS Transition  TCC Application  JWKs_APIClientld ATS A2A  Taxpayer Portal  A2A & Taxpayer Portal  Corrections  Form Specific  Mon-Domestic Filer  Meeting Information  Mon IRIS

Workbook Statistics
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Questions

Chat is now open for questions.

72227

Help desk
Contact the help desk Monday through Friday 7:30 a.m. — 7:00 p.m. ET.
Listen to all menu options.
+ Toll-free: 866-937-4130
* International: 470-769-5100
« TTY/TDD: 866-937-4130 The IRS welcomes calls via your choice of relay

Meetings are not recorded. The PowerPoint and Questions and Answers will be posted to the IRIS
working group meetings and notes webpage at www.irs.gov.
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Publication 5717 - Information Returns Intake System (IRIS) Taxpayer
Portal User Guide

- - Publication 5718 - Information Returns Intake System (IRIS)
Publications Electronic Filing Application to Application (A2A) Specifications

Publication 5719 - Information Returns Intake System (IRIS) Test
Package for Information Returns

www.irs.gov/inforeturn - a website that provides an overview of the
three different intake channels (FIRE, AIR and IRIS)

Websites www.irs.gov/iris - a website that provides general information about
IRIS

www.irs.qov/irisats and www.irs.qov/irisschema - websites that provide
information about Assurance Testing System (ATS) for the Application
to Application (A2A) filer for IRIS



www.irs.gov/irisschema
www.irs.gov/irisats
www.irs.gov/iris
www.irs.gov/inforeturn
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IRIS Taxpayer Portal helpful hints

WWW. l R S ] g oV / | R | S © ::r:;lea:::; find the required fields for the CSV

f The CSV file formatting guidelines are provided on the Taxpayer Portal. On
‘g[ RS § the dashboard click the Upload CSV with Form Data tile, then on the right
Pay  Refunds jons e vions side of the next page under FAQ, #8 has the template formatting
guidelines. You may download the formatting guidelines for each form
you need to file.

[ -fike inormation returr with 1R

Tips for troubleshooting CSV errors are provided in Publication 5717 (Rev.

E-file information returns with IRIS

9-2024).
Ingividusts IRIS Taxpayer Po Publications (=) luploaded a CSV file and nothing happens when | select
Businesses and self employed 1 tal s "Start".
) 4+ Where can | find the required fields for the CSV
Charities and nonprofits
templates? Confirm the file is saved as a CSV file. After uploading the file, a blue box
R should appear with the title "Current Uploaded File". The blue box will
+ luploaded a CSV file and nothing happens when | select . ) - .
Governmental liaisons Start®, include the name of your file. If your file is not listed, please refresh your
Federal, state and local . - page and try uploading again. If your file name is in the blue box and there
Sovernments + The Taxpayer Portal just spins after | select "Add All" for —————— are no issues, the “Start’ button will turn blue to indicate it is active.
tndian tibel = CSV uploads.
Tax exempt bonds % The Taxpayer Portal notifications are not showing my Email updates %) The Taxpayer Portal just spins after | select "Add All" for
Taxpayer identification aumbers download. Get updates on kssues, changes csv uploads.
(TiN) and working group meetings
4 PDF downloads are showing in the notifications section sbout IRIS.
on the Taxpayer Portal but unable to download the 5 uickAlerts & - & 2
form. #) The Taxpayer Portal notifications are not showing my
download.
+ PDF downloads do not include a payer/issuer copy.

IRIS help

Gt Suppo with IRIS:

You can e-file indormation returns for tax year 2022 snd later with the information

@®

‘ ) PDF downloads are showing in the notifications section
——— e il on the Taxpayer Portal but unable to download the
form.

)

*

) PDF downloads do not include a payer/issuer copy.

Portal hints are located at the top of the IRIS landing page
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IRIS help

www.IRS.goV/IRIS

Help desk

Call Mon. - Fri. 7:30 a.m. - 7 p.m.
itrol Code (TCC). Eastern time.
t can only be used

E-file Forms 1099 with IRIS
+ Toll-free: 866-937-4130

¢ International: 470-769-5100

e by .

o R b o TTY/TDD: 866-937-4130. Use
Sunirvany gad 4ol (mghoyed O orrgin e 2001 0o rae 3t o mome eforman o il g 3l ne
P e S your choice of relay.
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Find meetings and notes for A2A

I trat Cover mememcs, el

developers, transmitters and

Tas Larmge Buradn

F-f-u through "f' IRIS Taxpayer Portal state agencies.

Email updates

13 baid o

ware, you can use

Cat started

S i IRIS help Related

: Hetp desk ¢ Guide to information returns

¥ . neralinstructions for

sgnn y »w these steps: ‘G"Q'“Qj“ Linstructions for
frou e certain information returns
E-file with software through IRIS Application to <
Application (A2A) Woriing growp
f o e - o ad® o R b S iFuar »

Steps to wse IS ASA

Working Group link is located on the right-side content box
on the IRIS landing page
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Pay Refunds

IRIS 101

Credits & Deductions Forms & Instructions

Home [ Tax Pros / Modernized e-File / RIS working group meetings and notes

IRIS working group meetings and notes

Enrolled agents

Annual Filing Season Program
participants

Enrolled retirement plan agents

Certified Professional Employer
Organization (CPEOQ)

Enrolled actuaries

E-file providers

Modernized e-File
Modernized e-File status

Become an authorized e-file
provider

Authorized IRS E-file Provider

The IRS holds monthly working group meetings to provide updates and support for
the Information Returns Intake System (IRIS). The meeting is for software
developers, transmitters and state agencies interested in the IRIS Application to
Application (A2A) intake system.

Meetings are usually held the second Wednesday of the month at 1 p.m. Eastern
time.

We publish meeting notes afterward.

Join a meeting
IRIS 101 (%"

August Warking Group Meeting (4

Get notified about IRIS
For email updates on IRIS, subscribe to QuickAlerts for IRIS =

Meeting notes

View slides and questions and a

IRIS 101 PowerPoint

meetings.

Search

Related

Information returns intake system

FAQS.
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Pay Refunds Credits & Deductions Forms & Instructions

Home Tax Pros /| Modemized e-File IRIS working group meetings and notes

IRIS working group meetings and notes

Enrolled agents The IRS holds monthly working group meetings to provide updates and support for
the Information Returns Intake System (IRIS). The meeting is for software

Annual Filing Season Program developers, transmitters and state agencies interested in the IRIS Application to

Application (A2A) intake system

participants

Meetings are usually held the second Wednesday of the month at 1 p.m. Eastern
Enrolled retirement plan agents tme.
Certified Professional Employer We publish meeting notes afterward

Information returns intake system FAQS PDF

IRIS FAQ pdf is located on the IRIS Working group page
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IRIS Working Group Index

wwWw.IRS.qoV/IRIS

f@ﬁ] RS File Pay

Refunds Credits & Deductions Forms & Instructions

| Modernized e-File
Modernized e-File status

Become an authorized e-file
provider

Authorized IRS E-file Provider
Locator Service

QuickAlerts

Electronic filing options for
business and self-employed
taxpayers

Modernized e-File forms

For email updates on IRIS, subscribe to QuickAlerts for IRIS (£

Meeting notes

View slides and questions and answers from meetings.
’ . 2025 IRIS Working Group PowerPoint Index

January 2025 February 2025 March 2025
@ 2025 Filng Season Updates
Filng Season update Fiing Season Updates YTD Number of Forms
Volume count Number of Forms Filed Filea
. " Due dates Highest volume forms Highest volume forms
2025 IRIS Working Group PowerPoint index | PoF Opening date & what forms may | Upcoming e-fiing due Upcoming e-filing due
be filed dates dates
* June 11,2025 Known Issues for !he Taxpayer
Portal Known Issue Updates:
o Slides | ror New issues A2A
Top fagoed Business Rules Resolved issues Taxpayer Portal
© Q8As | poF Known Issues (Taxpayer
Portal)
* May 14, 2025 PDF downloads Useful Tips & Updates
g 1099-R Taxpayer Portal Helpful hints
© Slides |ror 1099-PATR IRIS WG meeting wedpage link
) 1098 IRIS FAQs (PDF) added link
© Q&As |ror Schema vabdabon CF/SF Info
. rejections CSV Efror Registraton Questions
e April 9,2025 Updates/Useil Tos
o Slides | ror Which role 10 select
R Status definitions Resources
~n APAr | one Issuer Management Added WG Index to PowerPoint
April 2025 May 2025 June 2025
Filing Season upgate Fiing Scason Update: Filing Scason Update
Violume count Volume count Volume count
Highest volume forms Highest volume forms

Future new forms for TY25/PY26 Future now forms for TY25/PY26 | Tips and Updates
Prior topics under review
Future forms

A2A corrections

Current projects undor review:
FIRE rotiromont

Topics under review (Updates)

Transition to IRIS:
FIRE retiromeont

CSV Tempiates Steps to transition to IRIS
PDF zip files and indrvidual files IRIS helptul hints
TIN Matching Transition from FIRE to IRIS Registration questions

Registration Questions

Registration questions
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Homg / Flig / Ee Forms 1099 witn RIS

Hep | News | Engusn v | (G Chamtesanonprofts | (B TaxPros

Credits & Deductions Forms &Instructions

E-file Forms 1099 with IRIS

Individuals

Businesses and self-Employed
Charities and Nonprofits
International Taxpayers
Governmental Lialsons

Federal state Local
Governments

Indian Tribal Governments

Tax Exempt Bonds

10 or more returns: E-filing now required

0 Starting taxyear 2023, if you have 10 or more information
returns, you must flle them electronically. Find details on the
final e-file regulations

You can e-file any Form 1089 for tax year 2022 and later with the Information
Returns Intake System (IRIS). The system also lets you file corrections and request
for Forms 1099,

automatic ex

For system avallability
There are 2 ways to &flle with IRIS

E-file through the IRIS Taxpayer Portal

This free, web-based filing system lets you:

le up 10 100 returs at a time

er manually or by csv upload

0 distribute

leted, filed and distributed forms
ssuer Information

Keep a record of co

+ Download payee co
« Saveand manag:

Get started

To use the IRI5 Taxpayer Portal, you need an IRIS Transmitter Control Code (TCC]
This 5-digit code Identifies your business when you e-file forms. it can only be used

Apply for an IRIS Taxpayer Portal TCC

RIS Taxpayer Portal User Guide, Publicati

E-file with software through IRIS Application to
Application (A2A)

if you have a third-party software or service or are developing software, you can
use IRIS A24to e-file thousands of returns (up to 100 MB at 2 time).

Steps to use RIS A2A

Q

Publications

ar
about IRIS,

king group meetings

0 Quickalerts ('

IRIS help

Get support with IRIS:

Help desk

Call Mon. - Frl, 7:30 a.m. - 7:00

state agencies.

1itrol Code (TCC).
tcan only be used

to

tware, you can use

w these steps:

IRIS help

Get support with IRIS:

Help desk

Call Mon. - Fri. 7:30 a.m. - 7 p.m.
Eastern time.

¢ Toll-free: 866-937-4130

* International: 470-769-5100

o TTY/TDD: 866-937-4130. Use
your choice of relay.

Working group meetings

Find meetings and notes for A2A
developers, transmitters and

state agencies.

Related

¢ Guide to information returns

¢ General instructions for

certain information returns
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	Collect and organize information needed to support FS27 reporting 


	Schema Versions 
	Schema Versions 
	ATS (Test) Environment 
	

	Effective October 7, 2026, all IRIS ATS transmission requires the following SchemaVersionNum values when testing: 
	

	TY2026: Use SchemaVersionNum 5.0.7 TY2025: Use SchemaVersionNum 5.0.7 
	
	

	TY2022–TY2024: Include the required SchemaVersionNum element and use 5.0.7 
	

	
	
	
	

	These requirements support testing using the schema packages released through the Secure Object Repository (SOR) on 9/24/2026. 

	
	
	

	Production Environment 


	No changes are being made to the IRIS Production environment at this time. 
	

	The Production environment will continue to use the currently supported SchemaVersionNum values until TY26/PY27 becomes available when the filing season opens in January 2027. 
	


	IRIS ATS Reminders 
	IRIS ATS Reminders 
	
	
	
	

	IRIS Assurance Testing System (ATS) is available for A2A testing year-round. 

	
	
	
	

	Tax Year 2026 is current year in IRIS ATS. 

	
	
	
	

	TY26/PY27 IRIS ATS opened on October 5, 2026. 

	
	
	

	Tax Year(s) 2025, 2024, 2023 and 2022 are available for prior year returns. 



	
	
	

	If you wish to have your Software tested and reviewed for a prior year, you must use the schema for that year. 

	
	
	
	

	There is not a test environment for the Taxpayer Portal. 

	
	
	
	

	The portal only accepts live production data. 

	
	
	

	There is no test software or testing capabilities for transmitters. 





	ATS Overview 
	ATS Overview 
	
	
	
	
	

	General information for completing IRIS ATS: 

	
	
	
	

	IRIS ATS performs schema and business rules validation. 

	
	
	

	IRIS ATS does not support stress or load testing. 


	Each submission within a transmission can contain up to 500 information returns. 
	


	
	
	

	Response times in IRIS ATS do not mirror expected response times in Production. 

	
	
	

	The Transmitter Control Code (TCC) must match the TCC for the transmitter in the IRS database. 

	
	
	
	

	ATS will not accept live taxpayer data for the Issuer and Recipient. 

	
	
	
	

	The first three digits of TIN in Recipient Detail must be equal to "000". 

	
	
	

	The first three digits of TIN in Issuer Detail must be equal to "000". 





	Production File Limits 
	Production File Limits 
	
	
	
	

	An IRIS transmission can contain one or more submissions. The total size of a transmission cannot exceed 100 MB. 

	
	
	
	

	Each submission within a transmission can contain up to 30,000 information returns. 

	There can be multiple submissions within a transmission 
	


	
	
	
	

	IRIS validates each submission independently during processing. 

	Submissions with a high volume of errors will be rejected and not processed. 
	

	16mb error threshold 
	


	
	
	
	

	The 30,000-return submission limit establishes a standardized submission size that promotes 

	
	
	
	

	Efficient processing 

	
	
	

	Timely validation 

	
	
	

	Consistent status reporting across all IRIS submissions 





	Access Tokens 
	Access Tokens 
	The 
	The 
	The 
	The 
	IRIS A2A channel uses the OAuth 2.0 authorization framework to securely authenticate software applications before they can communicate with IRS systems. 

	OAuth uses JSON Web Tokens (JWTs) to verify both the software application and the authorized user requesting access. 
	


	Before
	Before
	Before
	 requesting an access token, the following requirements must be completed: 

	An
	An
	An
	 approved IRIS Transmitter Control Code (TCC). 

	An
	An
	 approved API Client ID. 

	A
	A
	valid JSON Web Key Set (JWKS) associated with the API Client ID. 

	Completed 
	Completed 
	A2A Consent for the API Client ID. 

	A
	A
	valid IRIS User ID obtained during the Consent process. 



	When
	When
	When
	 requesting an access token, two JWTs must be provided: 

	Client
	Client
	Client
	 JWT – Represents the software application (client) and is used to authenticate the application. 

	User
	User
	 JWT – Represents the authorized IRIS user (resource owner) on whose behalf the software is requesting access. 





	Access Token Generation 
	Access Token Generation 
	The access token generation process consists of the following steps: 
	1. 
	1. 
	1. 
	Your software application creates and signs both the Client JWT and the User JWT using the private key associated with your registered JWKS. 

	2. 
	2. 
	Your software submits both JWTs to the IRS OAuth authorization server when requesting an access token. 

	3. 
	3. 
	The IRS authorization server validates the JWTs using the public key contained in the JWKS that was submitted with your API Client ID Application. 

	4. 
	4. 
	If the JWTs are successfully validated, the IRS verifies that the IRIS user identified in the User JWT has granted consent to the software application identified in the Client JWT. 

	5. 
	5. 
	If authentication and authorization are successful, the IRS authorization server issues an Access Token and Refresh Token, which are used by your software to securely access IRIS A2A services. 



	ESRV306 Errors 
	ESRV306 Errors 
	
	
	
	
	

	The most common reasons for ESRV306 are: 

	
	
	
	

	Expired JWT (exp claim has passed) 

	
	
	

	Incorrect system time causing the iat or exp claims to be invalid 

	
	
	

	Invalid JWT signature (signed with the wrong private key) 

	
	
	

	Incorrect kid (Key ID) in the JWT header 

	
	
	

	API Client ID does not match the registered application 

	
	
	

	Incorrect aud (Audience) value 

	
	
	

	Using the wrong environment (e.g., Production credentials against ATS, or vice versa) 

	
	
	

	Incorrect signing algorithm (IRIS requires RS256) 

	
	
	

	Malformed or improperly encoded JWT 



	
	
	
	

	Verify the following: 

	
	
	
	

	JWT is signed using RS256 

	
	
	

	kid matches the registered JSON Web Key (JWK) 

	
	
	

	API Client ID is correct 

	
	
	

	iss and sub claims are correct 

	
	
	

	aud matches the IRS OAuth token endpoint 

	
	
	

	iat and exp are valid and based on UTC 

	
	
	

	JWT has not expired 

	
	
	

	The private key matches the public key registered with the IRS 

	
	
	

	Test or Production credentials are being used with the correct environment 





	Working Group Q&A 
	Working Group Q&A 
	A new resource is being added to making it easier for users to quickly find answers and related IRIS guidance. 
	
	IRIS working group meetings and notes | Internal Revenue Service 

	Figure
	Questions Chat is now open for questions. 
	Help desk Contact the help desk Monday through Friday 7:30 a.m. – 7:00 p.m. ET. Listen to all menu options. 
	• Toll-free: 866-937-4130 • International: 470-769-5100 
	• TTY/TDD: 866-937-4130 The IRS welcomes calls via your choice of relay 
	• Meetings are not recorded. The PowerPoint and Questions and Answers will be posted to the IRIS 
	working group meetings and notes webpage at www.irs.gov. 

	Working Group Resources 

	Resources 
	Resources 
	-Information Returns Intake System (IRIS) Taxpayer Portal User Guide 
	Publication 5717 

	-Information Returns Intake System (IRIS) 
	Publication 5718 

	Publications 
	Publications 
	Electronic Filing Application to Application (A2A) Specifications 
	-Information Returns Intake System (IRIS) Test Package for Information Returns 
	Publication 5719 

	-a website that provides an overview of thethree different intake channels (FIRE, AIR and IRIS) 
	www.irs.gov/inforeturn 
	www.irs.gov/inforeturn 



	Websites 
	Websites 
	-a website that provides general information about IRIS 
	www.irs.gov/iris 
	www.irs.gov/iris 


	and -websites that provide information about Assurance Testing System (ATS) for the Application to Application (A2A) filer for IRIS 
	www.irs.gov/irisats 
	www.irs.gov/irisats 

	www.irs.gov/irisschema 
	www.irs.gov/irisschema 


	IRIS Taxpayer Portal Hints Portal hints are located at the top of the IRIS landing page 
	IRIS Working Group Working Group link is located on the right-side content box on the IRIS landing page 
	IRIS 101 
	IRIS FAQS IRIS FAQ pdf is located on the IRIS Working group page 
	IRIS Working Group Index 
	www.IRS.gov/IRIS IRIS Working Group 






