IRS.gov/security

Tax Security Awareness [/ \E
Tips & Resources “a .

Online Safety

The Security Summit partners — representing the IRS, state tax agencies and the nation’s
tax community — remind people to take these basic steps when shopping online:
B Use anti-virus software with anti-malware; ensure it includes a firewall to prevent
intrusions.
B Use strong and unique passwords for all accounts.
B Use multi-factor authentication whenever possible.
B Shop only secure websites with the padlock icon and “https” in the web address.
B Don’t shop on unsecured or public Wi-Fi.

Tax Pros: Protect Your Clients

As identity thieves continue targeting tax professionals, the IRS and the Summit partners
urge practitioners to review the “Taxes-Security-Together” Checklist, including:

B Use multi-factor authentication to protect tax software accounts and clients; this is

a new safeguards requirement for tax pros from the Federal Trade Commission.

B Use a Virtual Private Network if working remotely.

B Create a Written Information Security Plan (WISP) as required by federal law.

B Know about phishing and phone scams.

B Create data security and data theft recovery plans.

Identity Theft & IRS IP PIN program

Taxpayers who can verify their identities online may opt into the IRS IP PIN program — a
tool taxpayers can use to protect themselves and their tax refund from identity thieves.
Here’s what taxpayers need to know:

B The Identity Protection PIN or IP PIN is a six-digit code known only to the individual
and the IRS. It provides another layer of protection for taxpayers’ Social Security
numbers on tax returns.

B Use the Get an Identity Protection PIN tool at IRS.gov/ippin to immediately get an
IP PIN.

B Never share the IP PIN with anyone but a trusted tax provider.

Help for tax pros, small businesses

Most cyberattacks are aimed at small businesses with less than 100 employees. To help
this important group, the Security Summit offers important information:

B | earn about best security practices for small businesses.

B A Business Identity Theft Affidavit, Form 14039-B, is available for businesses to
report theft to the IRS.

B Beware of various scams, especially the W-2 scam that attempts to steal employee
income information and “spearphishing” attacks where scammers approach tax
pros as new, potential clients.

B Check out the “Business” section on IRS’s Identity Theft Central.

For additional resources, visit IRS.gov/security and follow the IRS social media pages below.

Follow the IRS on social media for more information.

YouTube Instagram X
@IRSVideos @IRSnews @IRSnews
i @IRStaxpros
@IRSVideosASL Facebook p
@IRSmultilingual e @IRSenEspanol
i — @IRStaxsecurity
LinkedIn IRS en Espaiiol

@IRSsmallbiz

Internal Revenue Service |RsS Tax Pros

Publication 5885 (11-2023) Catalog Number 94464C Department of the Treasury Internal Revenue Service www.irs.gov


https://www.irs.gov/newsroom/irs-social-media
https://www.irs.gov/newsroom/security-summit
https://www.irs.gov/tax-professionals/tax-security-2-point-0-the-taxes-security-together-checklist
https://www.irs.gov/pub/irs-pdf/p5708.pdf
http://www.twitter.com/irssmallbiz
https://www.irs.gov/identity-theft-central
https://www.irs.gov/individuals/taxes-security-together
https://www.youtube.com/IRSvideos
https://www.youtube.com/IRSvideosASL
https://www.youtube.com/IRSmultilingual
https://www.linkedin.com/company/irs
https://www.instagram.com/irsnews/
https://www.facebook.com/IRS
http://www.facebook.com/IRSenEspanol
http://www.facebook.com/IRStaxpros
http://twitter.com/irsnews
https://www.twitter.com/irstaxpros
https://twitter.com/IRSenespanol
https://twitter.com/IRStaxsecurity
http://www.twitter.com/irssmallbiz
https://www.irs.gov/security
http://www.irs.gov




Accessibility Report





		Filename: 

		PO70768_p5885--2023-11-00.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



