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Basic Information/Executive Summary 
 
What is the name of your project (system, database, pilot, product, survey, social media 
site, etc.)? 

ACA Information Return 
 
Acronym:  

AIR 
 
Business Unit  

Taxpayer Services 
 
Preparer 

# For Official Use Only 
 
Subject Matter Expert 

# For Official Use Only 
 
Program Manager 

# For Official Use Only 
 
Designated Executive Representative 

# For Official Use Only 
 
Executive Sponsor 

# For Official Use Only 
 
Executive Summary: Provide a clear and concise description of your project and how it 
will allow the IRS to achieve its mission. 

Affordable Care Act Information Returns (AIR) and Partnership Bipartisan 
Budget Act (PBBA) Business teams own the applications. These applications are 
needed to process information provided as part of the Affordable Care Act 
information returns and Bi-partisan Budget Act (BBA) information returns. The 
applications receive transmissions from transmitters (Centers for Medicare & 
Medicaid Services (CMS), insurers, employers) and transmitters of BBA forms. 
The applications are built on Java/J2EE Jboss technology stack. AIR only stores 
metadata of the transmissions. The Information Returns Database (IRDB) is an 
authoritative store for AIR data. AIR only stores metadata of the transmissions. 
The IRDB is an authoritative store for AIR data. AIR Business owns the system. 
Co-owners and administrators are part of Development Services Section 1, 
Submission Processing, PBBA eFile Support, IRS Project Management Office 



(PMO) and Peraton contractors. The system is deployed within a secure 
infrastructure. These applications support the Affordable Care Act and Bipartisan 
Budget Act (BBA). The applications receive information returns to support the 
legislation’s requirements. This system fulfils requirements of the legislation 
(Affordable Care Act and Bipartisan Budget Act (BBA)). The applications 
receive information returns that contain SBU/PII and that information is sent 
downstream to IRDB after the information returns are processed. The data that is 
stored in AIR and PBBA databases is only accessible to the application and any 
Database administrators (DBAs) who may know the DB password. The as-is xml 
files are stored on the filesystem and are only accessible to system administrators. 
No other individual has access to it. Information returns metadata is available for 
IRS business to access via the management console applications. AIR and PBBA 
applications process information returns to support the ACA and BBA legislation. 
The forms are checked for business rules and then sent to IRDB for storage. 

 
Personally Identifiable Information (PII) 
 
Will this project use, collect, receive, display, store, maintain, or disseminate any type of 
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal 
Tax Information (FTI)? 

Yes 
 
Please explain in detail how this project uses sensitive data from inception to destruction 
(data lifecycle). 

A transmitter must submit an application for electronic filing, and must be 
approved, in order to be assigned Transmitter Control Codes (TCC). A TCC is 
required to transmit Affordable Care Act (ACA) information Returns directly to 
the Internal Revenue Service (IRS) and EXAM related document directly to the 
IRS via electronic methods (i.e., the Internet). ACA Information Returns 
(AIR)/Information Returns Intake System (IRIS) performs document acceptance 
and validation based on Business Rules. It is the responsibility of the business 
trading partner who sends the data to ensure it is correct, timely, and complete, 
but the Provider is responsible for the accuracy of the return and is liable for any 
penalties. As AIR makes no changes to data, the data will be as accurate, relevant, 
timely, and complete as it was when the business trading partner sent it to AIR. 
Information coming from IRS systems will be assumed to be accurate. 
Information Returns Database (IRDB) which is the Authoritative Store for 
Information Returns processed by AIR. Internal Users (IRS Employees) - Internal 
Users are subject to management, system administrator, data administrator, and 
security administrator approval via the Business Entitlement Access Request 
System (BEARS). Affordable Care Act (ACA) Information Return (IR) project 
does not store Personally Identifiable Information (PII) - Database (IRDB) which 
is the Authoritative Store for Information Returns processed by AIR. AIR is an 
IRS application. ACA Information Return data is approved for destruction under 



National Archives and Records Administration (NARA) Job No. NC1-58-77-4 
and published in IRS Document 12990 under Records Control Schedule (RCS) 29 
for Submissions Processing Campus Records, item 85.  

 
Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable 
Information (PII)/Federal Tax Information (FTI) that this project uses. 

Address 
Email Address 
Employer Identification Number 
Individual Taxpayer Identification Number (ITIN) 
Name 
Other 
Preparer Taxpayer Identification Number (PTIN) 
Social Security Number (including masked or last four digits) 
Tax ID Number 
Telephone Numbers 

 
Please explain the other type(s) of PII that this project uses. 

Healthcare coverage information may sometimes be transmitted by third parties 
authorized to submit forms on behalf of the health care coverage providers.  

 
Cite the authority for collecting SBU/PII/FTI (including SSN if relevant). 

PII for federal tax administration - generally IRC Sections 6001 6011 or 6012 
SSN for tax returns and return information - IRC section 6109 

 
Product Information (Questions) 
 
1 Is this PCLIA a result of a specific initiative or a process improvement? 

No 
 
2 What type of project is this (system, project, application, database, pilot/proof of 
concept/prototype, power platform/visualization tool)? 

Application 
 
3 What Tier designation has been applied to your system? (Number) 

4 
 
4 Is this a new system? 

No 
 
4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this 
project? 

Yes 



 
4.11 What is the previous PCLIA number? 

7998 
 
4.12 What is the previous PCLIA title (system name)? 

ACA Information Returns (AIR) 
 
4.2 You have indicated this is not a new system; explain what has or will change and 
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.) 

Expiring PCLIA 
 
5 Is this system considered a child system/application to another (parent) system? 

No 
 
6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or 
indicate if you go through Information Technology's (IT) Technical Insertion Process and 
what stage you have progressed to. 

Execution 
 
7 Is this a change resulting from the OneSDLC process? 

No 
 
8 Please provide the full name and acronym of the governance board or Executive 
Steering Committee (ESC) this system reports to. 

Steering committees and governance boards have been placed on indefinite hold 
by the Chief Information Officer (CIO). 

 
9 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA, 
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance. 

Yes 
 
9.1 What is the ABA ID? 

210012  
 
9.2 List any additional ABA IDs for each application covered, separated by a comma 
(example: 123456,789012). 

211242  
 
10 Does this system disclose any PII to any third party outside the IRS? 

No 
 
11 Does your project/system involve any use of artificial intelligence (AI), including 
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order 
13960 and 14110? 

No 



12 Does this system use cloud computing? 
No 

 
13 Does this system/application interact with the public? 

No 
 
14 Describe the business process allowing an individual to access or correct their 
information. (Due Process) 

After checking status to find out that their submission contains an error or was 
rejected, the submitter can correct the error(s) in their own environment and re-
submit. The rejection response from the IRS to the submitter will include details 
as to why the submission was rejected. Likewise, in the case of incorrect 
information that does not cause a reject, the submitter will be informed as to 
exactly what elements are incorrect. Transmitters will have access to IRS 
personnel (dedicated phone lines), as well as documentation (published 
documents as well as material at IRS.gov) to assist them in interpreting the 
responses, making necessary corrections, and resubmitting the transmission.  

 
15 Is this system owned and/or operated by a contractor? 

Yes 
 
15.1 If a contractor owns or operates the system, does the contractor use subcontractors; 
or do you require multiple contractors to operate, test, and/or maintain this system? 

No 
 
15.2 What PII/SBU data does the subcontractor(s) have access to? 

No 
 
16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access 
level (to this system's PII data) each role is entitled to. (Include details about completion 
status and level of access of the contractor's background investigation was approved for.) 

IRS Employees  Access Level (Read Only/Read Write/Administrator)  
Users    Read-Only  
Sys. Administrators  Read-Only  
Developers   Read-Only  
Contractor Employees  Access Level  Background Invest. Level  
Developers    Read-Only  Moderate  

 
17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a 
system of records, to inform each individual requested to supply information about 
himself or herself. Please provide the Privacy Act Statement presented by your system or 
indicate a Privacy Act Statement is not used and individuals are not given the opportunity 
to consent to the collection of their PII. 

AIR does not need one because no user can interact with AIR directly. 



 
18 How many records in the system are attributable to IRS Employees? Enter "Under 
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable". 

Not Applicable 
 
19 How many records in the system are attributable to contractors? Enter "Under 5,000", 
"5,000 to 10,000", "More than 10,000" or "Not Applicable".  

Not Applicable 
 
20 How many records in the system are attributable to members of the public? Enter 
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable". 

More than 1,000,000 
 
21 Identify any "other" records categories not attributable to the categories listed above; 
identify the category and the number of corresponding records, to the nearest 10,000; if 
no other categories exist, enter "Not Applicable". 

Not Applicable 
 
22 How is access to SBU/PII determined and by whom? 

Internal Users (IRS Employees) - Internal Users are subject to management, 
system administrator, data administrator, and security administrator approval via 
the BEARS system. No contractors have access to the system without going 
through BEARS and obtaining approval from IRS management. BEARS is used 
to document access requests, modifications, terminations for all types of users, 
including system administrators. External Users do not have access to PII on AIR. 
For Internal users once receive approval to access AIR, they can then view returns 
via the AIR Management Console (AMC) to check for any errors while being 
processed by the AIR application. Only approved BEARS users with AMC 
entitlement can access AMC. 

 
23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an 
upload to the Attachment Section is required. 

Yes 
 
24 Explain any privacy and civil liberties risks related to privacy controls. 

There are no known privacy and civil liberties risks related to privacy controls. 
 
25 Please upload all privacy risk finding documents identified for the system (Audit trail, 
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete. 

Yes 
 
26 Describe this system's audit trail in detail. Provide supporting documents. 

The application has Information Technology (IT) operation Record (ITOR) audit 
logs that record operation records. The application also maintains audit tables to 
record any admin processing via the AIR Management Console (AMC) in the 



application database. The application maintains Enterprise Security Audit Trails 
(ESAT) logs for any Negative Taxpayer Identification Number (NTIN) access 
from the AMC. All these logs are available via SPLUNK. 

 
27 Does this system use or plan to use SBU data in a non-production environment? 

No 

 
Interfaces 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Security Audit and Analysis System (SAAS) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Integrated Production Model (IPM) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

TIN Validation - Information Returns  
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Integrated Enterprise Portal (IEP) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Splunk 
Incoming/Outgoing 

Both 
 



Transfer Method 
Electronic File Transfer Utility (EFTU) 

 
Interface Type 

Forms 
Agency Name 

1094/95 
B/C,1095A,8980,8981,8982,8983,8984,8985,8586,8988,8989,147
26,15028,5498-QA,1099-QA  

Incoming/Outgoing 
Both 

Transfer Method 
Integrated Enterprise Portal (IEP) 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Correspondence Examination Automation Support (CEAS) 
Incoming/Outgoing 

Both 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Information Sharing Reporting - Analytics and Reporting (ISR 
AR) 

Incoming/Outgoing 
Outgoing (Sending) 

Transfer Method 
Electronic File Transfer Utility (EFTU) 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Information Returns Processing System (IRPS) 
Incoming/Outgoing 

Both 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

Other Federal Agencies 
 



Agency Name 
Centers for Medicare and Medicaid Services 

Incoming/Outgoing 
Incoming (Receiving) 

Transfer Method 
Electronic File Transfer Utility (EFTU) 

 
Interface Type 

State Agencies 
Agency Name 

State Based Market Place 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Processing System (IRPS) IDQ TIN Validation 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Application to Application (A2A)  
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Integrated Enterprise Portal (IEP) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Integrated Enterprise Portal (IEP) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Tin Validation - Enterprise Common Service (TIN-ECS) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 



Agency Name 
Business Analytics (BA) 

Incoming/Outgoing 
Outgoing (Sending) 

Transfer Method 
Secured channel via HTTPS 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Integrated Submission and Remittance Processing (ISRP) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Enterprise Service Bus (ESB) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Electronic File Transfer Utility (EFTU) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Information Return Database (IRDB) 
Incoming/Outgoing 

Both 
Transfer Method 

Electronic File Transfer Utility (EFTU) 

 
Systems of Records Notices (SORNs) 

 
SORN Number & Name 

IRS 24.046 - Customer Account Data Engine Business Master File 
Describe the IRS use and relevance of this SORN. 

To maintain records of business tax returns, return transactions, 
and authorized taxpayer representatives. 

 
 



SORN Number & Name 
IRS 42.021 - Compliance Programs and Projects Files 

Describe the IRS use and relevance of this SORN. 
To track information relating to special programs and projects to 
identify non-compliance schemes and to select individuals 
involved in such schemes for enforcement actions. 

 
SORN Number & Name 

IRS 34.037 - Audit Trail and Security Records 
Describe the IRS use and relevance of this SORN. 

To identify and track any unauthorized accesses to sensitive but 
unclassified information and potential breaches or unauthorized 
disclosures of such information or inappropriate use of government 
computers to access Internet sites for any purpose forbidden by 
IRS policy (e.g., gambling, playing computer games, or engaging 
in illegal activity), or to detect electronic communications sent 
using IRS systems in violation of IRS security policy. 

 
SORN Number & Name 

IRS 24.030 - Customer Account Data Engine Individual Master 
File 

Describe the IRS use and relevance of this SORN. 
To maintain records of tax returns, return transactions, and 
authorized taxpayer representatives. 

 
Records Retention 

 
What is the Record Schedule System? 

Record Control Schedule (RCS) 
What is the retention series title? 

Tax Administration - Compliance 
What is the GRS/RCS Item Number? 

22 item 56 
What type of Records is this for? 

Both (Paper and Electronic) 
Please provide a brief description of the chosen GRS or RCS item. 

Affordable Care Act (ACA) Information Returns Database (IRDB) 
What is the disposition schedule? 

Cut off data at the end of the calendar year. Delete/Destroy data 3 
years after cutoff. 

 
What is the Record Schedule System? 

General Record Schedule (GRS) 
 



What is the retention series title? 
3.2 Information Systems Security Records 

What is the GRS/RCS Item Number? 
030, 031 

What type of Records is this for? 
Both (Paper and Electronic) 

Please provide a brief description of the chosen GRS or RCS item. 
System access records. These records are created as part of the user 
identification and authorization process to gain access to systems. 

What is the disposition schedule? 
030 - Temporary. Destroy when business use ceases. 031 - 
Temporary. Destroy 6 years after password is altered or user 
account is terminated, but longer retention is authorized if required 
for business use. 

 
What is the Record Schedule System? 

Record Control Schedule (RCS) 
What is the retention series title? 

TAX ADMINISTRATION - LARGE BUSINESS AND 
INTERNATIONAL (LB&I)  

What is the GRS/RCS Item Number? 
26 item 58 

What type of Records is this for? 
Both (Paper and Electronic) 

Please provide a brief description of the chosen GRS or RCS item. 
Affordable Care Act (ACA) Insurance Provider Fee (IPF) Records 

What is the disposition schedule? 
Cut off at assessment date (Sept 30). Delete/Destroy 10 years after 
cutoff. 

 
Data Locations 

 
What type of site is this? 

System 
What is the name of the System? 

AIR Filesystem & Database 
What is the sensitivity of the System? 

Sensitive But Unclassified (SBU) 
Please provide a brief description of the System. 

AIR veritas file system that stores as received data, and AIR oracle 
database where processed meta data is stored. 

What are the incoming connections to this System? 
Both Filesystem & Database are only accessible by AIR 
application, no other connection are allowed.  



What are the outgoing connections from this System? 
No outgoing connection. 

 
 


