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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Atlassian Work Management

Acronym:
AWM

Business Unit
Information Technology

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
Atlassian Work Management (AWM) - AWM is part of the Developer
Experience Platform (DXP) and is an internal developer platform which facilitates
product development & delivery, their respective workflows, & executive
reporting capabilities enabling IRS software product teams to build, test, and
deploy software with fewer barriers. AWM is an extension of DXP Al (PCLIA
2537). As a toolset within DXP AI (PCLIA 2537), it is comprised of the Atlassian
Jira, Atlassian Align, Atlassian Confluence, & their corresponding plug-ins. This
PCLIA, i.e., 3108, represents the PCLIA for AWM, but NOT all of DXP. PCLIA
2537 represents the Al piece for ALL of DXP, including AWM since AWM is
part of DXP. PCLIA 2537 is the parent of PCLIA 3108 (AWM). AWM will be
required to support the processing of Personally Identifiable Information (PII) &
Federal Tax Information (FTT), e.g., SSNs, Addresses, ITINs, TINs, etc., in a



limited capacity. AWM currently uses sensitive but unclassified information
(SBU), e.g., asset names/barcodes for asset (hardware, software, application, data)
identification, IP addresses, SEIDs, etc. Please note that AWM is assuming the
SBU/PII processing functions previously performed by International Business
Machine (IBM) Engineering Lifecycle Management (ELM) (PCLIA #2012)
following its retirement. Atlassian Work Management (AWM) product contains
the full Atlassian product suite consisting of Jira, Jira Align, and Confluence
hosted across 3 environments (development, test and production), hosted from
GSS-27 (dstest.irsnet.gov, ddt.dsdt.irsnet.gov), GSS-42 (dstest.irsnet.gov), and
GSS-30 (ds.irsnet.gov). The Atlassian product suite specializes in managing and
tracking work across multiple teams and programs across the agency. The AWM
implementation resides on premises within the IRS Data Centers. The current
number of users supported is ~7,500 internal users within the IRS.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
Atlassian Work Management (AWM) is a commercial off the shelf (COTS)
solution designed to manage the flow of people, processes, and information.
AWM consists of Atlassian Jira, Atlassian Jira Align, and Atlassian Jira
Confluence. AWM support IRS IT product development/delivery activities from
requirements inception through work-item/task management to product validation
& testing. Some product teams will need FTI/PII data in support of their product
development lifecycle. The Filing Season & Legislative Delivery (FSLD) team is
the only use-case that's been fully qualified. The FSLD team makes a copy of a
subset of FTI/PII data from production tax accounts for their supported source
systems to conduct Final Integration Testing (FIT). There is no connection
between AWM and the SBU source systems, so testers manually enter the data to
test the filing season changes against the copied SBU data. The goal of FIT is to
validate that all integrated systems within the IRS Enterprise ecosystem function
together correctly before production deployment. It verifies end-to-end business
process across applications and confirms data integrity, system interactions, and
compliance with test requirements. SBU data is necessary since there is no viable
solution for generating synthetic data capable of successfully traversing all
systems under test. Due to the complexity of the data and the various validations
and transformations that occur as data moves from system to system, synthetic
data cannot yet replicate production conditions with sufficient accuracy. Without
representative live data, the software supporting the tax system cannot be



validated. In general, this data is maintained in perpetuity as it is an imbedded part
of the FIT test case and many of those test cases can be reused for annual
integration testing. However, the data is required to be maintained for audit
purposes for 3 years. FIT is required to maintain data for 3 years. Deletion is done
via AWM deletion functions.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Agency Sensitive Information

Bar Codes

Federal Tax Information (FTI)

Financial Account Number

Individual Taxpayer Identification Number (ITIN)

Internet Protocol Address (IP Address)

Official Use Only (OUO) or Limited Office Use (LOU)

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System

2 What Tier designation has been applied to your system? (Number)
3

3 Is this system considered a child system/application to another (parent) system?
Yes

3.1 What is the approved PCLIA number for the parent system?
2537

3.2 What is the name of the parent system?
Developer Experience Platform Artificial Intelligence



4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
No

4.1 Was this system or application previously covered under a parent system and is now
submitting its first PCLIA?
Yes

4.2 Is the system or application currently in production or operational use without a
previously completed PCLIA?
Yes

4.21 Explain why the system or application is in production without a previously
completed PCLIA.
It was previously approved for DXP to deploy Jira/Confluence/Jira Align with
another PCLIA (2311 - Developer Experience Platform) & PCLIA 2537.

4.5 Have there been any changes to the system or application or the handling of PII
information or use since the previous PCLIA?
Yes

4.51 Describe the changes to the system or application or the handling of information.
AWM will be processing FTI & PII data in support of FSLD Final Integration
Testing (FIT) of IRS production systems. Please note that AWM is assuming the
SBU/PII processing functions previously performed by the IBM ELM tool suite
(PCLIA #2012) following its retirement.

5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Although OneSDLC & Technical Insertion no longer exists AWM would not be

required to complete OneSDLC or Technical Insertion as a system because it

spans several existing systems and relies on their compliance to these processes. It

is not required for DXP as a stand-alone process; this is inherited from its host

systems.

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Atlassian Governance - ACCGB



8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

8.1 What is the ABA ID?
212079

9 Does this system disclose any PII to any third party outside the IRS?
No

10 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 141107

No

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
No

13 Describe the business process allowing an individual to access or correct their

information. (Due Process)
The AWM solution is implemented for use by IRS IT software product
development teams, so it's not accessible to the public. The FIT data that resides
within AWM is a copy/clone of LIVE data that's being used expressly by IRS IT
software product delivery teams to perform testing activities. Any updates that
need to be made to the original LIVE data will have to be made in the original
source production system.

14 Is this system owned and/or operated by a contractor?
Yes

14.1 If a contractor owns or operates the system, does the contractor use subcontractors;
or do you require multiple contractors to operate, test, and/or maintain this system?
No

14.2 What PII/SBU data does the contractor(s) and/or subcontractor(s) have access to?
There are contractors that support the FIT testing activities. These contractors
have been approved to use Live Data (PII/SBU).



15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)

To be approved for SBU data access the user is required to have the following:

IRS Annual Cybersecurity Awareness Training (ITM)

Privacy, Information Protection, and Disclosure Training (ITM)

UNAX Training (ITM)

Signed and dated “Certification of Review Manual Transmittal 10.5.8”

acknowledgment.

For this purpose, 'Testing data' represents a clone of the Live data and not the
Live data itself.

Once the user has SBU data permission, they have to submit a BEARS request to
the respective data owner (restricted repository) to have access to the sensitive
data. All team members that have access to this repository are Testers that are
performing testing activities. These testers can see and modify the testing data.

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

The AWM system is an internal IRS work management platform, not a public-

facing system where individuals directly enter their own information. AWM is not

a point-of-entry system for taxpayers. All taxpayer point-of-entry systems are

responsible for providing Privacy Act disclosure information.

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Under 50,000

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Under 5,000

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
Under 100,000

20 Identify any "other" records categories not attributable to the categories listed above;
identify the category and the number of corresponding records, to the nearest 10,000; if
no other categories exist, enter "Not Applicable".

Not Applicable



21 How is access to SBU/PII determined and by whom?
- Individual user must meet the SBU Data Waiver (SBUDW) requirements.
- The Data Owner keeps track of the SBUDW list.
- User submits a BEARS request to access repositories with SBU/PII data.
- Data Owner approves the request if the user meets the SBUDW requirements.
- SBU, FTI, or PII are only to be used in production environments

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

23 Explain any privacy and civil liberties risks related to privacy controls.
There are none.

24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
All access control and authorization will be managed via BEARS and all actions
associated with this. All audit logs will be sent to IRS Splunk and managed by
Enterprise Security Audit Trails (ESAT). The Atlassian product suite inherits
from operating systems that are sending system-level logs to Splunk.

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
General Support System (GSS) - 27 Enterprise Development and
Integrated Test Environment
Incoming/Outgoing
Both
Transfer Method
Secured channel via HTTPS

Interface Type
IRS Systems, file, or database



Agency Name
IRS IRWorks
Incoming/Outgoing
Both
Transfer Method
Other
Other Transfer Method
Application Programming Interface (API)

Interface Type

IRS Systems, file, or database
Agency Name

IRS GitHub Jenkins Pipeline
Incoming/Outgoing

Both
Transfer Method

Secured channel via HTTPS

Interface Type

IRS Systems, file, or database
Agency Name

IRS Microsoft 365
Incoming/Outgoing

Both
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
General Support System (GSS) - 42 Enterprise Linux Platform
Incoming/Outgoing
Both
Transfer Method
Secured channel via HTTPS

Interface Type
IRS Systems, file, or database
Agency Name
General Support System (GSS) - 30 Wintel Application Servers
Incoming/Outgoing
Both
Transfer Method
Secured channel via HTTPS



Interface Type
IRS Systems, file, or database

Agency Name
IRS Atlassian Tool suite

Incoming/Outgoing
Both

Transfer Method
Other

Other Transfer Method
The source of the FTI and PII is from a copy of Prod tax accounts.
The test analysts create tax returns and command codes to test the
filing season changes using the entities selected. FIT testing
analysts manually enter the data into their testing artifacts (i.e., test
cases). There is no connection/interface between AWM and the
test tax processing system.

Interface Type

IRS Systems, file, or database
Agency Name

IRS Selenium Testing
Incoming/Outgoing

Both
Transfer Method

Secured channel via HTTPS

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
System information collecting in accordance with security and
audit standards

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
3.2 System access records

What is the GRS/RCS Item Number?
Item 031



What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Systems requiring special accountability for access. User
identification records are associated with systems which are highly
sensitive and potentially vulnerable.

What is the disposition schedule?
Temporary. Destroy 6 years after password is altered or user
account is terminated but longer retention is authorized if required
for business use.

What is the Record Schedule System?
General Record Schedule (GRS)
What is the retention series title?
3.2 System access records
What is the GRS/RCS Item Number?
Item 030
What type of Records is this for?
Electronic
Please provide a brief description of the chosen GRS or RCS item.
Systems not requiring special accountability access - user
identification records generated according to preset requirements
What is the disposition schedule?
Temporary, destroy when business uses ceases

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
3.1 General Technology Management Records

What is the GRS/RCS Item Number?
Item 020

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
These records include the audit trails of system users and actions
taken within each enterprise tool, as applicable

What is the disposition schedule?
Destroy 3 years after agreement, control measures, procedures,
project, activity, or transaction is obsolete, completed, terminated
or superseded, but longer retention is authorized if required for
business use.



Data Locations

What type of site is this?
Environment

What is the name of the Environment?
IRS Datacenters

What is the sensitivity of the Environment?
Federal Tax Information (FTT)

What is the URL of the item, if applicable?
IRS.gov

Please provide a brief description of the Environment.
The developer laptops/desktops, virtual desktop infrastructure
(VDI), software pipeline, and software repository reside within the
IRS computing center environments.

What are the incoming connections to this Environment?
IRS data centers have multiple, authorized incoming connections
with vendors, agencies, and cloud providers.

What are the outgoing connections from this Environment?
IRS data centers have multiple, authorized outgoing connections with
vendors, agencies, and cloud providers.



