Date of Approval: 07/01/2025
Questionnaire Number: 2233

Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Bank Secrecy Act (BSA) Referral Repository

Acronym:
BSA Referrals

Business Unit
Small Business and Self Employed

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
This repository is for Bank Secrecy Act (BSA) referrals received from external
stakeholders within the Internal Revenue Service (IRS) alleging potential BSA
non-compliance. The information provided will provide details on risk
compliance, illicit activities, record keeping and reporting issues, etc. identified
by the user or BOD. This data can include SSNs, addresses, and transactional
data, which is analyzed to detect illicit activity, Currency Transaction Reporting
(CTR) requirements, or other suspicious activity to be used to deter illicit activity,
counteract money laundering, and prevent terrorist financing. By analyzing this
information, BSA Case Selection may make connections with other potential
BSA non-compliance and/or illicit activities not associated with the original
transaction or the original transactor that gave rise to the information. These
referrals will be reviewed by BSA Case Selection (CS) staff to determine if the



information if viable for identification and selection for BSA Field to work as a
BSA examination. The user, which could be CI, LB&I, SBSE, other Specialty
units, Taxpayer Experience, or any other BOD within IRS, can submit an intake
form through the SharePoint site. The form is a questionnaire that is used to
provide name, address, type of suspicious activity, etc. and attach a Form 5346,
Examination Information Report, or other item to provide as much information to
BSA Case Selection for potential leads to be used for identification for non-
compliance of BSA laws. The data collected will then be securely emailed to the
BSA mailbox for BSA Analysts to review and further vet for potential casework.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTI)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
The system is designed to intake information from other business units or
stakeholders that are alleging potential BSA non-compliance. The information
will be used to identify, build, and monitor BSA examination cases. The use of
this PII along with the business name, owner name, mailing address, phone
numbers are used to build case inventory that will be delivered the BSA field
groups for examination. It allows the field groups to update pertinent information,
input examination results and track referrals to the Financial Crime Enforcement
Network (FinCEN) and/or Criminal Investigation. The creation of the data is
provided when a user accesses the SharePoint site and completes and submits the
questionnaire. The user will provide the PII information within the questionnaire
and attach a Form 5346 or other type of document or pdf that will provide
additional detailed information. The user does not have to attach a form. Once the
user has submitted the questionnaire, the information will be collected in an excel
file and securely emailed to the group mailbox that is monitored by the two Senior
Analysts within BSA Case Selection. The information will be further vetted,
researched, and analyzed to determine if the information is complete and viable
lead form BSA non-compliance. If so, the information will be used to by a BSA
Case Selection coordinator to identify and select case work for BSA field
examiners to determine if BSA laws have been violated based on their
examination of the entity. The data will be handled based on the record retention
requirements.



Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Driver's License Number

Email Address

Employer Identification Number

Employment Information

Financial Account Number

Geographical Indicators

Individual Taxpayer Identification Number (ITIN)

Name

Passport Number

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII about individuals for Bank Secrecy Act compliance - 31 USC
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 Do you use Power Automate?
Yes

2 Do you use Visualization Tools (Power BI or Tableau) for reporting from multiple
sources?
No

2.2 Are you using dashboards for reporting?
No

2.4 Is the dashboard data able to be manipulated?
No

3 Is the data being accessed coming from OneDrive?
No

4 Do you have a data dictionary?
Yes



Interfaces

Interface Type
Forms
Agency Name
Referrals to Bank Secrecy Act (BSA)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 42.031 - Anti-Money Laundering/Bank Secrecy Act and Form
8300

Describe the IRS use and relevance of this SORN.
This repository may contain records pertaining to financial crime,
including potential violations such as terrorist financing, money
laundering, and other illicit financial activities. The information is
used to determine potential risk related to compliance with the
BSA and other applicable laws. These records support efforts to
safeguard the US financial system from abuse by enabling the
identification, assessment, and mitigation of threats posed by non-
compliant or suspicious activity.

Records Retention

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
Compliance Research

What is the GRS/RCS Item Number?
27/54

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Compliance Data Warehouse (CDW). The Compliance Data
Warehouse (CDW) provides access to a wide variety of tax return,
enforcement, compliance, and other data to support the query and
analysis needs of the Research community.



What is the disposition schedule?
AUTHORIZED DISPOSITION Cut off at end of the Processing
Year. Delete/Destroy 10 years after processing year, or when no
longer needed for operational purposes, whichever Is later

Data Locations

What type of site is this?
SharePoint Online (SPO) Collection

What is the name of the SharePoint Online (SPO) Collection?
Referrals to Bank Secrecy Act (BSA)

What is the sensitivity of the SharePoint Online (SPO) Collection?
Personally Identifiable Information (PII) including Linkable Data

What is the URL of the item, if applicable?
https://forms.office.com/Pages/DesignPageV2.aspx?prevorigin=rbf
&origin=TemplatePane&rpsession=225a3aee-334c-4278-9bad-
80132c86¢cc7d&linkreferrer=Others&prevsubpage=design&rpring
=UsGovGccProduction&subpage=design&id=hSs38gKIDEmxInu
Wxz uOzTJ6MpzG FHrB8f2wYwm-
9UNUIORUtUQTczMDBKSUFMVO0xLUjVTUjU5SQS4u&analysis
=false

Please provide a brief description of the SharePoint Online (SPO)

Collection.
This portal will be utilized by internal IRS personnel to submit
referrals to the BSA Case Selection (CS) unit for potential BSA
non-compliance. Referrals will be submitted through a Microsoft
Form, allowing for standardized data entry and submission. BSA
CS staff will evaluate each referral to determine whether the
information presents a credible basis for potential case
development, further research, or selection for BSA field
examination.

What are the incoming connections to this SharePoint Online (SPO)

Collection?
Incoming connections to this SPO involve a Microsoft Form
accessed by internal users. Users complete the form by responding
to predefined questions and may upload supporting documentation.
Upon submission, the data, including any attachments, is routed
via Microsoft Power Automate to a designated mailbox for intake.
The mailbox serves as the central collection point for all referral
submissions.

What are the outgoing connections from this SharePoint Online (SPO)

Collection?
Outgoing connections from this SPO involve the automated aggregation of
submitted referral data into an Excel file. Using MS Power Automate, the



data is compiled and extracted. The resulting Excel file, which includes
PII submission details, is securely transmitted via encrypted email to the
designated mailbox monitored by the BSA CS Senior Analysts. This
automated process ensures efficient data delivery, maintains data integrity,
and supports timely analysis and prioritization of potential BSA non-
compliance referrals.

What type of site is this?
SharePoint Online (SPO) Collection
What is the name of the SharePoint Online (SPO) Collection?
*SBSE BSA CS Case Feedback Form
What is the sensitivity of the SharePoint Online (SPO) Collection?
Personally Identifiable Information (PII) including Linkable Data
What is the URL of the item, if applicable?
https://forms.office.com/Pages/DesignPageV2.aspx?prevorigin=rbf
&origin=TemplatePane&rpsession=225a3aee-334c-4278-9bad-
80132c86¢cc7d&linkreferrer=Others&prevsubpage=design&rpring
=UsGovGccProduction&subpage=design&id=hSs38gKIDEmxInu
Wxz uOzTJ6MpzG FHrB8f2wYwm-
9UNUIORUtUQTczMDBKSUFMVO0xLUjVTUjU5SQS4u&analysis
=false
Please provide a brief description of the SharePoint Online (SPO)
Collection.
The SPO collection consists of PII submitted by internal IRS users
through a referral questionnaire. The data is collected via a MS
Form integrated with SP and may include names, contact
information, and other details necessary for evaluating potential
BSA non-compliance. This information is securely stored and
accessed solely for the authorized program review and BSA CS
purposes.
What are the incoming connections to this SharePoint Online (SPO)
Collection?
Incoming connections to the mailbox consist of automated data
transmissions from the SP based referral system. Using MS Power
Automate, referral data submitted through the MS Form is
compiled into an Excel file on a trigger-based interval. Once the
file is generated, it is automatically sent via secure, encrypted
email to the designated BSA CS mailbox. This mailbox serves as
the centralized intake point for the referral data, ensuring
consistent, timely, and secure delivery of structured case
information for further analysis.
What are the outgoing connections from this SharePoint Online (SPO)
Collection?
Not Applicable - The mailbox functions solely as a secure intake point for
referral data submitted through the automated SP process. Currently, no
automation or system integration is in place downstream. BSA CS staff



manually access the mailbox to retrieve and review the Excel files for
further evaluation and processing.



