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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
CILCA Cloud

Business Unit
Criminal Investigation

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
Lead and Case Analytics (LCA) is a mission critical tool that is used across CI to
perform investigative case duties. This project is to migrate the instance to the
cloud. The Lead and Case Analytics (LCA) application provides a single platform
for advanced data analytics solution. The Lead and Case Analytics (LCA)
application is dedicated to supplying the most up-to-date tax information available
to ensure that complaint individuals are not taken advantage of while identifying
those individuals who are willfully fraudulent in their tax activities. This project
will migrate the LCA application to the cloud which will assist in providing the
most recent and appropriate Tax Related data, non-tax data, and other information
to assist the Special Agents and other LCA users with their goals. This involves
capabilities with queries and the import or export of the information. Reducing
manual input and retrieving information speedily allows users to function
proficiently, productively, and provide added benefit to the taxpayer.



Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
LCA is an enterprise-wide, single-platform data analytic service that leverages the
Palantir Foundry platforms to provide the capability for seamless research and
analysis in one unified environment. This project will migrate the LCA solution to
the Cloud. Today's sophisticated financial schemes to defraud the government
demand the technology to compile disparate case data and the analytical tools to
wade through complex financial records to identify fraudulent activity. Special
agents and investigative analysts (IAs) in Criminal Investigation (CI) utilize the
platform to find, analyze, and visualize connections between disparate sets of data
to generate leads, identify schemes, uncover tax fraud, and conduct money
laundering and forfeiture investigative activities. Each application is integrated
seamlessly with others, allowing users to perform multi-faceted investigations
without leaving the LCA platform. LCA's data integration technologies enable
organizations to access all their data from a single workspace, regardless of the
size of the data or format. Once a user is designated as separated or no longer
requiring access to this data their access is removed. via BEARS. The sensitive
data is also removed when the appropriate triggers or requests are received. CI
Splunk also gets log data from the CI LCA Cloud Application.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Adoption Taxpayer Identification Number

Agency Sensitive Information

Criminal Investigation Information

Document Locator Number (DLN)

Email Address

Employer Identification Number

Federal Tax Information (FTI)

Financial Account Number

Individual Taxpayer Identification Number (ITIN)

Internet Protocol Address (IP Address)

Name

Preparer Taxpayer Identification Number (PTIN)

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number



Telephone Numbers

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
Information by CI for certain money laundering cases - 18 USC
PII about individuals for Bank Secrecy Act compliance - 31 USC
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for personnel administration IRS employees - 5 USC and Executive Order
9397
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 Is this PCLIA a result of a specific initiative or a process improvement?
No

1.1 What is the name of the Business Unit (BU) or Agency initiative?
Advanced Analytics and Innovation (AA&I)

2 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
Project

4 Is this a new system?
No

4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this
project?
Yes

4.11 What is the previous PCLIA number?
1548

4.12 What is the previous PCLIA title (system name)?
Lead and Case Analytics

4.2 You have indicated this is not a new system; explain what has or will change and
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.)
Application is moving to the cloud.

5 Is this system considered a child system/application to another (parent) system?
Yes

5.1 Identify the parent system's approved PCLIA number.
Criminal Investigation General Support System: CI-1 PCLIA #7593



5.2 Identify the parent system's name as previously approved.
Criminal Investigation General Support System: CI-1

6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and

what stage you have progressed to.
Readiness

7 Is this a change resulting from the OneSDLC process?
No

8 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Criminal Investigation Governance Board, CIGB

9 If the system is on the As-Built-Architecture (ABA), what is the ABA ID number of the
system? If this PCLIA covers multiple applications shown on the ABA, please indicate
the ABA ID number(s) for each application covered separated by a comma. If the system
is not in the ABA, then contact the ABA (https://ea.web.irs.gov/aba/index.html) for

assistance.
LCA ABA ID # 210739 Pending CI LCA Cloud 211943

10 Does this system disclose any PII to any third party outside the IRS?
No

11 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

No

12 Does this system use cloud computing?
Yes

12.1 Please identify the Cloud Service Provider (CSP), FedRAMP Package ID, and date
of FedRAMP authorization.

Cloud Service Provider (CSP): Palantir Federal Cloud Service FedRAMP

Package ID (for PFCS): FR2434554673 FedRAMP Authorization Date:

11/19/2024

12.2 Does the CSP allow auditing?
Yes



12.21 Who has access to the CSP audit data (IRS or 3rd party)?
CI Designated Personnel has access to all audit data logs being ingested into CI
Splunk from the CSP. Additionally, the service provider audit reports will be
viewed by the project manager, cyber security personnel, system owner, and
authorizing official.

12.3 Please indicate the background check level required for the CSP (None, Low,
Moderate or High).
High

13 Does this system/application interact with the public?
No

14 Describe the business process allowing an individual to access or correct their
information. (Due Process)
No, this is not a public facing application. There is no process for the public to
access, view, or correct the information in this system. The individual accessing
and/or correcting their information would happen with the System of Records
directly.

15 Is this system owned and/or operated by a contractor?
Yes

15.1 If a contractor owns or operates the system, does the contractor use subcontractors;
or do you require multiple contractors to operate, test, and/or maintain this system?
Yes

15.2 What PII/SBU data does the subcontractor(s) have access to?
None

16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)

Admin: This User category consists of CI employees and Contractors. They have

full access to the PII content of the User Interface (UI). All background

investigations have been completed. Users: Special Agents, Investigative

Analysts, support analysts, contractors, and others (including

Managers/Supervisory Special Agents Senior Managers, builders and developers)

This User category consists of CI employees and contractors. They have full

access to the PII content of the User Interface (UI). All background investigations

have been completed.



17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

The following Privacy Act Statement is used. All users are presented and required

to acknowledge it to get access to the system. "CI-LCA Cloud Privacy Act Notice

Purpose: We are collecting logs on all actions performed and data being shown to

ensure compliance and monitoring for unauthorized or unneeded access of FTI.

Authority: The IRS is authorized to collect this information on employees as

system owners of the CI-LCA Cloud Application. Routine Uses: We may disclose

this information to CI Splunk for data access monitoring under the routine uses

required by IRS ESAT. Consent: Providing this information is required and

necessary to access CI-LCA Cloud or any of its components. By giving us your

information, you consent to its use for this purpose. Consequences: If you choose

not to give your information, you will be unable to access the CI-LCA Cloud

platform. Online: We protect your information in a secure and readily accessible

environment. See IRS.gov/privacy for more information on your privacy rights.

We may automatically collect actions performed, IP addresses, and data viewed

for monitoring of data access in compliance with IRM 10.5.5. "

18 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Not Applicable

19 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable

20 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 10,000

22 How is access to SBU/PII determined and by whom?
(LCA) analytic service is requested via Online Business Entitlement Access
Request System (BEARS). Access is granted on a need-to-know basis. The
BEARS enrollment process requires that an authorized manager approve access
requests on a case-by-case basis. Access approval is based on the Users role(s)
and responsibilities. Users are given the minimum set of privileges required to
perform their regular and recurring work assignments; they are restricted from
changing the boundaries of their access without management approval. The
employee’s access will be terminated once they no longer require access to the
Database. Deletion from the active access role is performed through BEARS.



23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
Yes

24 Explain any privacy and civil liberties risks related to privacy controls.
The users who have access to this application all have a High-Risk Investigation
rank, they have completed all Unauthorized Access of Taxpayer Records
(UNAX) training, and our application contains a reminder Privacy banner that
they must acknowledge upon login. Negative Taxpayer Identification Number
(NTIN) checks will also be performed on users queries within CI LCA Cloud.

26 Describe this system's audit trail in detail. Provide supporting documents.
For database management systems, the following minimum set of operations is
audited for successful and unsuccessful execution. All connections performed to
maintain or administer the database are audited. All Database Administrator
(DBA) operations are audited where possible. For database management systems,
the following minimum set of operations is audited for successful and
unsuccessful execution. Additionally, logon attempts, changes, event times, and
Record Retention, along with the other required Audit items.

27 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type

IRS Systems, file, or database
Agency Name

CI Splunk
Incoming/Outgoing

Outgoing (Sending)
Transfer Method

Secured channel via HTTPS

Interface Type
IRS Systems, file, or database
Agency Name
CIDW, Criminal Investigation Data Warehouse
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Electronic File Transfer Utility (EFTU)



Systems of Records Notices (SORNs)

SORN Number & Name
IRS 42.021 - Compliance Programs and Projects Files

Describe the IRS use and relevance of this SORN.
To track information relating to special programs and projects to
identify non-compliance schemes and to select individuals
involved in such schemes for enforcement actions.

SORN Number & Name
IRS 46.050 - Automated Information Analysis System

Describe the IRS use and relevance of this SORN.
For database management systems, the following minimum set of
operations is audited for successful and unsuccessful execution

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
To identify and track any unauthorized accesses to sensitive but
unclassified information and potential breaches or unauthorized
disclosures of such information or inappropriate use of government
computers to access Internet sites for any purpose forbidden by
IRS policy (e.g., gambling, playing computer games, or engaging
in illegal activity), or to detect electronic communications sent
using IRS systems in violation of IRS security policy.

Records Retention

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
Investigative Files and Related Records

What is the GRS/RCS Item Number?
RCS 30 Item 40

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
All records obtained or generated during any open Primary
Investigation (PI) or Subject Criminal Investigation (SCI). The
term “records” include those in electronic (including but not
limited to audio and video files) and paper format. When a record
is maintained in both electronic and paper format, if the electronic



format is an exact replica of the paper document, retaining only the
electronic version will suffice.

What is the disposition schedule?
Destroy 10 years after case is closed.

Data Locations

What type of site is this?
System
What is the name of the System?
CI Splunk
What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data
What is the URL of the item, if applicable?
https://dc1spk1401.ci.irs.gov:8443/
Please provide a brief description of the System.
LCA Cloud has a CI-1 on-prem server that is an intermediate for
the Splunk Forwarder agent to pull data from.
What are the incoming connections to this System?
CI Cloud LCA Application



