Date of Approval: 06/05/2026
Questionnaire Number: 2607

Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Certified Professional Employer Organization

Acronym:
CPEO

Business Unit
Small Business/Self-Employed

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The Certified Employer Professional Organization (CPEO) application is a Java-
based platform designed to modernize and support the IRS with its CPEO online
application system and back-office portal. The online application is accessible via
a link on IRS.gov and will support data collection, identity verification, payment,
application processing, and communications related to each registration process.
The back-office application will support IRS users. CPEOa€™s public portal is a
unified platform that supports registration, centralized data management, end-to-
end process visibility, and control over the entire licensing lifecycle. Users who
are required to pay an application fee visit can make a payment through Pay.gov
seamlessly. Users can view necessary actions associated with their licenses,
applications, and submissions as well as receive IRS letters and alerts from the
system informing them of necessary actions of status.



Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
In accordance with legislation mandating the Service establish a program for the
voluntary certification of Professional Employer Organizations (PEOs) which
contains material to be used in certifying an organization, monitoring and
organization, and the maintenance of certification for the organization, CPEO
collects only the information necessary to be capable of communicating with
applicants, its owners, or agents. Information regarding the identity of the
business, the principal owners/operators, their tax compliance history, their
criminal history, professional associations to which they are members, and other
information is necessary to insure that they meet the conditions of a bondable firm
that demonstrates the experience and qualification to be relied upon to handle
large sums of trust fund monies to be paid over to the Service. The collection of
Social Security Number (SSN)/ Taxpayer Identification Number (TIN) and
Employer Identification Number (EIN) is critical to this as we have an affirmative
requirement to check the compliance history of the applicant, its owner, or
principal agents. Criminal history information is used to make a risk assessment
of the responsible parties of the CPEO. The only means for accomplishing this is
through the collection of SSN/TINs and EINs. This information is maintained on
a SharePoint site within the IRS indefinitely and not within the contractor
program.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Agency Sensitive Information

Criminal Record

Device Identification (ID)

Email Address

Employer Identification Number

Employment Information

Family Members

Federal Tax Information (FTT)

Individual Taxpayer Identification Number (ITIN)

Internet Protocol Address (IP Address)

Name

Online Identifiers

Professional License Number



Social Security Number (including masked or last four digits)
Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 Is this PCLIA a result of a specific initiative or a process improvement?
Yes

1.1 What is the name of the Business Unit (BU) or Agency initiative?
Small Business and Self Employed (SBSE)

2 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
Application

3 What Tier designation has been applied to your system? (Number)
2

4 Is this a new system?
No

4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this
project?
Yes

4.11 What is the previous PCLIA number?
8353

4.12 What is the previous PCLIA title (system name)?
The Certified Employer Professional Organization (CPEO) 501(c)(4)

4.2 You have indicated this is not a new system; explain what has or will change and
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.)
CPEO (formally CPEO 501C4) application is transitioning to a new Java based
platform (CPEO). 501C4 will be removed from the application.

5 Is this system considered a child system/application to another (parent) system?
No



6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and

what stage you have progressed to.
Readiness

7 Is this a change resulting from the OneSDLC process?
No

8 Please provide the full name and acronym of the governance board or Executive

Steering Committee (ESC) this system reports to.
Small Business and Self Employed (SB/SE) Technology Governance Board

9 If the system is on the As-Built-Architecture (ABA), what is the ABA ID number of the
system? If this PCLIA covers multiple applications shown on the ABA, please indicate
the ABA ID number(s) for each application covered separated by a comma. If the system
is not in the ABA, then contact the ABA (https://ea.web.irs.gov/aba/index.html) for

assistance.
211905

10 If this system discloses any PII to any third party outside the IRS, does the system
have a process in place to account for such disclosures in compliance with IRC
6103(p)(3)(A) or Subsection c of the Privacy Act?

Yes

11 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

No

12 Does this system use cloud computing?
No

13 Does this system/application interact with the public?
Yes

13.1 If the system requires the user to authenticate, was a Digital Identity Risk
Assessment (DIRA) conducted?
Yes

13.11 Please upload the approved DIRA report using the Attachments button. Select
"Yes" to indicate that you have or will upload the signed DIRA form.
Yes



13.2 If individuals do not have the opportunity to give consent to collect their information
for a particular use, why not?

Not Applicable. Individuals are provided with the opportunity to give consent to

collect their information.

13.3 If the individual was not notified of the following items prior to the collection of
information, why not? 1) Authority to collect the information 2) If the collection is
mandatory or voluntary 3) The purpose for which their information will be used 4) Who
the information will be shared with 5) The effects, if any, if they don't provide the

requested information.
Not Applicable. Individuals are notified about the authority to collect information.

13.4 If information is collected from third-party sources instead of the individual, please

explain your decision.
Not Applicable. No information is collected from third party sources.

14 Describe the business process allowing an individual to access or correct their

information. (Due Process)
There is an administrative review process for those who are denied certification as
a CPEO. The IRS conducts a validity check against the Masterfile of the
organization’s entity information before processing an Acceptance. Where there is
a mismatch in the information, the Service will send correspondence identifying
the issue and requesting clarification. If no response is received, the request will
not be accepted, and the user fee is returned. The organization remains eligible to
come back at any time to resubmit the notice. Additionally, there is an affirmative
requirement that CPEOs update their information when there is a significant
change in the information as well as an annual renewal process to maintain their
registration. Notice, consent and due process are pursuant to 5 USC.

15 Is this system owned and/or operated by a contractor?
No

16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)

IRS Roles:

IRS Employees? Yes/No Access Level (Read Only/Read
Write/Administrator)

Users Yes Read and Write

Managers Yes Read and Write

Sys. Administrators  Yes Administrator

Developers Yes Read Only



17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

Certification of Professional Employer Organization (CPEO) application Privacy

Act and Paperwork Reduction Act notice We are requesting this information to

carry out the internal revenue laws of the United States; specifically, the

requirements under section 7705(b) to certify an entity as a professional employer

organization. Our legal authority to collect this information is sections 6109 and

7705 of the Internal Revenue Code. Providing the information is voluntary, but if

you provide incomplete or no information it may cause a delay in processing or

denial of this application, providing false or fraudulent information may subject

you to penalties. When necessary for efficiency and improving our service to you,

we may disclose the information to a contractor who is bound to follow applicable

confidentiality provisions as required by law and the contract. Routine uses of this

information include giving it to the Department of Justice for civil and criminal

litigation, and to cities, states, the District of Columbia, and U.S. commonwealths

and possessions for use in administering their tax laws. We may disclose this

information to other countries under a tax treaty, to federal and state agencies to

enforce federal nontax criminal laws, or to federal law enforcement agencies and

intelligence agencies to combat terrorism. We may also disclose information to

third parties during the course of an investigation, which may include a suitability

check, to the extent necessary to obtain information pertinent to the investigation.

We will disclose the name and address of all certified professional employer

organizations to the public as required by section 7705(f).

18 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Not Applicable

19 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable

20 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
Under 100,000

22 How is access to SBU/PII determined and by whom?
Internal Users: Access is granted through the Business Entitlement Access
Request System (BEARS) and enforced by roles-based access within the system.
The BEARS system requires a first-level manager to approve access to the
system. Employees will only have access to CPEO. External Users: External user
access is managed through Secure Access Digital Identity (SADI). The CPEO



applicant is required to provide certain information to determine their eligibility
for recognition/certification on the basic platform. IRS employees, and managers,
will require access to the system based on their role to review the documentation;
review, and document, the results of any additional research; approve the
applicant's registration/certification; and provide notification to the applicant
along with any appeal rights in the event of an adverse determination.

23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

24 Explain any privacy and civil liberties risks related to privacy controls.
There are no privacy or civil liberties risks related to any of the privacy controls.

25 Please upload all privacy risk finding documents identified for the system (Audit trail,

RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

26 Describe this system's audit trail in detail. Provide supporting documents.
CPEO Application-level logs are captured and sent to IRS Enterprise Security
Audit Trails (ESAT) via Integrated Enterprise Portal (IEP). CPEO4a€™s audit
worksheet and its requirements are documented according to IRM 10.8.1
Information Technology (IT) Security. The CPEO application has application
files, data file, and application-specific logs that reside on GSS 42 Linux servers.

27 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
Enterprise Consolidated Legacy Access System (ECLAS)
Incoming/Outgoing
Both
Transfer Method
Secured channel via HTTPS

Interface Type

Other Federal Agencies
Agency Name

Pay.Gov



Incoming/Outgoing
Both
Transfer Method
Other
Other Transfer Method
Managed Proxy and API connections

Interface Type
IRS Systems, file, or database
Agency Name
Enterprise Container Platform (ECP)/Treasury.Net
Incoming/Outgoing
Both
Transfer Method
Secured channel via HTTPS

Interface Type

IRS Systems, file, or database
Agency Name

Secure Access Digital Identity (SADI)
Incoming/Outgoing

Both
Transfer Method

Secured channel via HTTPS

Systems of Records Notices (SORNs)

SORN Number & Name

IRS 34.037 - Audit Trail and Security Records
Describe the IRS use and relevance of this SORN.

IRS Audit Trail and Security Records' for audit logs.

SORN Number & Name
IRS 10.008 - Certified Professional Employer Organizations
Describe the IRS use and relevance of this SORN.
Treasury/IRS 10.008 is the System of Records Notice (SORN) for
the Certified Professional Employer Organizations (CPEO)
program. It covers records used by the IRS to manage the
certification, application, and reporting requirements for CPEOs,
including fee collection and compliance. The system ensures
proper tax administration for organizations acting as employers.
Purpose: To manage the certification of CPEOs, including
reviewing applications, monitoring compliance, and collecting
fees. Records Covered: Application data, financial audits, quarterly



reports, background checks, and organizational information.
Location: Records are maintained by the IRS Small Business/Self
Employed Division (SB/SE). Citation: 81 FR 44924 (published
July 11, 2016)

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
1.1: Financial Management and Reporting Records

What is the GRS/RCS Item Number?
010

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Financial transaction records related to procuring goods and
services, paying bills, collecting debts, and accounting. Financial
transaction records include those created while procuring goods
and services, paying bills, collecting debts, and accounting for all
finance activity, per the following definitions.

What is the disposition schedule?
Destroy 6 years after final payment or cancellation, but longer
retention is authorized if required for business use. The Business
has determined that CPEO data will be retained indefinitely.

What is the Record Schedule System?
General Record Schedule (GRS)
What is the retention series title?
3.2: Information Systems Security Records
What is the GRS/RCS Item Number?
030
What type of Records is this for?
Electronic
Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.
Records are used to monitor inappropriate systems access by users.
What is the disposition schedule?
Temporary. Destroy when business use ceases.



What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?

23 TAX ADMINISTRATION - EXAMINATION

What is the GRS/RCS Item Number?

78
What type of Records is this for?
Both (Paper and Electronic)

Please provide a brief description of the chosen GRS or RCS item.
Form 8973, Certified Professional Employer
Organization/Customer Reporting Agreement. This form is used
by a Certified Professional Employer Organization (CPEO) to
notify the IRS that a service contract between the CPEO and a
customer has started or ended.

What is the disposition schedule?

Cut off at the end of the calendar year in which the service contract
ended (as indicated in Part 1 of Form 8973), or CPEO status was
revoked, whichever earlier. Destroy 4 years after cutoff.

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
3.2: Information Systems Security Records

What is the GRS/RCS Item Number?
031

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.
Records are used to monitor inappropriate systems access by users.

What is the disposition schedule?
Destroy 6 years after password is altered or user account is
terminated, but longer retention is authorized if required for
business use.

Data Locations

What type of site is this?
System
What is the name of the System?
GSS 42
What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data



Please provide a brief description of the System.
The GSS consists of a hybrid collection of virtualized and physical
x86 servers running Red Hat Enterprise Linux. The virtualized
servers are hosted and are provisioned as guests on top of
VMWare vSphere software. The hypervisor allocating the virtual
hardware is Virtualization Infrastructure ESXI. The virtualized
server storage is provided by a dedicated HP HPE ProLiant DL380
Gen10 Plus. The virtualized servers support JBoss Enterprise
Application Platform (EAP) v7.x, v8.x application servers, web
Methods, middleware software, and Oracle Enterprise Database
19¢. The mandate to develop applications using more COTS means
more IRS applications written in Java and using the JBoss
Enterprise Application Platform (EAP) as the middleware to build
and manage enterprise Java applications. The physical servers are
Red Hat Enterprise Linux x86-64 running directly on DELL EMC
POWEREDGE R740, HEWLETT-PACKARD CO PROLIANT
DL580 G9, HP ENTERPRISES PROLIANT DL380 G11,
HEWLETT-PACKARD CO PROLIANT BL680C G7,
HEWLETT-PACKARD CO PROLIANT DL980 G7, HEWLETT-
PACKARD CO PROLIANT DL580 G7, HP ENTERPRISES
PROLIANT DL380 G10 PLUS, HEWLETT-PACKARD CO
PROLIANT DL580 G8, and HEWLETT-PACKARD CO
PROLIANT BL460C GS.

What are the incoming connections to this System?
As it applies to CPEO there are no direct incoming connections.

What are the outgoing connections from this System?
As it applies to CPEO there are not direct outgoing connections.

What type of site is this?
System

What is the name of the System?
IRS Integrated Enterprise Portal (IEP)

What is the sensitivity of the System?
Sensitive But Unclassified (SBU)

Please provide a brief description of the System.
The IRS Integrated Enterprise Portal (IEP) Program consists of
multiple service areas including Managed Application Services
(MAS), Platform as a Service (PaaS), and Infrastructure as a
Service (IaaS). These service areas support diverse workloads such
as the Registered User Portal (RUP), the Employee User Portal
(EUP), the Public User Portal (PUP), and the Affordable Care Act
(ACA). These areas are in turn supported by ancillary services
such as Service Provider Operations (SPO), Service Provider
Enhancements (SPE), and Program Management and Control
(PM&C).



What are the incoming connections to this System?

As it applies to CPEO there are no direct incoming connections.
What are the outgoing connections from this System?

As it applies to CPEO there are no direct incoming connections.

What type of site is this?
System

What is the name of the System?
Enterprise Container Platform (ECP)/Treasury.Net

What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data

Please provide a brief description of the System.
The Enterprise Container Platform (ECP) is a transformative
technology designed to help streamline the IT development,
deployment and application management. ECP is a centralized
solution that enables the deployment and management of
containerized applications at scale. Containers are lightweight,
portable units that include everything an application needs to run -
code, runtime, libraries and configurations - to ensure consistent
and reliable performance across development, testing or production
environments.

What are the incoming connections to this System?
There are no direct incoming connections.

What are the outgoing connections from this System?
There are no direct outgoing connections.



