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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Cyber Infrastructure

Acronym:
CyberInf

Business Unit
IT - Cybersecurity

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The Information Technology (IT) Cybersecurity Infrastructure (CyberInf) team is
part of the IT Cyber reorganization. The owners of Cyber CyberInf are IT
Cybersecurity business unit and is operated by IRS employees. CyberInf
functions as a dedicated internal IT environment for Cybersecurity, operating
separately from the IRS enterprise infrastructure to allow Cyber to manage its
systems, tools, and access independently in support of sensitive cybersecurity
missions. The system provides the infrastructure, platforms, and services used by
IRS cybersecurity personnel and authorized IT staff to monitor IRS information
systems, conduct cybersecurity investigations, support disciplinary and
enforcement activities, and maintain awareness of risks affecting IRS operations.
In addition, CyberInf provides Infrastructure as a Service (IaaS) capability,
including virtual computing environments, to other Cybersecurity organizations to



support their operational, analytical, and investigative needs without reliance on
the broader enterprise environment.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
Cyber Infrastructure collects data from IRS information systems, including
system and application logs, security alerts, and monitoring tools, to support 24/7
cyber incident management, cybersecurity and fraud analytics, compliance
monitoring, and situational awareness. Data enters the system through automated
collection and authorized user input and is stored in secure IRS-managed
environments. The data may include system activity records, user access
information, incident-related data, and, in limited cases, taxpayer information
present in logs or investigative materials. Authorized IRS cybersecurity personnel
and system administrators use the data solely to detect, analyze, and respond to
cybersecurity threats and incidents. Access is role-based and limited to
individuals with a need to perform official duties. Data may be shared internally
within the IRS on a need-to-know basis with authorized investigative or oversight
organizations to support incident response or enforcement actions. Data is
retained in accordance with National Archives and Records Administration
(NARA), approved records retention schedules and is disposed of following IRS
approved data disposition procedures when no longer required.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Agency Sensitive Information

Alien Registration Number

Email Address

Employer Identification Number

Employment Information

Federal Tax Information (FTI)

Financial Account Number

Internet Protocol Address (IP Address)

Name

Other

Standard Employee Identifier (SEID)

Telephone Numbers



Please explain the other type(s) of PII that this project uses.
Date of Birth, Protection Personal Identification Numbers (IP PIN), Passport
Number, Hostnames.

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
Information by CI for certain money laundering cases - 18 USC
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System

2 What Tier designation has been applied to your system? (Number)
1

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
Yes

4.3 What is the PCLIA number of the most recent approved PCLIA?
2783

4.4 What is the name of the most recent approved PCLIA?
Cyber Infrastructure

4.5 Have there been any changes to the system or application or the handling of PII

information or use since the previous PCLIA?
Yes

4.51 Describe the changes to the system or application or the handling of information.
An attachment containing server names identified in audit logs has been added to
the PCLIA. These servers were not included in the previous submission and are
now being documented for completeness.



5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
IT Cybersecurity & Privacy (CPGB)

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,

then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

8.1 What is the ABA ID?
211891

9 Does this system disclose any PII to any third party outside the IRS?
No

10 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 141107

No

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
No

13 Describe the business process allowing an individual to access or correct their
information. (Due Process)
The Cyber Infrastructure process and procedures are dictated by the IRS Manual
guidelines. IRS policy allows individuals whose data is in the system the
opportunity to clarify or dispute negative determination through the appeals
process. Due process is provided pursuant to 5 USC.

14 Is this system owned and/or operated by a contractor?
No



15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access

level (to this system's PII data) each role is entitled to. (Include details about completion

status and level of access of the contractor's background investigation was approved for.)
There are currently no contractors on the Cyber Infrastructure team.

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE ONLY!

Use of this system constitutes consent to monitoring, interception, recording,

reading, copying or capturing by authorized personnel of all activities. There is no

right to privacy in this system. Unauthorized use of this system is prohibited and

subject to criminal and civil penalties, including all penalties applicable to willful

unauthorized access (UNAX) or inspection of taxpayer records (under 18 U.S.C.

1030 and 26 U.S.C. 7213A and 26 U.S.C. 7431). IRS Intranet Privacy Policy and

Privacy Act Statement

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Not Applicable

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 1,000,000

21 How is access to SBU/PII determined and by whom?
The Cyber Infrastructure system utilizes the IRS Business Entitlement Access
Request System (BEARS) application to document approvals for access. Data
access is granted on a need-to-know basis. A potential user must submit a request
for access via BEARS to their local management for approval consideration.
Users are not permitted access without a signed BEARS form from an authorized
management official. Specific permissions (Read, Write, Modify, Delete, and/or
Print) are defined on the BEARS form and set (activated) by the System
Administrator prior to the user being allowed access. User privileges and user
roles determine the types of data that each user has access to. Management
monitors system access and removes permissions when individuals no longer
require access. Users are assigned to specific modules of the application and
specific roles within the modules and accounts follow the principle of least



privilege which provide them with the least amount of access to PII data that is
required to perform their business function after receiving appropriate approval.

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

23 Explain any privacy and civil liberties risks related to privacy controls.
There are no known privacy and civil liberties risks related to privacy controls
related to system.

24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
Yes

25 Describe this system's audit trail in detail. Provide supporting documents.
Cyber Infrastructure Audit Trails: a. Date b. Time c. Systems' Information (e.g.,
name, address) d. Employee ID e. Action taken (e.g., read, write, execute, delete)
will be configured in accordance with IRS IT Security Policy and Guidance (IRM
10.8.3).

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
Other Organization
Agency Name
Amazon Web Service Platform (AWS) T-CLOUD
Incoming/Outgoing
Outgoing (Sending)
Agency Agreement
Yes
Agreement Name
R00748 Workplace Community Cloud (WC2) Hosting for IRS
Cybersecurity Data Warehouse (CSDW)
Transfer Method
Amazon Web Services Platform (AWS)

Interface Type

IRS Systems, file, or database
Agency Name

Log Collectors



Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Secure File Transfer Protocol (SFTP)

Interface Type
IRS Systems, file, or database
Agency Name
Streaming Data Monitoring Tool (SDMT)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Secured channel via HTTPS

Interface Type

IRS Systems, file, or database
Agency Name

IRS Perimeter Security (GSS-1)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Secure File Transfer Protocol (SFTP)

Interface Type
IRS Systems, file, or database
Agency Name
Log Collectors
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Secure File Transfer Protocol (SFTP)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
The Cyber Infrastructure system is covered by SORN IRS 34.037,
which authorizes the collection and use of audit and security
records containing limited PII to protect IRS information systems.
The information is used for security monitoring, incident detection
and response, investigations, and accountability for system access



by authorized users. Access is restricted to personnel with a need
to know and is not used for tax administration purposes.

SORN Number & Name
IRS 36.003 - General Personnel and Payroll Records

Describe the IRS use and relevance of this SORN.
The Cyber Infrastructure system is covered by SORN IRS 36.003,
which authorizes the collection and use of employee and contractor
PII necessary to manage workforce access, roles, and
accountability within IRS information systems. The information is
used solely for administrative and security purposes, with access
limited to authorized personnel and not for tax administration.

Records Retention

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
17 Information Technology

What is the GRS/RCS Item Number?
Item 36 A&B

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
A. Data Management -SAS Scalable Performance Data Server
(SPDS) Data. Information includes searchable, indexed structured
data parsed from raw logs, SQL access for reporting and analysis,
directly accessible by SAS client applications, and volume-level
encryption. (Job No. DAA-0058-2013-0008-0006) B. Data
Management -Unmodified Raw Log 7zip Archive. Information
includes compressed original raw device logs and volume-level
encryption data. (Job No. DAA-0058-2013-0008-0007)

What is the disposition schedule?
Destroy 7 years(s) after cutoff.

What is the Record Schedule System?
General Record Schedule (GRS)
What is the retention series title?
3.2: Information Systems Security Records
What is the GRS/RCS Item Number?
031
What type of Records is this for?
Electronic



Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the
users identification and authorization process to gain access to
systems.

What is the disposition schedule?

Temporary. Destroy 6 years after password is altered or user
account is terminated, but longer retention is authorized if required
for business use.

Data Locations

What type of site is this?
System

What is the name of the System?
Cyber Infrastructure

What is the sensitivity of the System?
Sensitive But Unclassified (SBU)

Please provide a brief description of the System.
CyberInf provides a dedicated IT environment for Cybersecurity,
separate from the IRS enterprise, enabling independent
management of systems, tools, and access in support of
cybersecurity operations. It delivers the infrastructure and
platforms used by IRS cybersecurity personnel to monitor systems,
conduct investigations, support enforcement activities, and assess
risk. CyberInf also provides Infrastructure as a Service (IaaS),
including virtual environments, to support the operational and
analytical needs of other Cybersecurity organizations.

What are the incoming connections to this System?
Enterprise system logs, including both inbound (ingress) and
outbound (egress) traffic logs, are centrally collected and
forwarded to the Streaming Data Monitoring Tool (SDMT)/Cribl
log collection platform. Cyber Infrastructure serves as the
centralized log aggregation hub for the enterprise, receiving and
consolidating logs from IRS systems and devices to support
authorized cybersecurity monitoring and analysis activities.

What are the outgoing connections from this System?
Enterprise system logs, including both inbound (ingress) and outbound
(egress) traffic logs, are centrally collected and forwarded to the
SDMT/Cribl log collection platform. Cyber Infrastructure serves as the
centralized log aggregation hub for the enterprise, receiving and
consolidating logs from IRS systems and devices to support authorized
cybersecurity monitoring and analysis activities.



