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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Digital Asset Tool Suite

Business Unit
Large Business and International

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it
will allow the IRS to achieve its mission.
The Large Business & International Digital Asset Tool Suite consists of three
internally hosted R Shiny Applications deployed from an internally hosted Chief
Data and Analytics Office server. These applications are used to standardize,
enrich, process, and compute raw digital asset transaction data into a
comprehensive tax analysis XXXXX.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes



Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
Sensitive taxpayer digital asset transaction data enters the process only when an
authorized SME or Revenue Agent uploads raw comma-separated values (CSV),
text (TXT), or excel (XLSX) case files from their laptop into the Universal
Standardizer Application or Exchange Standardizer Application. XXXXX The
application then makes the standardized dataset available as a CSV download to
the user’s laptop and does not retain the raw upload or standardized output for
future sessions. After all case files are standardized, the user uploads the
standardized CSV files into the Computation Tool, where they are again
processed as temporary in-memory data objects. XXXXX The three applications
do not preserve taxpayer data in databases, application storage, saved workspaces,
reusable sessions, or case-history repositories. Once processing is complete or the
session ends, each application deletes the temporary virtual data objects created
from the uploaded files. XXXXX

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Federal Tax Information (FTI)

Standard Employee Identifier (SEID)

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
Application

2 What Tier designation has been applied to your system? (Number)
1

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
No



4.1 Was this system or application previously covered under a parent system and is now
submitting its first PCLIA?
No

4.2 Is the system or application currently in production or operational use without a
previously completed PCLIA?
No

5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Compliance Strategy Council

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,

then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

8.1 What is the ABA ID?
212082

9 Does this system disclose any PII to any third party outside the IRS?
No

10 Does your project/system involve any use of artificial intelligence (Al), including

virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?
No

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
No



13 Describe the business process allowing an individual to access or correct their
information. (Due Process)
Individuals can communicate directly with the Revenue Agent assisting them with
their case to access or correct their information on the Revenue Agents device.
The system temporarily processes taxpayer data but does not retain it.

14 Is this system owned and/or operated by a contractor?
No

15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)

IRS End user - read and write. IRS Large Business and International Data

Scientist - read and write access to application code and non PII/FTI/SBU

resource data. IRS Research Applied Analytics Statistics - read and write access

to applications, hosting server, and system logs. Administrative access.

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

This application is not a system of records.

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Under 50,000

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 1,000,000

20 Identify any "other" records categories not attributable to the categories listed above;
identify the category and the number of corresponding records, to the nearest 10,000; if
no other categories exist, enter "Not Applicable".

Not Applicable

21 How is access to SBU/PII determined and by whom?
Access is provided via a request through the RAAS help desk to be added to a
security group where the application reside (folders).



22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

23 Explain any privacy and civil liberties risks related to privacy controls.
None. No data is stored in the applications.

24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
Server owners within RAAS who have admin access to the Digital Assets Server
and folder spaces will have access to any server log.

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database

Agency Name
All uploaded files are examination case files from the end user's
workstation.

Incoming/Outgoing
Both

Transfer Method
Other

Other Transfer Method
The applications allow the end user to transfer data between their
workstation and application server via an HTTPS connection and
the end users VPN connection. This means the end user supplies
the data for the application from their workstation and then after
the application processes the data, they can then download it onto
their workstation from the application. The data in the application
is purged with every new upload or user connection/disconnection.



Systems of Records Notices (SORNs)

SORN Number & Name
IRS 22.061 - Information Return Master File

Describe the IRS use and relevance of this SORN.
This SORN was selected because the category of records are
individual payors and payees of various types of income for which
information reporting is required (e.g., wages, dividends, interest,
etc.)

Records Retention

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
23 Tax Administration - Examination

What is the GRS/RCS Item Number?
42

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Examination Case Files. Copies of examination reports with
related workpapers and other documents (including Closing
Agreements) filed in the Examination organizations.

What is the disposition schedule?
AUTHORIZED DISPOSITION Retire to Records Center 3 years
after the date of closing. Destroy 10 years from the date of closing.
AUTHORIZED DISPOSITION Retire to Records Center 4 years
after the date of closing. Destroy 15 years from the date of closing.
Reserved. Previously used as a placeholder for Case File Closing
Agreements (maintained by Examination Technical Services)
pending NARA approval under Job No. DAA-0058-2020-0001.
This disposition request has moved to RCS 23, Item 41 above for
Examination Closing Agreements and has been updated as pending
NARA approval under Job No. DAA-0058-2025-0003.

What is the Record Schedule System?
Record Control Schedule (RCS)
What is the retention series title?
29 Tax Administration - Taxpayer Services (TS) Division
(formerly Wage and Investment (W&I) Records)
What is the GRS/RCS Item Number?
56



What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Income Tax Returns Filed by Individuals, Partnerships and
Fiduciaries.

What is the disposition schedule?
Note: Case files closed with an assessment fraud penalty follow a
10-year retention from date of closing in accordance with RCS 23,
Item 42(a). Destroy on or after January 16, 6 years after the end of
the processing year unless needed for Collection Statute Expiration
Date (CSED) Extract due to a balance due. Destroy 6 years and 9
months after the end of the calendar year in which case is closed.
Retire 18 months after end of processing year. Destroy 7 years
after end of processing year. Retire (paper records) to Records
Center 3 years after cutoff. Destroy 10 years after cutoff.
December 31. (Job No. N1-58-99-5) AUTHORIZED
DISPOSITION Retire to Records Center beginning January 2
through March 31 following the year in which the returns were
numbered and processed. Destroy after January 16, 6 years after
the end of the processing year unless needed for the Collection
Statute Expiration Date (CSED) Extract. Destroy 6 years after the
end of the processing year in which case is closed. Retire (paper
records) to Records Center 3 years after cutoff. Destroy 10 years
after cutoff. Retire to Records Center 1 year after December 31 of
the year of receipt. Destroy 6 years after December 31 of the year
of receipt.

Data Locations

What type of site is this?
System
What is the name of the System?
RAAS Linux server
What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data
Please provide a brief description of the System.
Linux server access via SecureCRT or other RAAS applications.
What are the incoming connections to this System?
Server owners within RAAS who have admin access to the Digital
Assets Server and folder spaces will have access to any server log.

What type of site is this?
System



What is the name of the System?
CDW dmd.enterprise.irs.gov
What is the URL of the item, if applicable?
https://rshiny.portal.dmd.enterprise.irs.gov/digitalassets/Digital As
set_Tools/Resources/
Please provide a brief description of the System.
R Shiny Server running in CDW. The end user supplies the data
for the applications from their workstation and then after the
application processes the data, they can then download it onto their
workstation from the application. The data in the application is
purged with every new upload or user connection/disconnection.
What are the incoming connections to this System?
User Interface in the apps allows connections to the end user's
workstation. The data is uploaded from the user's workstation.
What are the outgoing connections from this System?
Application user interface exports output files to the end user's
workstation.



