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Basic Information/Executive Summary 
 
What is the name of your project (system, database, pilot, product, survey, social media 
site, etc.)? 

Document Upload Tool 
 
Acronym:  

DUT 
 
Business Unit  

Information Technology 
 
Preparer 

# For Official Use Only 
 
Subject Matter Expert 

# For Official Use Only 
 
Program Manager 

# For Official Use Only 
 
Designated Executive Representative 

# For Official Use Only 
 
Executive Sponsor 

# For Official Use Only 
 
Executive Summary: Provide a clear and concise description of your project and how it 
will allow the IRS to achieve its mission. 

Internal Revenue Service (IRS) Information Technology (IT) established 
Documentation Upload Tool (DUT) application(s) to reduce the amount of paper 
submissions that must be manually sorted for processing. The DUT will allow the 
taxpayer to upload documents which would have been mailed in the past and 
make them available to IRS processors. The IRS will send taxpayers an 
Automated Questionable Credits (AQC) Notices CP05, CP05A, 0105C, 0106C, 
0131C, 4464C, 4800C and 3219C for filed 1040 tax returns when taxpayer 
submission does not match the IRS records (e.g., difference in withholding 
amounts). The AQC Notice will detail the change with an option to select I agree, 
or I disagree and provide the following contact information, IRS address, fax 
number, and the link to DUT where the taxpayer will be able to mail, fax or 



upload their response to the notice. In addition to supporting AQC, DUT is 
integrated with the IRS Enterprise File Storage (EFS) program.  
The Taxpayer will be directed to the IRS.gov landing page for Referrals, where 
the taxpayer will be able to fill out a form offline, scan/upload and submit the IRS 
Information Referral form (3949-A). The 3949-A was selected as the first use 
case for external referrals to prove out the use of DUT for digital intake and the 
connection to and configuration of Enterprise Case Management (ECM) as the 
case management platform. Furthermore, Products and Services Support (Wage & 
Investments (W&I) and Electronic Products & Services Support (EPSS)) 
contacted the IRS IT Digital Transformation (IT DT) Office with a request to 
support a solution for receiving supplemental documentation as part of the E-file 
application. The goal is to reduce paper volume, manual burden, and overall 
processing time by allowing the taxpayers to submit additional documentation 
digitally. As well as the AQC notice, the Taxpayer Advocate Service (TAS) and 
the Certifying Acceptance Agency (CAA) will be utilizing the DUT application to 
improve the submission of taxpayer correspondence for open cases via a taxpayer 
facing digital intake mechanism. TAS is accepting Form 911, and the CAA is 
accepting Form 13551.  
The purpose of the Taxpayer-Facing Employees (TPFE) is to establish a universal 
transmittal process, whereby taxpayers will be provided the ability to upload 
supporting documentation after a live interaction (e.g., after a phone conversation) 
with an IRS employee, without the need for website authentication (i.e., via a 
unique timed access code and corresponding link to the doc upload site). DUT 
Notices were established to allow taxpayers to respond to all legally approved 
notice or letters sent from the IRS. DUT Notices provide the taxpayer with the 
ability to upload supporting documentation after a notice or letter is mailed to the 
taxpayer. The response is programmatically routed to the correct Business Unit 
(BU) that works those responses.  
Additionally, DUT and Digital and Mobile Adaptive Forms (DMAF) applications 
will intake external Referral forms which will help modernize the entire IRS 
Referral Programs with scalability to not only address current needs but also 
future demands. There are 140k Referral Forms submitted/processed annually by 
six business units, Large Business and International (LB&I), Small Business/Self-
Employed (SB/SE), Tax-Exempt and Government Entities (TE/GE), Wage and 
Investment (W&I), the Return Preparer Office (RPO), and the Whistleblower 
Office (WO) with eight forms that Include: 14157, 14157-A, 14242, 13909, 3949-
A, 14039, 211, 14039-B.  

  



Personally Identifiable Information (PII) 
 
Will this project use, collect, receive, display, store, maintain, or disseminate any type of 
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal 
Tax Information (FTI)? 

Yes 
 
Please explain in detail how this project uses sensitive data from inception to destruction 
(data lifecycle). 

The Documentation Upload Tool will allow the taxpayer to upload documents 
which would have been mailed in the past and make them available to IRS 
processors. Generally submitted PII varies from Name, SSN, EIN, Address, etc. 
This data is encrypted and stored in AWS DynamoDB. The DUT application 
leverages the encrypted data for display to the IRS processor. Once the data is 
submitted, it is stored within DUT's database indefinitely, per application 
requirements, and remains accessible on the front end to IRS processors with the 
appropriate access. 

 
Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable 
Information (PII)/Federal Tax Information (FTI) that this project uses. 

Address 
Centralized Authorization File (CAF) 
Employer Identification Number 
Employment Information 
Financial Account Number 
Internet Protocol Address (IP Address) 
Medical History/Information 
Name 
Other 
Passport Number 
Social Security Number (including masked or last four digits) 
Standard Employee Identifier (SEID) 
Tax ID Number 
Telephone Numbers 
Universal Unique Identifier (UUID) 
Vehicle Identification Number (VIN) 

 
Please explain the other type(s) of PII that this project uses. 

Date of birth, Place of Birth, Mother's Maiden Name, Photographic Identifiers, 
Tax Account Information, EventID 

 
Cite the authority for collecting SBU/PII/FTI (including SSN if relevant). 

PII for federal tax administration - generally IRC Sections 6001 6011 or 6012 
PII for personnel administration - 5 USC 
SSN for tax returns and return information - IRC section 6109 



Product Information (Questions) 
 
1 Is this PCLIA a result of a specific initiative or a process improvement? 

No 
 
2 What type of project is this (system, project, application, database, pilot/proof of 
concept/prototype, power platform/visualization tool)? 

Application 
 
3 What Tier designation has been applied to your system? (Number) 

0 
 
4 Is this a new system? 

No 
 
4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this 
project? 

Yes 
 
4.11 What is the previous PCLIA number? 

7984 
 
4.12 What is the previous PCLIA title (system name)? 

Document Upload Tool 
 
4.2 You have indicated this is not a new system; explain what has or will change and 
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.) 

Expiring PCLIA 
 
5 Is this system considered a child system/application to another (parent) system? 

No 
 
6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or 
indicate if you go through Information Technology's (IT) Technical Insertion Process and 
what stage you have progressed to. 

Execution 
 
7 Is this a change resulting from the OneSDLC process? 

No 
 
8 Please provide the full name and acronym of the governance board or Executive 
Steering Committee (ESC) this system reports to. 

Wage and Investment (W&I) 



 
9 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA, 
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance. 

Yes 
 
9.1 What is the ABA ID? 

211347 
 
10 Does this system disclose any PII to any third party outside the IRS? 

No 
 
11 Does your project/system involve any use of artificial intelligence (AI), including 
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order 
13960 and 14110? 

No 
 
12 Does this system use cloud computing? 

Yes 
 
12.1 Please identify the Cloud Service Provider (CSP), FedRAMP Package ID, and date 
of FedRAMP authorization. 

AWS GovCloud F1603047866 6/21/2016 
 
12.2 Does the CSP allow auditing? 

Yes 
 
12.21 Who has access to the CSP audit data (IRS or 3rd party)? 

3rd party 
 
12.3 Please indicate the background check level required for the CSP (None, Low, 
Moderate or High). 

Moderate 
 
13 Does this system/application interact with the public? 

Yes 
 
13.1 If the system requires the user to authenticate, was a Digital Identity Risk 
Assessment (DIRA) conducted? 

No 
 
13.11 Please upload the approved DIRA report using the Attachments button. Select 
"Yes" to indicate that you have or will upload the signed DIRA form.  

No 
 



13.2 If individuals do not have the opportunity to give consent to collect their information 
for a particular use, why not? 

We do give consent 
 
14 Describe the business process allowing an individual to access or correct their 
information. (Due Process) 

Once a taxpayer has submitted their documentation and metadata, that 
information is not available for them to correct or access. There are warnings on 
the Document Upload Tool (DUT) application frontend that encourage taxpayers 
to double check all provided information to ensure correctness at the risk of a 
prolonged response from the Internal Revenue Services (IRS). The data is 
accessible for viewing by IRS processors pending an approved Business 
Entitlement Access Request System (BEARS) request and an account created by 
the DUT application team. Once the IRS processor is granted the appropriate 
access they can view incoming taxpayer data via DUT Admin application 
dashboard. The information is not available for them to correct. Only the 
Accenture Federal Services (AFS) contracting teams have the necessary access to 
directly correct or manipulate data. This access is distributed to the necessary 
resources via ServiceNow requests, which are approved by AFS Integrated 
Enterprise Portal (IEP) leadership.  

 
15 Is this system owned and/or operated by a contractor? 

Yes 
 
15.1 If a contractor owns or operates the system, does the contractor use subcontractors; 
or do you require multiple contractors to operate, test, and/or maintain this system? 

No 
 
16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access 
level (to this system's PII data) each role is entitled to. (Include details about completion 
status and level of access of the contractor's background investigation was approved for.) 

IRS Employees:  
Users - Read Only  
Managers - Read Only  
 
Contractor Employees:  
Contractor Users - Read and Write  
Contractor Managers - Read and Write  
Contractor Sys Admin - Administrator  
Contractor Developers - Read and Write 

 
 
  



17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a 
system of records, to inform each individual requested to supply information about 
himself or herself. Please provide the Privacy Act Statement presented by your system or 
indicate a Privacy Act Statement is not used and individuals are not given the opportunity 
to consent to the collection of their PII. 

THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE ONLY! 
You are authorized to use the Document Upload Tool to only upload documents 
that the IRS has specifically requested in eligible correspondence. If the 
correspondence you select from the menu in the tool does not give you the option 
to upload documents, then do not use the Document Upload Tool to submit your 
response. Instead, follow the instructions in the correspondence. Images of your 
signature (scanned or photographed) appearing on any document that you are 
authorized to upload is prima facie evidence that the document was signed by 
you. Note: You are never authorized to use the Document Upload Tool to file 
your tax return, even if you have received correspondence requesting that you file 
a tax return. Attempting to upload your tax return through the Document Upload 
Tool does not relieve you of the requirement to file your tax return through 
authorized means. The tax return instructions will explain how to file. Failure to 
file your tax return through authorized means may result in penalties.  

 
18 How many records in the system are attributable to IRS Employees? Enter "Under 
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable". 

Under 50,000 
 
19 How many records in the system are attributable to contractors? Enter "Under 5,000", 
"5,000 to 10,000", "More than 10,000" or "Not Applicable".  

Under 5,000 
 
20 How many records in the system are attributable to members of the public? Enter 
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable". 

More than 1,000,000 
 
22 How is access to SBU/PII determined and by whom? 

Access to DUT is requested via Business Entitlement Access Request System 
(BEARS). Data access is granted on a need-to-know basis. BEARS enrollment 
process requires that an authorized manager approve access requests on a case-by-
case basis. Access approval is based on the Users role(s) and responsibilities. 
Users are given the minimum set of privileges required to perform their regular 
and recurring work assignments; they are restricted from changing the boundaries 
of their access without management approval. Write, Modify, Delete, and/or Print 
are defined on BEARS and set (activated) by the System Administrator prior to 
the user being allowed access. User privileges and user roles determine the types 
of data that each user has access to. Management monitors system access and 
removes permissions when individuals no longer require access.  



 
23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an 
upload to the Attachment Section is required. 

No 
 
24 Explain any privacy and civil liberties risks related to privacy controls. 

There are no privacy or civil liberties risks related to privacy controls 
 
25 Please upload all privacy risk finding documents identified for the system (Audit trail, 
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete. 

Yes 
 
26 Describe this system's audit trail in detail. Provide supporting documents. 

The Document Upload Tool audit trail capability is documented in detail in the 
IEP System Security Plan. This document and related security documents which 
contain IEP audit information are regularly updated and reviewed. IEP systems 
are connected to a centralized log management solution using SPLUNK as our 
downstream audit logging system. Auditable events are transmitted via secured 
connections for real-time analysis of security alerts generated by network devices, 
hardware and applications. Logs and alerts are analyzed, correlated, classified, 
and interpreted by security analysts. The collection and management of auditable 
data complies with IRS, Treasury, and other federal requirements which require 
the following data elements to be audited. 

 
27 Does this system use or plan to use SBU data in a non-production environment? 

No 

 
Interfaces 

 
Interface Type 

Forms 
Agency Name 

12277 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9249 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

433 (A, F, and H) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13844 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8613 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13533 (A) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13683 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

637 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8898 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13920 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

W-7A 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13825 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

15272 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

4506 (A and F) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15315 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9214 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15620 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

9212 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8546 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13980 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15398-A 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15114 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

SS8 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

6497 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8653 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

5578 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14135 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

4810 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15503 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

CP Notices 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13978 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15397 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

14335 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8654 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13909 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

3949-A 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

911 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

656 (L) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13977 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8609 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9549 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

12509 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

8610 (SCH-A) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

5768 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15247 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9368 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9250 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

LP61 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

965-E 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15227 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8027 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15504 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

13979 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

5495 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15104 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15417 (A-I) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14039 (B) 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

LT Correspondex Letters 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14388 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15115 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14439 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Other Organization 
Agency Name 

Amazon Web Services 
Incoming/Outgoing 

Both 



Transfer Method 
Electronic File Transfer Utility (EFTU) 

 
Interface Type 

Forms 
Agency Name 

8823 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14900 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15103 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14134 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14242 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

5646 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

11652 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15091 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14157 (A) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8944 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

12009 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

14711-A 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8453-X 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8809 (EX and I) 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8274 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

12508 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13551 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8918 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

SS-8 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

IRS or Treasury Contractor 
Agency Name 

IRS Splunk 
Incoming/Outgoing 

Outgoing (Sending) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

15116 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

12661 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8328 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8857 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15086 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

13727 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

8802 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

13206 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

3881 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

9000 
Incoming/Outgoing 

Incoming (Receiving) 



Transfer Method 
Amazon Web Services Platform (AWS) 

 
Interface Type 

Forms 
Agency Name 

8899 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

Forms 
Agency Name 

15109 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Digital Inventory Management (DIM) 
Incoming/Outgoing 

Both 
Transfer Method 

Application to Application (A2A)  
 
Interface Type 

Forms 
Agency Name 

13715 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Amazon Web Services Platform (AWS) 

 
Systems of Records Notices (SORNs) 

 
SORN Number & Name 

IRS 36.003 - General Personnel and Payroll Records 



Describe the IRS use and relevance of this SORN. 
Authorizes and governs the collection, use, and maintenance of 
employee PII for personal management and payroll administration, 
ensuring compliance with Privacy Act requirements. 

 
SORN Number & Name 

Treasury .020 - Health Screening and Contact Tracing Records 
Describe the IRS use and relevance of this SORN. 

Authorizes the collection and use of PII for health screening and 
contact tracing while ensuring Privacy Act compliance. 

 
SORN Number & Name 

IRS 34.037 - Audit Trail and Security Records 
Describe the IRS use and relevance of this SORN. 

Create NARA-Compliant database to store and retain records for 
security and audit purposes.  

 
SORN Number & Name 

IRS 00.001 - Correspondence Files and Correspondence Control 
Files 

Describe the IRS use and relevance of this SORN. 
NARA-compliant database allows for storage and viewing of 
correspondence files for taxpayer benefits.  

 
SORN Number & Name 

IRS 42.021 - Compliance Programs and Projects Files 
Describe the IRS use and relevance of this SORN. 

Used to authorize and govern the collection and management of 
PII for IRS compliance. 

 
Records Retention 

 
What is the Record Schedule System? 

General Record Schedule (GRS) 
What is the retention series title? 

5.2 - Transitory and Intermediary Records 
What is the GRS/RCS Item Number? 

010 
What type of Records is this for? 

Electronic 
Please provide a brief description of the chosen GRS or RCS item. 

Records that meet the following conditions:  
● They are required for only a short time (generally less than 180 
days) and  



● They are not required to meet legal or fiscal obligations, or to 
initiate, sustain, evaluate, or provide evidence of decision-making. 

What is the disposition schedule? 
Temporary. Destroy when no longer needed for business use, or 
according to an agency predetermined period or business rule. 

 
What is the Record Schedule System? 

General Record Schedule (GRS) 
What is the retention series title? 

5.2 - Transitory and Intermediary Records 
What is the GRS/RCS Item Number? 

020 
What type of Records is this for? 

Electronic 
Please provide a brief description of the chosen GRS or RCS item. 

Records that meet the following conditions:  
● They are required for only a short time (generally less than 180 
days) and  
● They are not required to meet legal or fiscal obligations, or to 
initiate, sustain, evaluate, or provide evidence of decision-making. 

What is the disposition schedule? 
Temporary. Destroy when no longer needed for business use, or 
according to an agency predetermined period or business rule. 

 
What is the Record Schedule System? 

General Record Schedule (GRS) 
What is the retention series title? 

3.2 - Information Systems Security Records 
What is the GRS/RCS Item Number? 

030 
What type of Records is this for? 

Electronic 
Please provide a brief description of the chosen GRS or RCS item. 

System access records. These records are created as part of the user 
identification and authorization process to gain access to systems. 
Records are used to monitor inappropriate systems access by users. 
Includes records such as:  
● user profiles  
● log-in files  
● password files  
● audit trail files and extracts  
● system usage files  
● cost-back files used to assess charges for system use 

What is the disposition schedule? 
Temporary. Destroy when business use ceases. 



Data Locations 
 
What type of site is this? 

System 
What is the name of the System? 

AWS DynamoDB 
What is the sensitivity of the System? 

Personally Identifiable Information (PII) including Linkable Data 
Please provide a brief description of the System. 

Amazon DynamoDB is a fully managed, serverless, NoSQL 
database service provided by AWS 
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