NOTE: The following reflects the information entered in the PIAMS website.

A. SYSTEM DESCRIPTION

Authority: Office of Management Budget (OMB) Memorandum (M) 03-22, OMB Guidance for Implementing the Privacy
Provisions of the E-Government Act of 2002 & PVR #10- Privacy Accountability and #21-Privacy Risk Management

Date of Approval: January 16, 2015 PIA ID Number: 1040

1. What type of system is this? Legacy

la. Is this a Federal Information Security Management Act (FISMA) reportable system? No

2. Full System Name, Acronym, and Release/Milestone (if appropriate):

Error Resolution System, ERS

2a. Has the name of the system changed? No
If yes, please state the previous system name, acronym, and release/milestone (if appropriate):

3. Identify how many individuals the system contains information on

Number of Employees: ~ Under 50,000

Number of Contractors: ~ Not Applicable

Members of the Public: ~ Not Applicable

4. Responsible Parties:

NA

5. General Business Purpose of System

ERS is a set of computer programs set to run in a specified order on the UNISYS Mainframe at the Enterprise
Computing Center in Martinsburg, West Virginia and the Enterprise Computing Center in Memphis, (ECC-MTB and
ECC-MEM) Tennessee. All ERS information is housed on the ERS database at each computing center. ERS provides
for the correction of errors associated with taxpayer input submissions. As tax forms go through the paper or E-file
process, they are validated by “Doc-Specific.” Doc-Specific is a calculation process and a component of Generalized
Mainline Framework (GMF) that checks tax forms for errors. Errors can either be problems with the tax form, or errors
in the information on the form. Once they are corrected, tax forms go back through GMF to respective Master Files
(MF). If Doc-Specific detects an error on a form, then that form must be reviewed by a Tax Examiner. The Tax
Examiner reviews the error code displayed in ERS and then pulls up the full form through the Integrated Data
Retrieval System (IDRS) using the Command Code “GTREC”. Batches consisting of no more than 100 tax returns are
sent to the tax examiners at the Service Centers. There are approximately 300-350 tax examiners per Service Center.
ERS generates a “top error” report, as well as a Taxpayer Notice Code (TPNC), when there is a balance or an
overpayment. ERS is also used to track information which includes: notice codes, transcriber performance, accuracy
reports, and time reports. The application also counts the number of errors coming in and the number of taxpayer
notices going out. ERS is form-specific; i.e. it differentiates between various forms. For example it differentiates
between Individual Master File (IMF), Business Master File (BMF), Employee Plan Master File (EPMF), and
Information Return Processing (IRP) forms. ERS is comprised of three (3) main components: Computer Assisted
Pipeline Review (CAPR), Document Control System (DCS), and the ERS database. CAPR is classified as a
subsystem of ERS and was implemented to help identify the cause of an error, and to provide transcription operators
and ERS tax examiners with specific feedback for each error. CAPR is designed to pinpoint error trends like poor
instructions on a form or poor transcription. The “ERS-CUM-File” (ERS9302) contains cumulative totals of the specific
causes of errors as well as changes to specific fields. The ERS9302 is created by running ERS93, ERS95 and
ERS96. Five files, ERS9634 through ERS9637, are identified if an error exists. DCS is a batch process under ERS
with no end users. DCS provides a systematic way of controlling inventory in ERS. ERS tax examiners pull only tax
forms with errors from batches that arrive on carts for corrections. The carts are released to files after corrections are
made. The ERS database contains tax forms that require correction. Tax Examiners access the ERS database using
various IDRS command codes to retrieve the tax forms requiring correction. ERS also creates two additional
components: Management Error Reports (MER) and Quality Review (QR). MER counts all errors identified by
mainline processing. These errors are accumulated for each tax class and document code on a daily basis. The totals
are used to print a daily report and build a cumulative file which is printed monthly. The MER reports are used by ERS
tax examiners to determine the types of errors that are entered into ERS. MER is classified as a component of ERS
and not a separate subsystem/module. QR can be performed by a specific employee, or through a general review.
During real-time processing, employees are designated for quality review using the Command Code “EREMP” with



definer Q. After the ERS data store is downloaded, a report is produced listing selected error records both before and
after correction. The data for the report is extracted by the employee and program numbers. General reviews are
broken down into two types: quality assurance processing and CARE reviews. Quality assurance processing uses
Command Code QRSEL to designate quality review by SC-BATCH-CTRL-NUM and BATCH-NUMBER for all records
worked. Records are designated for quality review by one or more selectable criteria (up to seven selectable criteria).
All quality review reports are used by supervisors to check the error rate of employees. QR is classified as a
component of ERS and not a separate subsystem/module ERS does not have any end users, and only the database
administrators at the computing centers have access to the ERS COBOL database area. Output from ERS is either
produced in print form or on a magnetic disk.

6. Has a PIA for this system, application, or database been submitted previously to the Office of Privacy
Compliance? (If you do not know, please contact *Privacy and request a search) Yes

6a. If Yes, please indicate the date the latest PIA was approved: 10/17/2011 12:00:00 AM

6b. If Yes, please indicate which of the following changes occurred to require this update.

e System Change (1 or more of the 9 examples listed in OMB 03-22 applies)
(refer to PIA Training Reference Guide for the list of system changes)

& &

e System is undergoing Security Assessment and Authorization

6¢. State any changes that have occurred to the system since the last PIA

Non FISMA Reportable Due to the nature of a level 3, there is no security risk or impact to the
organization and therefore does not require documentation within a FISMA boundary

7. If this system has an Exhibit 53 or Exhibit 300 please provide the Unique Project Identifier (UPI) number (XXX-XX-
XX-XX-XX-XXXX-XX). Otherwise, enter the word 'none' or 'NA'. NA

B. DATA CATEGORIZATION

Authority: OMB M 03-22 & PVR #23- PIl Management
8. Does this system collect, display, store, maintain or disseminate Personally Identifiable Information (PII)? Yes

9. Indicate the category that best describes the source that provides or originates the PII collected, displayed, stored,
maintained or disseminated by this system. Most common categories follow:

Taxpayers/Public/Tax Systems Yes
Employees/Personnel/HR Systems Yes

Other Source:
Other No

10. Indicate all of the types of PII collected, displayed, stored, maintained or disseminated by this system. Then state if
the PII collected is on the Public and/or Employees. Most common fields follow:

TYPE OF Pl Collected? On Public? On IRS Employees or
Name Yes Yes No
Social Security Number (SSN) | Yes No No
Tax Payer ID Number (TIN) Yes No No
Address Yes No No
Date of Birth No No No

Additional Types of PIl: Yes
PIl Name On Public? On Employee?




Business Tax Return Information Yes No
Individual Tax Return Information Yes No

10a. What is the business purpose for collecting and using the SSN?

ERS require each data item for the business purpose of the system to: retrieve taxpayer information, process tax
forms, and when necessary, to make corrections to tax forms.

If you answered Yes to Social Security Number (SSN) in question 10, answer 10b, 10c, and 10d.

10b. Cite the authority that allows this system to contain SSN's? (e.g. specific regulations, statutes, etc.)
IRC 6109(a) IRM 10.2.1.4 IRC 6103, 7213, 7217 and 7431

10c. What alternative solution to the use of the SSN has/or will be applied to this system? (e.g. masking, truncation,
alternative identifier)

There is no alternative to the use of the SSN. The SSN is the significant part of the data being
processed.

10d. Describe the planned mitigation strategy and forecasted implementation date to mitigate or eliminate the use
of Social Security Numbers on this system?

There is no planned mitigation strategy to mitigate or eliminate the use of the SSN on the system.

Describe the PIl available in the system referred to in question 10 above.
« Place of Birth » Sex * Race Employee: * User Identification (ID) Number Name C. Audit Trail
Information: Audit trails are handled by Modernization & Information Technology Services (IT)
Enterprise Operations (GSS-EOPS) administrators and are outside the scope of ERS. Personally
identifiable information (PIl) is not stored in audit trails.

11. Describe in detail the system's audit trail. State what data elements and fields are collected. Include employee log-in
information. If the system does not have audit capabilities, explain why an audit trail is not needed.

At this time, an ESAT-approved Audit Plan does not exist for ERS. The ERS application does not have auditing
capability and does not have any end-users; therefore, no human input takes place in ERS. Limited audit
functionality is performed by the GSS- upon which the application resides. The ERS application audit
functionality captures relevant data related to the series of batch processes that are run to interact with other
applications and transfer and/or receive information.

1la. Does the audit trail contain the audit trail elements as required in current IRM 10.8.3 Audit Logging Security
Standards? Yes

12. What are the sources of the PIl in the system? Please indicate specific sources:
a. IRS files and databases: Yes

If Yes, the system(s) are listed below:

Current PIA Approval SA &  Authorization
PIA? Date A? Date

Service Center Control File Processing (SCCF): Yes 05/30/2006 Yes 05/18/2006

System Name




Taxpayer Notice Code (TPNC) No 05/30/2006 No 05/18/2006

Document Control System (DCS) No 05/30/2006 No 05/18/2006
Business Master File (BMF) Yes 05/28/2014 Yes 05/28/2014
Management Error Reports (MER) No 05/28/2014 No 05/28/2014
Quality Review (QR). No 05/28/2014 No 05/28/2014
ERS Database No 05/28/2014 No 05/28/2014
Employee Plan Master File (EPMF) Yes 04/30/2014 Yes 04/30/2014
Information Return Processing (IRP) Yes 10/09/2009 Yes 11/18/2013
Tax Return Database (TRDB): Yes 01/30/2013 Yes 05/18/2007
Individual Master File (IMF) Yes 06/07/2007 Yes 06/21/2007
Generalized Mainline Framework (GMF) Yes 06/29/2011 Yes 06/07/2011
Integrated Data Retrieval System (IDRS) Yes 07/18/2014 Yes 07/18/2014
DLY09 No 07/18/2014 No 07/18/2014

Electronic Tax Administration Research and Analysis

System (ETARAS) Yes 02/12/2013 Yes 02/12/2013
Fact of Filing (FOF): No 02/12/2013 No 02/12/2013
Notice Review Processing System (NRPS): Yes 05/29/2012 Yes 05/29/2012
Computer Assisted Pipeline Review (CAPR) No 05/29/2012 No 05/29/2012

b. Other federal agency or agencies: No
C.

State and local agency or agencies: No
d. Third party sources: No
e. Taxpayers (such as the 1040): No
f. Employees (such as the 1-9): No
g. Other: No If Yes, specify:

C. PURPOSE OF COLLECTION

Authorities: OMB M 03-22 & Internal Revenue Manual (IRM) 10.8.8, IT Security, Live Data Protection Policy & PVR #16,
Acceptable Use

13. What is the business need for the collection of PII in this system? Be specific.

The use of the data is relevant and necessary for the ERS system. ERS is the pipeline for many systems that
transform batches of data into individual and business returns for posting to the Master File.

D. PIl USAGE

Authority: OMB M 03-22 & PVR #16, Acceptable Use
14. What is the specific use(s) of the PII?

To conduct tax administration Yes
To provide taxpayer services No
To collect demographic data No
For employee purposes Yes

If other, what is the use?

Other: No




E. INFORMATION DISSEMINATION

Authority: OMB M 03-22 & PVR #14- Privacy Notice and #19- Authorizations

15.

16.
17.

Will the information be shared outside the IRS? (for purposes such as computer matching, statistical purposes,

etc.) No
Does this system host a website for purposes of interacting with the public? No
Does the website use any means to track visitors' activity on the Internet?

If yes, please indicate means:

YES/NO AUTHORITY
Persistent Cookies

Web Beacons

Session Cookies

If other, specify:
Other:

F. INDIVIDUAL CONSENT

Authority: OMB M 03-22 & PVR #15- Consent and #18- Individual Rights

18. Do individuals have the opportunity to decline to provide information or to consent to particular uses of the
information? Not Applicable

19. Does the system ensure "due process" by allowing affected parties to respond to any negative determination, prior
to final action? Yes

19a. If Yes, how does the system ensure “due process”?
The system will allow affective parties the opportunity to clarify or dispute negative information that could be used
against them. Due process is provided pursuant to 5 USC.

20. Did any of the PII provided to this system originate from any IRS issued forms? Yes

20a. If Yes, please provide the corresponding form(s) number and name of the form.

ID Form Number Form Name

4796 706 United States Estate Tax Return

4797 706-NA United States Estate(and Generation-Skipping Transfer) Tax Return
4798 709 United States Gift Tax Return

4799 720 Quarterly Federal Excise Tax Return

4800 940 Employer's Annual Federal Unemployment (FUTA) Tax Return
4801 941 Employer's Quarterly Federal Tax Return

4802 943 Employer's Annual Federal Tax Return for Agricultural Employees
4803 990 Return of Organization Exempt From Income Tax

4804 990-EZ Short Form Return of Organization Exempt from Income Tax

4805 990-PF Return of Private Foundation or Section 4947(a) (1) Nonexempt Charitable Trust Treated as a Private



4806 990-T Exempt Organization Business Income Tax Return (and proxy tax under section 6033(e))

4807 1040 Individual Income Tax Return

4808 1040-A U.S. Individual Income Tax Return

4809 1040-ES Estimated Tax for Individuals

4810 1040-EZ Income Tax Return for Single Filers and Joint Filers With No Dependents
4811 1040-NR Nonresident Alien Income Tax Return

4812 1040-PR Planilla para la Declaracion de la Contribucion Federal socdre el Trabajo por Cuenta
4813 1041 U.S. Income Tax Return for Estates and Trusts

4814 1042 Annual Withholding Tax Return for U.S. Income of Foreign Persons
4815 1065 U.S. Return of Partnership Income

4816 1065-B U.S. Return of Income for Electing Large Partnerships

4817 1066 U.S. Real Estate Mortgage Investment Conduit (REMIC) Income Tax Return
4818 1120 U.S. Corporation Income Tax Return

4819 1120-F U.S. Income Tax Return of a Foreign Corporation

4820 1120-H U.S. Income Tax Return for Homeowners Associations

4821 1120-C U.S. Income Tax Return for Cooperative Associations

4822 1120-L U.S. Life Insurance Company Income Tax Return

4823 1120-PC U.S. Property and Casualty Insurance Company Income Tax Return
4824 1120-POL U.S. Income Tax Return for Certain Political Organizations

4825 3177 Notice of Action for Entry on Master File

4826 2290 Heavy Highway Vehicle Use Tax Return

4827 4868 Application for Automatic Extension of Time To File U.S. Individual Tax Return
4828 5227 Split Interest Trust Return

4829 5330 Return of Excise Taxes Related to Employee Benefit Plans

4830 8038 Information Return for Tax-Exempt Private Activity Bond Issues
4831 8703 Annual Certification of a Residential Rental Project

4832 3520-A Annual Information Return off Foreign Trust with a U.S. Owner



G. INFORMATION PROTECTIONS

Authority: OMB M 03-22 & PVR #9- Privacy as Part of the Development Life Cycle, #11- Privacy Assurance, #12- Privacy
Education and Training, #17- PIl Data Quality, #20- Safeguards and #22- Security Measures

21. Identify the owner and operator of the system: IRS Owned and Operated

2l1a. If Contractor operated, has the business unit provided appropriate notification to execute the annual security review
of the contractors, when required?

22. The following people have use of the system with the level of access specified:

Yes/No Access Level
IRS Employees: Yes
Users Read Write
Managers Read Write
System Administrators Read Write
Developers No Access
Contractors: No
Contractor Users
Contractor System Administrators
Contractor Developers
Other: No

If you answered yes to contractors, please answer 22a. (All contractor/contractor employees must hold at minimum, a
"Moderate Risk" Background Investigation if they have access to IRS owned SBU/PII data.)

22a. If the contractors or contractor employees act as System Administrators or have “Root Access”, does that person
hold a properly adjudicated “High Level” background investigation?

23. How is access to the PIl determined and by whom?
OL5081

24. How will each data element of SBU/PII be verified for accuracy, timeliness, and completeness?

Data validation is performed by IDOCS/BDOCS subroutines one record at a time when the records are passed to
IDOCS/BDOCS subroutines (programs) by GMF and/or ERS. Validations performed on each return are based on
IRS Business customer requirements. Returns are processed in the GMF and ERS systems on a daily basis.

25. Are these records covered under the General Records Schedule (GRS), or have a National Archives and Records
Administration (NARA) archivist approved a Record Control Schedule (RCS) for the retention and destruction of
official agency records stored in this system? Yes

25a. If Yes, how long are the records required to be held under the corresponding RCS and how are they disposed
of? In your response, please include the complete IRM number 1.15.XX and specific item number and title.

ERS master data files are approved for destruction when 1 year old or when no longer needed for administrative,
legal, audit or other operational purposes (Job No. N1-58-97-13), as published under IRM 1.15.35 Records Control
Schedule (RCS) for Tax Administration Systems (Electronic), Iltem 16 (soon to be re-published in Document 12990
under RCS 35). The Computing Centers (ECC-MTB and ECC-MEM) are responsible for erasing tapes or deleting
files at the end of the retention periods. Disk files are deleted according to parameters set up for each file in
accordance with IRM 1.15.8-1.

If No, how long are you proposing to retain the records? Please note, if you answered no, you must contact the IRS
Records and Information Management Program to initiate records retention scheduling before you dispose of any
records in this system.



26.

26a.

Describe how the PII data in this system is secured, including appropriate administrative and technical controls
utilized.

ERS receives data from and provides data to the Generalized Mainline Framework (GMF) via a disk file. All data is
transmitted through internal data flow within the UNISYS mainframe environment. « ERS utilizes IDRS for all user
identification and authentication to the application. « ERS transmits the status of specific returns to the Service
Center Control File Processing (SCCF) application via a disk file through the Daily Taxpayer Information File (TIF)
update. « ERS transmits what processing occurred, along with the associated fields that were changed to the Tax
Return Database (TRDB) application via a disk file. « ERS sends notice indicators via a disk file letting the Notice
Review Processing System (NRPS) which is a subsystem of the Individual Master File (IMF) know something
should be sent to a taxpayer and what type of letter they should create.

Next, explain how the data is protected in the system at rest, in flight, or in transition.

The ERS application does not directly connect with applications internal to IRS. Since there are no interconnections
between IRS owned systems and external systems for ERS, no MOU or ISA is required.

27.

Has a risk assessment (e.g., SA&A) been conducted on the system to ensure that appropriate security controls
have been identified and implemented to protect against known risks to the confidentiality, integrity and availability
of the PII? Yes

28.

Describe the monitoring/evaluating activities undertaken on a regular basis to ensure that controls continue to work
properly in safeguarding the PII.

The Computing Centers are responsible for erasing tapes or deleting files at the end of the retention periods. Disk
files are deleted according to parameters set up for each file in accordance with IRM 1.15.8-1.

29.

Is testing performed, in accordance with Internal Revenue Manual (IRM) 10.8.8 - IT Security, Live Data Protection
Policy? Not Applicable

29a.

29b.

Has approval been received from the Office of Privacy Compliance to use Live Data in testing (if appropriate)?

If you have received permission from the Office of Privacy Compliance to use Live Data, when was the approval
granted?

H. PRIVACY ACT & SYSTEM OF RECORDS

Under the statute, any employee who knowingly and willfully maintains a system of records without meeting the Privacy
Act notice requirements is guilty of a misdemeanor and may be fined up to $5000.

Authority: OMB M 03-22 & Privacy Act, 5 U.S.C. 552a (e) (4) & PVR #13-Transparency

30. Are 10 or more records containing PIl maintained/stored/transmitted through this system? No

31.

Are records on the system retrieved by any identifier for an individual? (Examples of identifiers include but are not

limited to Name, SSN, Photograph, IP Address) Yes

3la.

If YES, the System of Records Notice(s) (SORN) published in the Federal Register adequately describes the
records as required by the Privacy Act? Enter the SORN number and the complete name of the SORN.

SORN Number SORN Name

22.054 Subsidiary Accounting Files
22.060 Automated Non Master File
22.062 Electronic Filing Records

24.030 CADE Individual Master File (IMF)



24.046 CADE Business Master File (BMF)

34.037 IRS Audit Trail and Security Record



I. ANALYSIS
Authority: OMB M 03-22 & PVR #21- Privacy Risk Management

32. What choices were made or actions taken regarding this IT system or collection of information as a result of
preparing the PIA?

Resulted in the removal of PIl from the system (e.g., SSN use reduced/eliminated) No
Provided viable alternatives to the use of PIl within the system No
New privacy measures have been considered/implemented No
Other: No

32a. If Yes to any of the above, please describe:
NA



