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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
International Data Exchange Service, IDES

Acronym:
FATCA IDES

Business Unit
Information Technology

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The contractor system is the International Data Exchange Service (IDES). IDES is
a contractor-hosted and contractor-managed system owned and operated by
Vibrantech Solutions Inc. (VSI) in support of the Internal Revenue Service (IRS).
IDES is hosted in VSI’s Amazon Web Services (AWS) GovCloud environment
and 1s used to securely support the exchange of tax reporting information required
under the Foreign Account Tax Compliance Act (FATCA). IDES is used by
authorized foreign and domestic reporting entities that must submit FATCA-
related information to the IRS. These users include Foreign Financial Institutions
(FFIs), Host Country Tax Authorities (HCTAs), direct reporting Non-Financial
Foreign Entities (NFFEs), sponsoring entities, U.S. withholding agents, trustees of
trustee-documented trusts, and other approved FATCA filers. These users access
IDES to enroll, manage accounts, upload encrypted FATCA reporting files,



receive system alerts, and download IRS notifications as permitted under their
FATCA reporting model. The IRS needs IDES because FATCA requires certain
foreign financial institutions and foreign tax authorities to report information
about U.S. accounts and foreign financial assets. IDES provides a secure platform
that allows these international entities to transmit required FATCA reporting data
to the IRS. Without IDES, the IRS would not have the same centralized, secure,
and auditable method to receive and manage international FATCA data
submissions from financial institutions and tax authorities abroad. IDES benefits
the IRS by enabling secure, reliable, and traceable international data exchange in
support of FATCA compliance. The system helps the IRS receive foreign
financial account reporting data that can be used in downstream compliance
processes to identify potential underreporting of foreign taxable income, support
enforcement of FATCA requirements, improve transparency into offshore
financial accounts, and protect the integrity of the U.S. tax system. IDES also
supports operational efficiency by providing a controlled system for enrollment,
secure file transmission, system notifications, auditability, and limited retention of
transmitted files.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTI)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
IDES is a secure managed file transfer service used by authorized Foreign
Financial Institutions (FFIs), Host Country Tax Authorities (HCTAs), and other
approved FATCA users to transmit FATCA reporting data to the IRS. The
lifecycle begins when users enroll via the IDES portal and submit FATCA files
through the IDES Gateway using HTTPS or SFTP. Data originates from
authorized reporting entities and includes limited PII such as Global Intermediary
Identification Numbers (GIINs), IP addresses, and email addresses. GIINs
validate entity relationships, IP addresses support logging and security
monitoring, and email addresses enable enrollment, notifications, and account
management. FATCA files are prepared and encrypted by the sender prior to
transmission. Files are formatted in approved FATCA XML, digitally signed,
compressed, encrypted using AES-256, and packaged for secure transfer. Upon
receipt, IDES temporarily stores encrypted files in controlled Gateway locations
such as sender outbox or receiver inbox. IDES does not decrypt or retain data
long term; it strictly facilitates secure transmission. During processing, IDES
validates files through virus scanning, encryption checks, and format verification.
Valid files are routed to authorized recipients such as the IRS or HCTAs,



depending on the FATCA reporting model. Invalid files are automatically rejected
and deleted, requiring resubmission. Data sharing occurs only between authorized
parties under FATCA and IGA (Intergovernmental Agreement) frameworks.
Retention is limited: files remain available for download for up to 7 days, with a
24-hour completion window once download begins. Files not retrieved within this
timeframe are automatically deleted. Destruction is enforced through automated
processes-files failing validation or exceeding retention windows are permanently
removed and cannot be recovered.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Email Address

Global Intermediary Identification Number (GIIN)

Internet Protocol Address (IP Address)

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012

Product Information (Questions)

1 Is this a new system?
No

1.1 Is there an approved Privacy and Civil Liberties Impact Assessment (PCLIA) for this
system?
Yes

1.11 Has the name changed since the prior PCLIA?
No

1.12 What is the System Name on the most recent approved PCLIA?
International Data Exchange Service, IDES

1.13 What is the Acronym on the most recent approved PCLIA?
FATCA IDES

1.2 What changes occurred to require this updated PCLIA?
During the IDES FISMA 26 audit, we were advised that only PII actually stored
by the IDES system should be reported. Previously, we included all PII contained
within transmitted files. However, IDES does not store or access any PII within
those files, as they are deleted once downloaded by ICMM or Country-by-
Country. The only PII retained by IDES is the email address, IP address, and
Global Intermediary Identification Number (GIIN).



2 What is the name of the contractor?
VIBRANTECH SOLUTIONS INC.

3 Please provide a contact person for the contractor.
XXXXX

4 Please provide the phone number for the contractor.
XXX XX

5 What is the email address for the contractor?
XXXX XXXX

6 What is the address for the contractor?
XXXX X

7 What is the location of the contractor?
XXXXX XX

& What is the contract number?
47QTCB22D0288

9 What is the length of the contract?
7 months

10 What is the contract start date?
12/05/2025

11 What is the contract end date?
07/29/2026

12 What is the Contracting Officer (CO) name?
XXXX X

13 What is the CO's email address?
XXXX XXX

14 What is the CO's phone number?
XXXX X

15 Who is the Contracting Officer's Representative (COR)?
XXX XXXXX

16 What is the COR's email address?
XXXX X



17 What is the COR's phone number?
XXXXX

18 What is the IRS business unit procuring the contract?
Information Technology

19 What is the business owner contact name?
XXX

20 How is access to the SBU/PII determined and by whom?
IDES is a managed service that delivers third party reporting data. The host does
not have the ability to open the encrypted data files while in transit. All the host
will see is their packet of information is being sent to the IRS from the sending
party. The data file is not decrypted until it has physically arrived at the
designated landing platform. IRS Users will have read access to
https://www.visibility.idesgateway.com to review reports. Also, access to the data
is determined by the manager based on a user’s position and need-to-know. The
manager will request a user to be added.

21 Are any authorized employees approved for telework?
Yes

21.1 Is there an approved telework agreement/policy?
Yes

22 Describe the work to be performed, how PII will be used, collected, received,

displayed, stored, maintained, or disseminated.
IDES Inception to Destruction Lifecycle IDES is a secure managed file transfer
service used by authorized Foreign Financial Institutions (FFIs), Host Country
Tax Authorities (HCTAs), direct reporting NFFEs, sponsoring entities, U.S.
withholding agents, trustees of trustee-documented trusts, and other approved
FATCA users to transmit FATCA reporting data to the IRS. The IDES lifecycle
begins when authorized users enroll in IDES and submit FATCA transmission
files through the IDES Gateway using HTTPS or SFTP. The IDES User Guide
identifies IDES as the secure exchange service for FATCA data transmissions and
notes that the data collected through IDES is incorporated into IRS compliance
operations. At inception, data originates from authorized FATCA reporting
entities and HCTAs. For contractor-supported IDES operations, the PII collected
and used is limited to Global Intermediary Identification Numbers (GIINs),
Internet Protocol Addresses (IP Addresses), and email addresses. GIINs are used
to associate submissions with the authorized FATCA entity and validate the
sender/receiver relationship; IP Addresses are used for access logging, security
monitoring, audit support, incident response, and operational troubleshooting; and
email addresses are used for enrollment, account management, help desk support,
password reset, alert preferences, and transmission-related notifications. The User



Guide confirms that IDES enrollment requires user profile information including
email address, uses email for alerts and notifications, and requires valid
credentials and certificates for access. After collection, FATCA files are prepared
by the sender before transmission to IDES. The IDES User Guide states that IDES
only accepts encrypted electronic submissions in the approved FATCA XML
format and that FATCA data packets are packaged as transmission archives. The
FATCA XML file is digitally signed, compressed, encrypted using an AES-256
key, packaged into a ZIP archive, and transmitted to IDES. Once transmitted, the
data is stored only temporarily within the IDES managed file transfer
environment. Storage occurs in IDES Gateway folders such as the sender’s
upload/outbox location, receiver inbox, or, for Model 1 Option 2, a
pending/review location until the HCTA approves or rejects the file. IDES does
not provide long-term storage; the User Guide explicitly states that IDES provides
secure data transmissions and prohibits long-term data storage. During use, IDES
validates the submitted transmission for required security and formatting
requirements, including virus scanning, encryption validation, naming convention
checks, package content checks, and transmission status monitoring. If the file
passes validation, IDES makes the transmission available to the authorized
receiver, such as the IRS or an HCTA depending on the applicable FATCA
reporting model. If the transmission fails validation because of malware,
encryption issues, metadata errors, package errors, or other required checks, IDES
deletes the transmission and sends an alert requiring the sender to correct and
resubmit the file. Sharing occurs only through controlled IDES transmission paths
based on the user’s FATCA reporting model and authorization. In many cases, the
IRS is the only valid recipient. Under Model 1, HCTAs submit FATCA reporting
to the IRS on behalf of FFIs in their jurisdiction. Under Model 1 Option 2, FFIs
upload FATCA reporting to IDES for HCTA review, and IDES releases the data
to the IRS only after HCTA approval. Under Model 2 or non-IGA models, FFIs or
other authorized filers may transmit FATCA reporting directly to the IRS. The
User Guide describes these authorized user roles and permitted access paths by
agreement type. Retention is limited and tied to transmission availability. After a
user transmits a valid data packet, the receiving party receives an IDES alert or
notification that the file is available for download. The file remains available in
the receiver’s inbox for 7 days from the file creation time. If the receiver initiates
download within the 7-day window, the download must be completed within 24
hours from the time download is initiated. If the file is not downloaded within the
applicable period, or if the download window expires, the file is automatically
deleted. Destruction occurs automatically through IDES expiration and validation
controls. Files that fail validation, including files with viruses, unencrypted
payloads, encryption errors, metadata errors, or other invalid package conditions,
are automatically deleted and must be retransmitted by the sender. Files that
expire after the 7-day availability period or the 24-hour post-download-initiation
period are also automatically deleted. Once deleted, the file cannot be retrieved,
downloaded, or restored. Accordingly, the IDES lifecycle is: data is collected
from authorized FATCA users and HCTAs, including GIINs, I[P Addresses, and
email addresses used for account management, authentication support,



notifications, monitoring, troubleshooting, and secure transmission operations;
FATCA files are prepared and encrypted by the sender; transmitted securely
through IDES using HTTPS or SFTP; temporarily stored in controlled IDES
Gateway folders; validated and routed to the authorized IRS or HCTA recipient;
retained only for the limited download period; and automatically deleted upon
validation failure or expiration. This lifecycle supports the IRS by enabling secure
international exchange of FATCA reporting data, which helps the IRS improve
transparency, support compliance operations, identify potential non-reporting of
foreign taxable income, and fulfill FATCA legislative requirements.

23 Provide a clear, concise reason why the contractor will use the PII, the benefit to IRS,

and how the information will be used.
The contractor uses limited PII only as necessary to operate, maintain, monitor,
and secure the International Data Exchange Service (IDES), which supports the
IRS’s implementation of the Foreign Account Tax Compliance Act (FATCA).
The PII collected and used by the IDES platform for contractor-supported system
operations is limited to Global Intermediary Identification Numbers (GIINs),
Internet Protocol Addresses (IP Addresses), and email addresses associated with
authorized Foreign Financial Institutions (FFIs), Host Country Tax Authorities
(HCTAs), and other approved FATCA users. The contractor’s role is to support
the technical operation of the IDES platform, including user authentication
support, account management, secure file transmission, system monitoring,
troubleshooting, help desk support, audit/log review, incident triage, alert
notification support, and operational reporting. The contractor uses GIINs to
validate and associate registered FATCA entities with their authorized IDES
activity; I[P Addresses to support secure access, logging, monitoring, fraud
detection, troubleshooting, and cybersecurity analysis; and email addresses to
support user enrollment, account communications, password resets, help desk
coordination, alert preferences, and transmission-related notifications. The
contractor does not use this information for independent compliance
determinations; rather, the information enables the secure exchange of FATCA
data through IDES so the IRS can perform downstream compliance and
enforcement activities. Within IRS processes, IDES serves as the secure
international data exchange platform that allows FFIs and HCTAs abroad to
transmit FATCA reporting data to the IRS. The transmitted FATCA data supports
IRS comparison of third-party foreign financial account reporting against
taxpayer return information to identify potential noncompliance involving foreign
taxable income and offshore financial accounts. While FATCA submissions may
support broader IRS compliance processes involving taxpayer and financial
account information, the IDES platform’s contractor-supported operational use of
PII is limited to GIINs, IP Addresses, and email addresses required to manage
secure access, account administration, transmission, monitoring, user notification,
troubleshooting, and support of the exchange platform. The benefit to the IRS is
that IDES enables the secure, reliable, and auditable exchange of FATCA
reporting data from foreign financial institutions and host country tax authorities,
helping the IRS improve international tax compliance, identify potential



underreporting of foreign taxable income, support enforcement of FATCA
legislative requirements, and protect the integrity of the U.S. tax system.

24 Please indicate the location where the work will be performed, and how the data will
be processed, stored, and secured.
Fed AWS Cloud instance located in AWS GovCloud US-West. Encrypted files
will be stored in Amazon S3 buckets. Data is encrypted at rest with a seven-day
holding period. Transferred to downstream applications via Simple Object Access
Protocol (SOAP). Data in transit is encrypted via HTTPS using TLS 1.2.

25 Is any data accessed, processed and/or stored outside the United States or US
Territories?
No

26 Describe the procedures for agency oversight on contractor, access, storage, and

destruction of PII, disclosure awareness training and incident reporting.
The IRS provides agency oversight of contractor access, storage, handling, and
disposition of PII through established security controls, role-based access
processes, audit logging, required training, and incident reporting procedures. The
contractor follows applicable IRS Information Resource Management (IRM)
protocols and IRS security policies for identifying, reporting, escalating, and
responding to any suspected or confirmed security breach, unauthorized
disclosure, or incident involving PII. Access to systems and environments that
may support IDES operations is controlled through a documented approval
process. For AWS environments used by the development and engineering teams,
access requests are initiated by email and must be reviewed and approved by the
designated approving manager before access is granted. Once approved, access is
provisioned based on the team member’s required role and responsibilities, using
least-privilege and role-based access principles. Access is limited to authorized
personnel with a valid business need, and access levels are reviewed and managed
to ensure users only receive the permissions required to perform their assigned
duties. Agency and contractor oversight are supported through visibility into user
activity and system events. AWS CloudWatch and AWS CloudTrail are used to
monitor, track, and log developer and AWS engineer actions within the
environment in real time. These tools provide auditable records of system events,
access activity, configuration changes, and operational actions, enabling the team
to detect anomalous activity, support security reviews, troubleshoot issues, and
provide evidence for incident response or audit inquiries. This logging and
monitoring capability helps ensure that access to systems and any Pll-related
activity is traceable, reviewable, and subject to oversight. PII storage is limited to
approved systems and locations required to support authorized IDES operations.
The contractor does not store PII outside authorized environments or retain PII
beyond approved operational needs. Access to stored information is restricted to
approved users, and all handling of PII follows IRS security requirements,
applicable IRM guidance, and the system’s approved access controls. Disposition
and destruction of PII are performed in accordance with IRS-approved retention



and disposal requirements. For IDES transmission files, the system prohibits long-
term storage and automatically deletes files after the applicable retention window
or validation failure, preventing unauthorized long-term retention. All contractor
personnel with access to IRS systems or data are required to complete applicable
disclosure awareness, privacy, and security training before receiving access and
on a recurring basis, thereafter, as required by IRS policy. Training reinforces the
proper handling of PII, restrictions on unauthorized access or disclosure, incident
identification and escalation responsibilities, and consequences for
noncompliance. Completion of required training is tracked and monitored, and
access may be withheld or removed for personnel who do not meet training
requirements. For incident reporting, the contractor follows standard IRS IRM
protocols for suspected or confirmed security incidents, privacy incidents,
unauthorized access, or unauthorized disclosure of PII. Personnel are required to
promptly report suspected incidents through established escalation channels so the
incident can be reviewed, documented, triaged, and escalated to the appropriate
IRS security, privacy, and program stakeholders. The contractor supports incident
response by preserving relevant logs, providing AWS CloudWatch and
CloudTrail activity records, assisting with impact analysis, supporting
containment and remediation activities, and documenting corrective actions. This
approach ensures that potential breaches or incidents are identified quickly,
reported through approved IRS channels, and managed in accordance with IRS
incident response and disclosure requirements.

27 If applicable, what is the IRS PCLIA Number for the system that is providing the
information associated with this contract?
6709

28 Are you receiving only the data that is needed to accomplish the task?
Yes

29 From what sources are you obtaining data (other than the IRS) to fulfill this contract?
IDES obtains data from external, non-IRS sources only as necessary to support
FATCA reporting and the secure operation of the IDES platform. Because IDES
is vendor-hosted and vendor-managed by Vibrantech Solutions Inc. (VSI) in
VSI’s AWS GovCloud environment, the AWS GovCloud-hosted IDES platform
is the contractor-managed environment where external user data is received,
processed, transmitted, monitored, and temporarily stored to fulfill contract
requirements. However, AWS GovCloud is the hosting environment, not the
original source of the data. The external sources of data for IDES include
authorized FATCA reporting entities and users that transmit data through the
IDES platform, including Foreign Financial Institutions (FFIs) that upload
FATCA reporting data directly to IDES, depending on the applicable reporting
model. Host Country Tax Authorities (HCTAs) that upload FATCA reporting
data to the IRS on behalf of FFIs in their jurisdiction, approve or reject Model 1
Option 2 submissions, and receive/download IRS notifications, alerts, and
Competent Authority Requests. Direct Reporting Non-Financial Foreign Entities



(NFFEs), Sponsoring Entities, U.S. Withholding Agents, Trustees of Trustee-
Documented Trusts, and other approved non-GIIN or FIN filers that are
authorized to enroll in IDES and submit FATCA reports through the platform.
Authorized IDES administrators and end users who provide enrollment and
account information required to access and use the system, including GIINs or
applicable FATCA entity identifiers, email addresses, usernames, passwords,
challenge question responses, alert preferences, and uploaded digital certificates.
IRS-approved Certificate Authorities (CAs), indirectly, through the digital
certificates obtained by IDES users and uploaded during enrollment. IDES
validates certificates issued by IRS-approved CAs and uses certificate status
information, including revocation checks, to support secure transmission and
account access. The IDES User Guide identifies IDES as a secure managed file
transfer service available to FFIs and HCTAs to facilitate FATCA reporting and
explains that authorized users access IDES through HTTPS or SFTP to transmit
encrypted FATCA XML submissions. The guide also identifies valid user types
and access paths, including FFIs, HCTAs, direct reporting NFFEs, U.S.
withholding agents, sponsoring entities, and trustees of trustee-documented trusts.
In summary, the contractor obtains non-IRS data from authorized FATCA
external users and entities that enroll in and transmit through IDES. VSI’s AWS
GovCloud environment serves as the vendor-hosted and vendor-managed
platform used to securely receive, validate, monitor, transmit, and temporarily
retain that data in accordance with IDES requirements.

30 Do you have subcontractors who work on the contract?
Yes

30.1 What is the subcontractor's name(s)?
Computer Generated Solutions (CGS) - This subcontractor exclusively manages
the IDES help desk providing 24/7/365 support for the international customers
abroad.

30.2 Who is the subcontractor point(s) of contact?
XXXXXXX

30.3 What is the subcontractor email address(es)?
XXXXX

30.4 What is the subcontractor phone number?
XXXX

30.5 What are the services provided by the subcontractor(s)?
This subcontractor exclusively manages the IDES help desk providing 24/7/365
support for international customers abroad.



30.6 What PII/SBU data is shared with the subcontractor?
International customer data is all encrypted and not visible to the subcontractors.
Schemas, data models, architectural design, and requirement specifications are all
shared with the subcontractors on an as-needed basis once they have received
their background clearance.

30.7 Are you sending only the data that is needed to accomplish the task?
Yes

31 Does this system use Artificial Intelligence (AI)?
Yes

32 Does the system use cloud computing?
Yes

32.1 Please identify the Cloud Service Provider (CSP).
AWS GovCloud

32.2 Is the CSP FedRAMP Authorized?
Yes

32.3 Privacy laws (including access and ownership) can differ in other countries. Does
the data physically reside in systems located in the United States and its territories and is
all access and support of this system performed from within the United States and its
territories?

Yes

33 Who owns and operates the system (IRS Owned and Contractor Operated, Contractor
Owned and Operated)?

Contractor Owned and Operated. Vibrantech Solutions Inc. (VSI) owns and

operates the IDES system on VSI's corporate AWS GovCloud infrastructure.

33.1 Has the system been through Security Assessment and Authorization (SA&A) or

Annual Security Control Assessment (ASCA)?
Yes

34 Identify the roles and their access level to the PII data. Indicate whether background
investigations are complete or not.

Developer - Read

System Administrator - Administrator

In production environments we do not have any User accounts.

No Service Accounts. Inter Service access is utilized through the end points. N/A

for Cloud app infrastructure. Confirmed by AWS Solution Architect. Background

investigations are complete.



35 Describe the system's audit trail in detail.
The FATCA IDES application maintains audit trails to support monitoring,
accountability, security investigations, and compliance with IRS and IRM logging
requirements. Audit logging is implemented through AWS CloudTrail, Amazon
CloudWatch, application logs, operating system logs, and supporting security
monitoring tools. These mechanisms capture and retain events related to system
access, authentication, configuration changes, file processing activities,
administrative actions, and security-relevant events. The audit trail includes, but is
not limited to: User authentication and authorization events Administrative
account activity File upload and download transactions FATCA/PII data
processing events Configuration and security group changes Application and
infrastructure errors/exceptions API calls and system access attempts Privileged
user actions Data transfer and transmission activities System startup, shutdown,
and service restart events Audit logs are centrally collected and monitored
through AWS-native logging services and enterprise monitoring solutions. Logs
are protected through role-based access controls and restricted administrative
permissions to prevent unauthorized modification or deletion. Audit records are
retained in accordance with IRS retention policies and applicable IRM
requirements. Log retention settings are configured to support operational
monitoring, incident response, forensic analysis, and audit review activities.
Security and operational teams review logs and alerts regularly to identify
anomalies, unauthorized access attempts, operational issues, and potential security
incidents. Automated monitoring and alerting mechanisms are used to support
timely detection and response activities. Any identified logging gaps,
enhancements, or audit capability improvements are tracked through formal
remediation and continuous monitoring processes.

36 Does this system use, or plan to use SBU Data in a non-production environment?
Yes

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
SPLUNK
Incoming/Outgoing
Outgoing (Sending)
Agency Agreement
No
Transfer Method
Amazon Web Services Platform (AWS)



Interface Type
Other Organization
Agency Name
Host Country Tax Authority with Intergovernmental Agreement
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Secure File Transfer Protocol (SFTP)

Interface Type
Other Organization
Agency Name
IEP-IDT (Integrated Enterprise Portal - International Data
Transfer)
Incoming/Outgoing
Both
Agency Agreement
Yes
Agreement Name
Form 8966
Transfer Method
Other
Other Transfer Method
SOAP Inbound, SOAP Outbound and SFTP Inbound

Interface Type

IRS Systems, file, or database
Agency Name

CTS (Common Transmission System)
Incoming/Outgoing

Both
Agency Agreement

No
Transfer Method

Secure File Transfer Protocol (SFTP)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 24.046 - Customer Account Data Engine Business Master File



Describe the IRS use and relevance of this SORN.
Reporting assets abroad on a business level.

SORN Number & Name
IRS 24.030 - Customer Account Data Engine Individual Master
File

Describe the IRS use and relevance of this SORN.
Reporting assets abroad on an individual level.

SORN Number & Name

IRS 42.021 - Compliance Programs and Projects Files
Describe the IRS use and relevance of this SORN.

Storing project-related information and ensuring it is secure.

SORN Number & Name

IRS 42.017 - International Enforcement Program Information Files
Describe the IRS use and relevance of this SORN.

Capturing transaction information for foreign entities.

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records
Describe the IRS use and relevance of this SORN.
Capturing access to system and events per ESAT requirements.

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)
What is the retention series title?
3.2: Information Systems Security Records
What is the GRS/RCS Item Number?
031
What type of Records is this for?
Electronic
Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.
What is the disposition schedule?
Temporary. Destroy 6 years after password is altered or user
account is terminated, but longer retention is authorized if required
for business use.



Data Locations

What type of site is this?
System
What is the name of the System?
AWS GovCloud
What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data
What is the URL of the item, if applicable?
https://www.ides-support.com; https://www.idesgateway.com;
https://www.visibility.idesgateway.com
Please provide a brief description of the System.
S3 storage for encrypted international customer payload.
What are the incoming connections to this System?
Users will log on to the system using HTTPS via a public
interface.
What are the outgoing connections from this System?
AWS GOV Cloud

What type of site is this?
System

What is the name of the System?
Splunk

What is the sensitivity of the System?

Personally Identifiable Information (PII) including Linkable Data

Please provide a brief description of the System.

Audit trails for events captured within the system.

What are the incoming connections to this System?
CloudWatch and CloudTrail s3 buckets will send audit logs
through ESAT to Splunk.

What are the outgoing connections from this System?

Splunk



