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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Information Return Database (database)

Acronym:
IRDB

Business Unit
Information Technology

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
Information Returns Database (IRDB) is a production system within the ACA
(Affordable Care Act) program and is part of the Current Production Environment
(CPE). IRDB serves as the protected and dedicated data authoritative repository
for receiving and persisting validated 1094/1095 ACA Information Returns data
for individuals, employers, and insurers. The data is required to provide support
for the statutory obligations of the Patient Protection and Affordable Care Act
(PPACA). IRDB accepts ACA form data from the Affordable Care Act
Information Returns (AIR) system, PBBA (Partnership Bipartisan Budget Act)
data from the Correspondence Examination Automation Support (CEAS) system
and beginning in 2023,1099 Form data from IRIS (Information Return Intake
System). IRDB supports two key business capabilities of the IR forms: (1)
Receiving and Storing Validated Information Returns Data (Paper and



Electronic). In support of the Information Returns Processing (IRPS) area, IRDB
receives, and stores validated 1095A submissions, 1094/1095 Form Bs/Cs data
from AIR through via the Enterprise Mediation and Integration Service (EMIS).
IRDB receives the PBBA form 8985/8986 data from the CEAS system. The IR
PBBA data consists of data from electronic PBBA 8985/8986 forms. And IRDB
receives / stores validated 1099 Form information from IRIS. IRDB stores the
validated IR form data within the IRDB DB for future consideration of client use.
(2) Providing access to the Information Returns Data.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
Information Return Database (IRDB) receives Information Return (IR) data from
authorized IRS intake systems including IRIS, AIR, CEAS, and other approved
processing platforms. Data enters IRDB through secure system-to-system
interfaces, ETL processes, APIs, file transfers, and message-based integrations
where it undergoes validation, transformation, and schema mapping before being
stored within the IRDB database environment. IRDB serves as the authoritative
repository for information returns and supports IRS tax administration,
compliance, reporting, filing verification, withholding validation, fraud detection,
and modernization initiatives. The system processes and stores Sensitive But
Unclassified (SBU) information and Personally Identifiable Information (PII),
including taxpayer identification numbers, names, addresses, withholding
information, and filing data necessary to support authorized IRS business
functions.
Access to IRDB data is restricted to authorized IRS employees and contractors
with an approved business need-to-know and is governed by role-based access
controls, least-privilege principles, auditing, monitoring, and periodic access
reviews. Data is used to support storage, retrieval, validation, processing, and
distribution to authorized downstream IRS systems such as IRPS, IRMF, Fact of
Filing, Reporting, CDW, IPM, E-TRAK, and other approved consumer
applications through secure extracts, ETL processes, APIs, and system
integrations. Information is retained in accordance with applicable IRS Records
Control Schedules (RCS), General Records Schedules (GRS), NARA
requirements, and IRS records management policies. Upon expiration of approved
retention periods, records are archived or destroyed using IRS-approved
disposition procedures to ensure protection of sensitive information throughout its
lifecycle from collection through final disposal.



Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Device Identification (ID)

Document Locator Number (DLN)

Email Address

Employer Identification Number

Employment Information

Family Members

Federal Tax Information (FTT)

Individual Taxpayer Identification Number (ITIN)

Name

Other

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Please explain the other type(s) of PII that this project uses.
Negative Taxpayer Identification Number, Date of Death, Date of Birth and Tax
Account Information,

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 Is this PCLIA a result of a specific initiative or a process improvement?
No

1.1 What is the name of the Business Unit (BU) or Agency initiative?
IT Applications Development (AD) Taxpayer Processing (TP)

2 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
Database

3 What Tier designation has been applied to your system? (Number)
3

4 Is this a new system?
No



4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this
project?
Yes

4.11 What is the previous PCLIA number?
1275

4.12 What is the previous PCLIA title (system name)?
Information Return Database

4.2 You have indicated this is not a new system; explain what has or will change and
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.)
Updating the specifics of PII consideration (e.g. SEID, Device ID)

5 Is this system considered a child system/application to another (parent) system?
No

6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and

what stage you have progressed to.
No

7 Is this a change resulting from the OneSDLC process?
No

8 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
IT Applications Development (AD)

9 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

9.1 What is the ABA 1D?
210627

9.2 If there are other applications covered by this PCLIA, then list their ABA IDs
separated by a comma (example: 123456,789012). If there are no other applications
covered by this PCLIA, then answer N/A.

There are no other systems supported within the PCLIA.

10 Does this system disclose any PII to any third party outside the IRS?
No



10.1 Does the system have a process in place to account for such disclosures in
compliance with IRC 6103(p)(3)(A) or Subsection ¢ of the Privacy Act?
Yes

10.2 You have indicated that you do not have an "accounting of disclosures" process is in
place; please indicate a projected completion date or explain the steps taken to develop
your accounting of disclosures process. Note: The Office of Disclosure should be
contacted to develop this system's accounting of disclosures process.
The application maintains audit records of accountable disclosures of Privacy Act
and/or Federal Tax Information. Disclosure records include the date of disclosure,
recipient, purpose, authority, and information disclosed. Records are retained in
accordance with IRS records retention schedules and are retrievable by authorized
personnel to support Privacy Act accounting requests and disclosure reporting
requirements under IRM 11.3.37.

11 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

No

12 Does this system use cloud computing?
No

12.2 Does the CSP allow auditing?
No

13 Does this system/application interact with the public?
No

13.1 If the system requires the user to authenticate, was a Digital Identity Risk
Assessment (DIRA) conducted?
No

13.11 Please upload the approved DIRA report using the Attachments button. Select
"Yes" to indicate that you have or will upload the signed DIRA form.
No

13.2 If individuals do not have the opportunity to give consent to collect their information
for a particular use, why not?
This system/application does not interact with the public.



13.3 If the individual was not notified of the following items prior to the collection of
information, why not? 1) Authority to collect the information 2) If the collection is
mandatory or voluntary 3) The purpose for which their information will be used 4) Who
the information will be shared with 5) The effects, if any, if they don't provide the
requested information.

This system/application does not interact with the public.

13.4 If information is collected from third-party sources instead of the individual, please
explain your decision.
Information is not collected from third-party resources.

14 Describe the business process allowing an individual to access or correct their
information. (Due Process)
Individuals would submit an amended Information Return, which then would be
updated downstream to Information Return Database. There is no public facing
access to this database.

15 Is this system owned and/or operated by a contractor?
No

15.1 If a contractor owns or operates the system, does the contractor use subcontractors;
or do you require multiple contractors to operate, test, and/or maintain this system?
No

16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)
The Information Return Database (IRDB) environment is supported by a
combination of IRS personnel and authorized contractors. Each role is assigned
responsibilities aligned with least-privilege principles and is granted access to
Personally Identifiable Information (PII) strictly based on operational necessity.
All access is contingent upon appropriate background investigations and
approvals.

1. Developers

Performed by: IRS and Contractors

Responsibilities: Developers design, build, and maintain application code,
including enhancements, defect fixes, and system integrations.

PII Access Level:

Generally, there is no direct access to production PII.

Access is limited to masked or synthetic data in development and test
environments.

Production access is restricted and requires formal approval, typically for
troubleshooting under controlled conditions.

Background Investigation:



IRS: Completed per federal employment requirements.
Contractors: Minimum Moderate Risk Background Investigation (MBI) or higher.
Access granted only after investigation is favorably adjudicated.

2. Database Team (DBAs)

Performed by: IRS and Contractors

Responsibilities: Database administrators manage database structure,
performance, backups, recovery, and security controls.

PII Access Level:

Elevated access, potentially including production PII, due to administrative
responsibilities.

Access is audited, logged, and monitored.

Activities involving PII require justification and adherence to strict procedures.
Background Investigation:

IRS: Completed per federal employment requirements.

Contractors: MBI or High Risk (BI) depending on privilege level.

Must be fully adjudicated prior to production access.

3. Testers (QA/Validation Teams)

Performed by: IRS and Contractors

Responsibilities: Testers validate system functionality, performance, and
compliance with requirements.

PII Access Level:

Primarily non-production environments only.

Use of masked, anonymized, or synthetic datasets.

No routine access to live production PII.

Background Investigation:

IRS: Completed per federal employment requirements.
Contractors: Typically, MBI completed and approved.
Access is limited until investigation is fully adjudicated.

4. Application Integrators

Performed by: IRS and Contractors

Responsibilities: Integrators configure and manage interfaces between IRDB and
external/internal systems, ensuring secure data exchange.

PII Access Level:

May have controlled access to PII in transit or interface logs.

Access to production data is limited and role based.

Emphasis on data minimization and encryption.

Background Investigation:

IRS: Completed per federal employment requirements.

Contractors: MBI or higher, depending on system criticality.

Must be approved prior to accessing integration environments involving PII.



5. Deployers (Release/Operations Personnel)

Performed by: IRS and Contractors

Responsibilities: Deployers manage code releases, configuration changes, and
production migrations.

PII Access Level:

Typically, there is no direct need to view PII, but may have elevated system
access.

Any incidental exposure is restricted and audited.

Follow strict change management and separation-of-duties controls.
Background Investigation:

IRS: Completed per federal employment requirements.

Contractors: MBI required and adjudicated.

Elevated privileges granted only after full approval.

Vetted Access and Security Controls

Least Privilege Principle: All users are granted the minimum access necessary to
perform their duties.

Separation of Duties: Roles are structured to prevent any single individual from
having end-to-end control over sensitive data and processes.

Audit and Monitoring: All access to PII, especially in production, is logged and
regularly reviewed.

Background Investigations:

IRS employees comply with federal personnel security requirements.
Contractors must complete and receive favorable adjudication of required
investigations (typically MBI or higher) before being granted access.

Training Requirements: All personnel must complete annual security and privacy
awareness training, including handling of Federal Tax Information (FTI) and PIL

17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

A Privacy Act State is not used, and individuals are not given the opportunity to

consent to the collection of their PII. IRDB is a database which interacts with

other databases. There is no user access to the system.

18 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Not applicable

19 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not applicable



20 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 1,000,000

22 How is access to SBU/PII determined and by whom?
Database access is requested via the Business Entitlement Access Request System
(BEARS). Access is granted on a need-to-know basis. The BEARS enrollment
process requires that an authorized manager approve access requests on a case-by-
case basis. Access approval is based on the Users role(s) and responsibilities.
Users are given the minimum set of privileges required to perform their regular
and recurring work assignments; they are restricted from changing the boundaries
of their access without management approval. The employee’s access will be
terminated once they no longer require access to the Database. Deletion from the
active access role is also performed through BEARS

23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
Yes

24 Explain any privacy and civil liberties risks related to privacy controls.
On system. These weaknesses have been identified through various means
including Security Assessment Reports (SAR) findings, Qualys network
vulnerability scans, Guardium DB2 scans and GAO/TIGTA audits. These
findings are documented in the Assessment, Authorization, and Risk Governance
(AARG) system with Plans of Action and Milestones (POA&Ms) which describe
in detail what the finding is, when and how it was discovered and a planned
remediation date with milestones.

25 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
Yes

26 Describe this system's audit trail in detail. Provide supporting documents.
IRDB maintains audit records for system access, authentication events, database
activities, ETL processing, job execution, administrative actions, security events,
and system transactions. Audit data is collected from database, application,
operating system, and infrastructure components and is centralized within the IRS
enterprise Splunk monitoring platform for aggregation, correlation, analysis, and
retention. Audit records may include user identifiers (SEIDs), timestamps, source
systems, processing status, executed actions, access attempts, and security-related
events. These records support operational monitoring, cybersecurity
investigations, compliance validation, incident response, and forensic analysis.
Information derived from these activities includes user access history, processing
and job execution details, system health indicators, security events, and
operational metrics used to support IRS tax administration and system operations.
Unauthorized monitoring is limited through role-based access controls, least-



privilege principles, separation of duties, multifactor authentication, management
approval processes, periodic access reviews, and audit logging of monitoring
activities. Access to audit records and Splunk monitoring capabilities is restricted
to authorized personnel with a documented business need-to-know, including
cybersecurity, system administration, audit, compliance, and operational support
staff. Supporting documentation includes the System Security Plan (SSP),
POA&Ms, Risk-Based Decisions (RBDs), audit and tracking logs, and Breach
Response Plan, which collectively document the controls, monitoring processes,
and oversight mechanisms used to protect taxpayer information and ensure
compliance with IRS security and privacy requirements.

27 Does this system use or plan to use SBU data in a non-production environment?
No

27.1 Please upload the Approved Email and one of the following SBU Data Use Forms,
Questionnaire (F14664) or Request (F14665) or the approved Recertification (F14659).
Select Yes to indicate that you will upload the Approval email and one of the SBU Data
Use forms.

Yes

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 24.046 - Customer Account Data Engine Business Master File
Describe the IRS use and relevance of this SORN.
To maintain records of business tax returns, return transactions,
and authorized taxpayer representatives.

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
IRDB utilizes audit trail and security records covered by IRS
34.037 to support security monitoring, accountability, and
compliance activities associated with access to and use of IRDB
data and services. The system generates and maintains audit
records that capture user authentication events, access to data
resources, administrative actions, transaction activity, and other
security-relevant events. These audit records are used by
authorized IRS personnel to monitor system usage, detect and
investigate potential unauthorized access attempts, identify
inappropriate use of IRS information resources, support incident
response and forensic investigations, and demonstrate compliance
with Treasury, IRS, and federal security requirements. Audit
information may also be reviewed to identify anomalous activity,



validate adherence to approved access privileges, support
disclosure and breach investigations, and provide evidence for
security assessments and oversight reviews. The records
maintained by IRDB are consistent with the purposes described in
IRS 34.037 because they enable the IRS to establish accountability
for system activities, protect sensitive information from
unauthorized access or disclosure, and support the detection,
analysis, and remediation of security events affecting IRS
information systems.

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
System Access Records

What is the GRS/RCS Item Number?
GRS 3.2, Item 30

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
IRDB generates and maintains system access records used to
identify, authenticate, authorize, and monitor user accounts. These
records include user profiles, logins, passwords, audit trail files and
extracts, system usage files, and related records used to detect
unauthorized access and support security monitoring activities.

What is the disposition schedule?
Destroy when business use ceases.

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
Tax Administration

What is the GRS/RCS Item Number?
RCS 22, Item 56

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
IRDB receives and stores validated electronic Form 1095-A
(Health Insurance Marketplace Statement), Form 1094-B
(Transmittal of Health Insurance Coverage Statements), Form
1094-C (Transmittal of Employer-Provided Health Insurance Offer
and Coverage Information Returns), Form 1095-B (Health
Insurance Coverage) and Form 1095-C (Employer-Provided



Health Coverage) ACA Information Return Data to support ACA
and Current Production Environment (CPE) Processes, as well as
Fact of Filing data from paper F 1094 series returns.

What is the disposition schedule?
Period for records retention to Delete/destroy data 3 years after
cutoff

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
System Access Records

What is the GRS/RCS Item Number?
GRS 3.2, Item 31

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
IRDB maintains system access and audit records associated with
highly sensitive tax administration data. These records document
user identification, authentication, authorization, account activity,
audit trail information, and access monitoring used to protect
taxpayer information and support security investigations,
compliance reviews, and accountability requirements.

What is the disposition schedule?
Destroy 6 years after password is altered or user account is
terminated, but longer retention is authorized if required for
business use.

Data Locations

What type of site is this?
Environment

What is the name of the Environment?
Production

What is the sensitivity of the Environment?
Federal Tax Information (FTI)

Please provide a brief description of the Environment.
Information Returns Database (IRDB) is a production system
within the ACA (Affordable Care Act) program and is part of the
Current Production Environment (CPE). IRDB serves as the
protected and dedicated data authoritative repository for receiving
and persisting validated 1094/1095/1099 ACA Information
Returns data for individuals, employers, and insurers.



What are the incoming connections to this Environment?
Information Return Intake System (IRIS), ACA Information
Returns (AIR), Correspondence Examination Automation Support
(CEAS), Enterprise Service Bus (ESB), Information Returns
Processing System (IRPS).

What are the outgoing connections from this Environment?
Business Objects Enterprise (BOE), Enterprise Service Bus (ESB),
Integrated Production Model (IPM), Coverage Data Warehouse (CDW)),
Information Returns Processing System (IRPS).



