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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Name Search Facility

Acronym:
NSF

Business Unit
Information Technology

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The Name Search Facility (NSF) is a non-major IRS system that supports tax
administration by enabling authorized users to identify taxpayers when only
limited identifying information is available. Using command codes such as
NAMES, NAMEE, NAMEI, NAMEB, FINDS, FINDE, and TPIIP, users can
search a national relational database to retrieve or verify taxpayer information,
including Taxpayer Identification Numbers (TINs), names, addresses, and, when
applicable, dates of birth. IT | Tax Processing | DATA ACCESS SERVICES
Branch | Info Returns & Online Service Section owns and operates NSF. NSF
supports a wide range of IRS business processes by facilitating taxpayer research,
preventing the issuance of duplicate Employer Identification Numbers (EINs) and
Individual Taxpayer Identification Numbers (ITINs), and maintaining historical
address information that is not available through other systems. The application



also supports the Generalized Mainline Framework (GMF) through Automatic
Taxpayer Identification Number (AutoTIN) correction, improving the accuracy
and efficiency of tax return processing. Overall, NSF is a critical research tool
that enhances taxpayer identification, improves data accuracy, and supports
efficient tax administration while providing authorized IRS personnel with
reliable access to current and historical taxpayer identification data.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTI)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
Data Lifecycle Collection: The process receives daily and weekly files containing
new or updated taxpayer records from multiple IRS source systems, including
Business Master File (BMF), Individual Master File (IMF), Employee Plans
Master File (EPMF), Electronic Data Transfer (EDT), and Security and
Communications System (SACS). These files contain taxpayer name, address,
and Taxpayer Identification Number (TIN) information used to update SSN and
EIN tables. Storage: After processing, the records are either added to or updated
in DB2 tables within the NSF system. The data is refreshed on a daily and weekly
basis to remain synchronized with IRS Master File data and Social Security
Administration (SSA) data. Use: The Name Search Facility (NSF) is used to
support tax administration and research activities. It enables users to identify
taxpayers when only limited identifying information is available. TINs, when
used in conjunction with name and address information, provide a reliable means
of identifying taxpayers and matching records. Sharing: The processed data is
made available to authorized NSF users for tax administration and research
purposes. Data is shared internally through the NSF application to support
taxpayer identification and related IRS business functions. No external data
sharing is performed as part of this process. Retention: The data is retained
permanently. The retention period is unscheduled, and records remain in the
system to support ongoing tax administration and research activities. Destruction:
No routine destruction process is defined. Because the retention period is
permanent, records are not scheduled for deletion or disposal under the current
data retention policy.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Individual Taxpayer Identification Number (ITIN)



Name

Other

Social Security Number (including masked or last four digits)
Tax ID Number

Please explain the other type(s) of PII that this project uses.
Date of Birth

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System

2 What Tier designation has been applied to your system? (Number)
1

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
Yes

4.3 What is the PCLIA number of the most recent approved PCLIA?
8050

4.4 What is the name of the most recent approved PCLIA?
Name Search Facility

4.5 Have there been any changes to the system or application or the handling of PII
information or use since the previous PCLIA?
Yes

4.51 Describe the changes to the system or application or the handling of information.
Blocked High Value TINs (HVT)



5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Not Applicable

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

8.1 What is the ABA ID?
210787

9 Does this system disclose any PII to any third party outside the IRS?
No

10 AI - Presence Does this project or system use one or more artificial intelligence (Al)
components?
No

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
No

13 Describe the business process allowing an individual to access or correct their
information. (Due Process)
Notice, consent and due process are provided in the tax forms instructions filed by
the taxpayer, and pursuant to 5 USC. The NSF system is a research and display
system only. The information residing in the system was sent to the system from
other systems outside of the NSF system. All research conducted using the NSF
system is internal to the IRS.

14 Is this system owned and/or operated by a contractor?
No



15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access

level (to this system's PII data) each role is entitled to. (Include details about completion

status and level of access of the contractor's background investigation was approved for.)
No contractors work NSF at this time.

IRS Employees Yes

Users Yes Read-Only

Managers No

System Administrators Yes Read-Only
Developers Yes Read-Only

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

Notice, consent and due process are provided in the tax forms instructions filed by

the taxpayer, and pursuant to 5 USC. All taxpayer information within the NSF

system was sent to the NSF by another system within the IRS. The information

was voluntarily submitted by the taxpayer via a tax return or on a request for an

identification number.

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Not Applicable

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 1,000,000

20 Identify any "other" records categories not attributable to the categories listed above;
identify the category and the number of corresponding records, to the nearest 10,000; if
no other categories exist, enter "Not Applicable".

Not Applicable

21 How is access to SBU/PII determined and by whom?
Access is requested via Business Entitlement Access Request System (BEARS).
Data access is granted on a need-to-know basis. The BEARS enrollment process
requires that an authorized manager approve access requests on a case-by-case
basis. Access approval is based on the Users role(s) and responsibilities. Users are
given the minimum set of privileges required to perform their regular and



recurring work assignments; they are restricted from changing the boundaries of
their access without management approval. Write, Modify, Delete, and/or Print)
are defined on BEARS and set (activated) by the System Administrator prior to
the user being allowed access. User privileges and user roles determine the types
of data that each user has access to. Management monitors system access and
removes permissions when individuals no longer require access.

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

23 Explain any privacy and civil liberties risks related to privacy controls.
No

24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
The audit trail captures key information throughout the lifecycle of each request,
including the following: Information logged when a request is received: When the
system receives a request, it records the employee identification number of the
user initiating the request. It also captures the command code entered by the user,
along with the associated request details and search criteria. Processing activities
and transactions recorded: The system records the command code transactions
performed as part of the request. These transactions may include the NAMES,
NAMEE, NAMEI, NAMEB, FINDS, FINDE and TPIIP command codes,
depending on the type of taxpayer identification search initiated by the user.
Information logged when a response is returned: When the application generates
and returns a response, the audit trail records the relevant taxpayer information
provided in the response, including the Taxpayer Identification Number (TIN),
taxpayer name, and address information, Service Center number and Terminal ID.
Access to audit logs and access controls: Access to the system’s audit logs is
restricted to authorized personnel with a legitimate business, operational, security,
or compliance need. Access is controlled through established user authentication
and authorization mechanisms and is granted in accordance with the principle of
least privilege. User roles and permissions are assigned based on job
responsibilities to help ensure that only approved individuals can view, retrieve,
or administer audit-log information. Audit-log review and monitoring: Audit logs
may be reviewed by authorized system support, security, system administration,
or compliance personnel to identify unusual activity, investigate operational
issues, support incident response activities, and verify that the system is being
used appropriately. Reviews may be performed on a scheduled basis or in
response to a specific event, alert, inquiry, or suspected security concern. Audit-
log retention: Audit records are retained in accordance with applicable
organizational record-retention requirements, security policies, legal obligations,



and system-specific retention schedules. Retention periods are established to
ensure that audit information remains available for operational troubleshooting,
security investigations, compliance reviews, and other authorized business
purposes. Protection of audit logs: Audit logs are protected against unauthorized
access, alteration, disclosure, and deletion through appropriate technical and
administrative safeguards. These safeguards may include role-based access
restrictions, system authentication, controlled administrative privileges, secure
storage, backup procedures, and monitoring of access to audit data. These controls
help preserve the confidentiality, integrity, and availability of the audit records.
Audit logging for external systems: The system interfaces with external systems
that are owned, operated, and managed by other organizations. The NSF system
owner’s responsibility and visibility are limited to the audit records generated
within the system and at the system interface boundary. The NSF system owner
does not have direct visibility into the external systems’ internal audit logging
configurations, user-access controls, monitoring procedures, log-retention
practices, or audit-control processes. Responsibility for implementing, reviewing,
retaining, and protecting audit records within those external systems remains with
the respective system owners and managing organizations.

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type

IRS Systems, file, or database
Agency Name

Return Review Program (RRP)
Incoming/Outgoing

Outgoing (Sending)
Transfer Method

Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

National Account Profile (NAP)
Incoming/Outgoing

Both
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database



Agency Name

Modernized Internet Employer Identification Number (MODIEIN)
Incoming/Outgoing

Both
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
EIN Research and Assignment System (ERASERA)
Incoming/Outgoing
Both
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
IDRS-WTU to NSF (CADE 2 I/F ID 373.00)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Individual Master File (IMF)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Business Master File Outputs (BMFOUTPUTS)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database



Agency Name

Apply Employer Identification Number (APPLYEIN)
Incoming/Outgoing

Both
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
IDRS-ERAS, ERA to NSF (CADE 2 I/F ID 329.00)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
NSF to IDRS-ERAS, ERA (CADE 2 I/F ID 424.00)
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

End of Day Processing (EOD)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Taxpayer Delinquency Investigation (TDI)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database



Agency Name

Employee Plans Master File Outputs (EPMFOUTPUTYS)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
IMF OUTPUTS to NSF (CADE 2 I/F ID 79.00)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Weekly TIF Update (WTU)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Generalized Mainline Framework (GMF)
Incoming/Outgoing
Both
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
IMF OUTPUTS to NSF (CADE 2 I/F ID 79.03)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database



Agency Name
Integrated Data Retrieval System-Taxpayer Delinquency
Investigation TO NSF (CADE 2 I/F ID 361.00)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Data Master-1 Data Store (DM-1 DS)
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Individual Taxpayer Identification Number Real Time System
(ITINRTS)
Incoming/Outgoing
Both
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Name Search Facility (NSF) DS TO NSF
Incoming/Outgoing
Both
Transfer Method
Application to Application (A2A)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 24.030 - Customer Account Data Engine Individual Master
File



Describe the IRS use and relevance of this SORN.
Treasury/IRS 24.030 SYSTEM NAME: Customer Account Data
Engine (CADE) Individual Master File (IMF)-Treasury/IRS.
SYSTEM LOCATION: Computing Centers and through terminals
at field and campus offices. (See the IRS Appendix below for
address.). CATEGORIES OF INDIVIDUALS COVERED BY
THE SYSTEM: Individuals who file Federal Individual Income
Tax Returns; individuals who file other information filings; and
individuals operating under powers of attorney. CATEGORIES OF
RECORDS IN THE SYSTEM: Tax records for each applicable tax
period or year, representative authorization information (including
Centralized Authorization Files (CAF)), Device ID and a code
identifying taxpayers who threatened or assaulted IRS employees.
An indicator will be added to any taxpayer's account if a state
reports to IRS that the taxpayer owes past due child and/or spousal
support payments. AUTHORITY FOR MAINTENANCE OF THE
SYSTEM: 5 U.S.C. 301 and 26 U.S.C. 7801. PURPOSE: To
maintain records of tax returns, return transactions, and authorized
taxpayer representatives.

SORN Number & Name
IRS 24.046 - Customer Account Data Engine Business Master File

Describe the IRS use and relevance of this SORN.
CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM: Individuals who file business tax and information
returns; individuals who file other information filings; and
individuals operating under powers of attorney for these
businesses. CATEGORIES OF RECORDS IN THE SYSTEM:
Tax records for each applicable tax year or period, including
employment tax returns, partnership returns, excise tax returns,
retirement and employee plan returns, wagering returns, estate tax
returns; information returns; representative authorization
information; and Device ID PURPOSE: To maintain records of
business tax returns, return transactions, and authorized taxpayer
representatives. ROUTINE USES: OF RECORDS MAINTAINED
IN THE SYSTEM, INCLUDING CATEGORIES OF USERS
AND THE PURPOSES OF SUCH USES: Disclosure of returns
and return information may be made only as provided by 26 U.S.C.
6103. All other records may be used as described below if the IRS
deems that the purpose of the disclosure is compatible with the
purpose for which IRS collected the records, and no privilege is
asserted. To appropriate agencies, entities, and persons when: (a)
The IRS suspects or has confirmed that the security or
confidentiality of information in the system of records has been
compromised; (b) the IRS has determined that as a result of the
suspected or confirmed compromise there is a risk of harm to



economic or property interests, identity theft or fraud, or harm to
the security or integrity of this system or other systems or
programs (whether maintained by the IRS or another agency or
entity) that rely upon the compromised information; and (c) the
disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with IRS efforts to
respond to the suspected or confirmed compromise and prevent,
minimize, or remedy such harm.

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM: Individuals who have accessed, by any means,
information contained within IRS electronic or paper records or
who have otherwise used any IRS computing equipment/resources,
including access to Internet sites; individuals whose information is
accessed using IRS computing equipment/resources; and IRS
employees and contractors who use IRS equipment to end
electronic communications. CATEGORIES OF RECORDS IN
THE SYSTEM: Records concerning the use of IRS computing
equipment or other resources by employees, contractors, or other
individuals to access IRS information; records concerning
individuals whose information was accessed using IRS computing
equipment/resources; records identifying what information
accessed; records concerned the use of IRS computer equipment
and other resources to send electronic communications; and
records concerning the investigation of such incidents. PURPOSE:
To identify and track any unauthorized accesses to sensitive but
unclassified information and potential breaches or unauthorized
disclosures of such information or inappropriate use of government
computers to access Internet sites for any purpose forbidden by
IRS policy (e.g., gambling, playing computer games, or engaging
in illegal activity), or to detect electronic communications sent
using IRS systems in violation of IRS security policy.

Records Retention

What is the Record Schedule System?

General Record Schedule (GRS)
What is the retention series title?

3.2: Information Systems Security Records
What is the GRS/RCS Item Number?

031



What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.

What is the disposition schedule?
Temporary. Destroy 6 years after password is altered or user
account is terminated, but longer retention is authorized if required
for business use.

What is the Record Schedule System?
Record Control Schedule (RCS)
What is the retention series title?
Unscheduled
What type of Records is this for?
Electronic
Please provide a brief description of the chosen GRS or RCS item.
Under review.
What is the disposition schedule?
Permanent until scheduled.

Data Locations

What type of site is this?
System
What is the name of the System?
SPLUNK
What is the sensitivity of the System?
Personally Identifiable Information (PII) including Linkable Data
Please provide a brief description of the System.
System used to store audit logs.
What are the incoming connections to this System?
NSF



