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Basic Information/Executive Summary 
 
What is the name of your project (system, database, pilot, product, survey, social media 
site, etc.)? 

PDC - ConServe Collections Management Systems, PCA-PDC CCMS 
 
Business Unit  

Small Business/Self-Employed 
 
Preparer 

# For Official Use Only 
 
Subject Matter Expert 

# For Official Use Only 
 
Program Manager 

# For Official Use Only 
 
Designated Executive Representative 

# For Official Use Only 
 
Executive Sponsor 

# For Official Use Only 
 
Executive Summary: Provide a clear and concise description of your project and how it 
will allow the IRS to achieve its mission. 

ConServe Collections Management System, owned, operated, and used by 
Continental Service Group, LLC dba ConServe, supports the Internal Revenue 
Service (IRS) Private Debt Collection (PDC) program by facilitating the 
collection of eligible inactive tax receivables assigned by the IRS. The system 
enables authorized ConServe personnel to manage taxpayer accounts, document 
collection activities, process payments, generate required contract reports, and 
support taxpayer interactions in accordance with IRS policies, contractual 
requirements, and taxpayer protection standards. The system processes Federal 
Tax Information (FTI) and Personally Identifiable Information (PII) necessary to 
perform authorized contract functions and complies with applicable IRS security, 
privacy, and contractual requirements. IRS data is received and exchanged 
through approved secure file transfer methods in accordance with IRS contractual 
and security requirements. Through contract administration, payment validation, 
and compliance monitoring, the system supports the fair and efficient 
administration of the tax laws, safeguards taxpayer information, and helps the IRS 



achieve its mission of providing America's taxpayers with top-quality service 
while ensuring compliance with the tax laws. 

 
Personally Identifiable Information (PII) 
 
Will this project use, collect, receive, display, store, maintain, or disseminate any type of 
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal 
Tax Information (FTI)? 

Yes 
 
Please explain in detail how this project uses sensitive data from inception to destruction 
(data lifecycle). 

Continental Service Group, LLC dba ConServe, performs private debt collection 
services on behalf of the Internal Revenue Service (IRS) in accordance with the 
contract and IRS Publication 4812. ConServe receives only the minimum 
Personally Identifiable Information (PII) and Federal Tax Information (FTI) 
necessary to perform authorized collection activities through secure Hypertext 
Transfer Protocol Secure (HTTPS) and Secure File Transfer Protocol (SFTP) 
transmissions. ConServe does not receive taxpayer tax returns. PII may include 
taxpayer names, Social Security Numbers, taxpayer identification numbers, 
mailing addresses, telephone numbers, and other account information required to 
perform authorized contract functions. The collection, use, and disclosure of PII 
and FTI are authorized under the Internal Revenue Code (IRC), including IRC 
Section 6103, the Privacy Act of 1974, the contract, and IRS Publication 4812. 
Authorized ConServe personnel use PII only to verify taxpayer identity, contact 
taxpayers, establish and monitor payment arrangements, document account 
activity, and perform contract administration. PII and FTI are protected through 
Federal Information Processing Standards (FIPS) 140-2 validated encryption, 
role-based access controls, authentication, logical data segregation, and 
continuous monitoring. Access is limited to personnel with a need to know, and 
information is shared only with the taxpayer, authorized representatives, or the 
IRS through secure channels. Throughout the information lifecycle, ConServe 
implements administrative, technical, and physical safeguards, including 
background investigations, mandatory privacy and security training, 
nondisclosure agreements, encryption, incident response, and breach reporting. 
PII and FTI are retained only as required by IRS records management policies, the 
contract, and IRS Publication 4812, and are securely returned to the IRS or 
destroyed, with destruction certified to the IRS, when no longer required. 

 
Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable 
Information (PII)/Federal Tax Information (FTI) that this project uses. 

Address 
Centralized Authorization File (CAF) 
Credit Card Number 



Employer Identification Number 
Federal Tax Information (FTI) 
Financial Account Number 
Individual Taxpayer Identification Number (ITIN) 
Language 
Name 
Social Security Number (including masked or last four digits) 
Tax ID Number 
Telephone Numbers 

 
Cite the authority for collecting SBU/PII/FTI (including SSN if relevant). 

PII for federal tax administration - generally IRC Sections 6001 6011 or 6012 
SSN for tax returns and return information - IRC section 6109 

 
Product Information (Questions) 
 
1 Is this a new system? 

No 
 
1.1 Is there an approved Privacy and Civil Liberties Impact Assessment (PCLIA) for this 
system? 

Yes 
 
1.11 Has the name changed since the prior PCLIA? 

No 
 
1.13 What is the Acronym on the most recent approved PCLIA? 

No Acronym 
 
1.2 What changes occurred to require this updated PCLIA? 

New Contract 
 
2 What is the name of the contractor? 

CONTINENTAL SERVICE GROUP, LLC 
 
3 Please provide a contact person for the contractor. 

XXXXX 
 
4 Please provide the phone number for the contractor. 

XXXXX 
 
5 What is the email address for the contractor? 

XXXXX 



 
6 What is the address for the contractor? 

XXXXX 
 
7 What is the location of the contractor? 

XXXXX  
 
8 What is the contract number? 

47QRAA22D002T 
 
9 What is the length of the contract? 

One (1) year base period and four (4), one (1) year options for a total of 5 years 
 
10 What is the contract start date? 

09/23/2026 
 
11 What is the contract end date? 

09/22/2031 
 
12 What is the Contracting Officer (CO) name? 

XXXXX 
 
13 What is the CO's email address? 

XXXXX 
 
14 What is the CO's phone number? 

XXXXX 
 
15 Who is the Contracting Officer's Representative (COR)? 

XXXXX 
 
16 What is the COR's email address? 

XXXXX 
 
17 What is the COR's phone number? 

XXXXX 
 
18 What is the IRS business unit procuring the contract? 

SB/SE Deputy Commiss Coll/Ops Support Collection Operations 
 
19 What is the business owner contact name? 

XXXXX 
 
 
 



20 How is access to the SBU/PII determined and by whom? 
Access to Sensitive But Unclassified (SBU) and Personally Identifiable 
Information (PII) is strictly controlled in accordance with ConServe's documented 
Information Security Program, which is based on NIST SP 800.53 controls and 
federal privacy requirements. Access is granted using a role based, least privilege 
model, and is limited to individuals with a demonstrated need to know to perform 
their assigned job duties. Access to SBU/PII at ConServe is:  
• Role-based and need to know driven  
• Formally requested via ticketing and documented procedures  
• Approved by management and provisioned by IT security personnel  
• Continuously monitored through structured reviews and audits  
• Promptly modified or revoked based on employment status or role 

changes  
This structured approach ensures that access to sensitive data is 
consistently controlled, auditable, and fully aligned with federal 
security and privacy requirements.  

 
21 Are any authorized employees approved for telework? 

Yes 
 
21.1 Is there an approved telework agreement/policy? 

Yes 
 
22 Describe the work to be performed, how PII will be used, collected, received, 
displayed, stored, maintained, or disseminated. 

ConServe performs private debt collection services on behalf of the IRS and 
receives limited personally identifiable information (PII) and Federal Tax 
Information (FTI) directly from IRS systems of records through secure, encrypted 
electronic file transfers using HTTPS or SFTP, with only the minimum data 
necessary provided to support collection activities. ConServe collects and 
processes PII solely for authorized purposes, including verifying taxpayer 
identity, contacting taxpayers, establishing and monitoring payment 
arrangements, and documenting account activity, and is strictly prohibited from 
using such data for any other purpose or disclosing it to any unauthorized party. 
ConServe does not receive taxpayer returns. PII is stored and maintained within 
ConServe’s secure systems that ensure confidentiality, integrity, and availability 
through FIPS 140-2 validated encryption, logical data segregation, role-based 
access controls, authentication mechanisms, and continuous monitoring, with 
access restricted to authorized personnel and limited IRS oversight access for 
audit and compliance purposes. The information may be displayed only to 
authorized users during verified interactions with taxpayers or their approved 
representatives and is disseminated externally only as necessary to the taxpayer, 
authorized representatives, or back to the IRS through secure channels, in full 
compliance with the Privacy Act, IRC §6103, and IRS safeguarding requirements. 
Throughout the contract lifecycle, the ConServe implements comprehensive 



administrative, technical, and physical safeguards, including background 
investigations, mandatory privacy training, non-disclosure agreements, 
encryption, and incident response protocols to prevent unauthorized access, use, 
or disclosure, and must immediately report any suspected or confirmed breach. 
PII is retained in accordance with IRS records management requirements for the 
duration of the task order and any applicable retention period, maintained to 
support audit and operational needs, and upon completion or when no longer 
required, all data is returned or securely destroyed in accordance with IRS 
Publication 4812 and federal records schedules, with certification provided to the 
IRS to ensure complete and verifiable disposition.  

 
23 Provide a clear, concise reason why the contractor will use the PII, the benefit to IRS, 
and how the information will be used. 

ConServe requires access to IRS-provided personally identifiable information 
(PII) to perform authorized Private Debt Collection services under the Task 
Order, specifically to identify, locate, and contact taxpayers regarding outstanding 
federal tax liabilities, verify taxpayer identity, establish and monitor payment 
arrangements, and accurately document account activity and case resolution 
efforts. The use of PII directly benefits the IRS by enabling efficient recovery of 
inactive tax receivables, improving collection outcomes, and allowing the IRS to 
leverage ConServe’s resources while maintaining oversight and compliance with 
federal laws and taxpayer protections. The information is used in a controlled 
manner within secure ConServe systems to support taxpayer communications, 
payment monitoring, and reporting back to the IRS, ensuring that all activities are 
conducted in accordance with the Privacy Act, Internal Revenue Code 
confidentiality requirements, and IRS security standards, and that taxpayer 
information is used solely for the limited purpose of fulfilling the Government’s 
tax administration objectives. 

 
24 Please indicate the location where the work will be performed, and how the data will 
be processed, stored, and secured. 

All work under this Task Order is performed by ConServe at IRS-approved 
contractor facilities and authorized telework locations located entirely within the 
United States and its territories, and no data is transmitted, processed, or accessed 
outside of the United States. IRS provided personally identifiable information 
(PII) is received and processed within ConServe’s secure, contractor-managed 
information systems, which are specifically designed to support tax collection 
activities and are segregated from other data environments. The data is stored 
using FIPS 140-2 validated encryption at rest and in transit, with full-disk and 
file-level encryption, and is protected through strict technical, administrative, and 
physical safeguards, including role-based access controls, authentication 
mechanisms, system monitoring, and secure facilities or approved telework 
environments. Secure data exchanges between ConServe and the IRS are 
conducted through encrypted channels such as HTTPS or Secure File Transfer 
Protocol (SFTP), ensuring confidentiality and integrity throughout transmission. 
All access to PII is limited to authorized personnel with a need-to-know, and 



systems are designed to prevent unauthorized disclosure, commingling of data, or 
improper use, in full compliance with IRS Publication 4812, Privacy Act 
requirements, and applicable federal security standards. PII stored locations: 
XXXXX  

 
25 Is any data accessed, processed and/or stored outside the United States or US 
Territories? 

No 
 
26 Describe the procedures for agency oversight on contractor, access, storage, and 
destruction of PII, disclosure awareness training and incident reporting. 

The agency oversees contractor compliance through a combination of:  
• Contractual security assessment  
• Periodic audits and reviews  
• Training compliance monitoring  
• Incident reporting reviews and corrective action tracking  
These oversight activities help ensure contractor compliance with 
privacy and security requirements, safeguard PII throughout its 
lifecycle, and support timely detection and response to potential 
breaches or unauthorized disclosures  

 
27 If applicable, what is the IRS PCLIA Number for the system that is providing the 
information associated with this contract? 

7465 
 
28 Are you receiving only the data that is needed to accomplish the task? 

Yes 
 
29 From what sources are you obtaining data (other than the IRS) to fulfill this contract? 

ConServe obtains limited supplemental information from several IRS-approved 
external sources to support contract operations, primarily for locating, validating, 
and communicating with taxpayers while maintaining strict compliance with 
federal requirements. ConServe utilizes IRS-approved information service 
providers and data vendors for skip tracing and contact verification purposes, 
including LexisNexis, TransUnion (including TLO), and Interactive Data Inc. 
(IDI), which provide taxpayer location data such as address, phone number, and 
status information (e.g., bankruptcy or deceased), typically through encrypted 
SFTP batch file exchanges using limited identifying data elements. Additional 
sources include the Servicemembers Civil Relief Act (SCRA) database, used to 
identify active-duty military status for compliance purposes, and ZoomInfo 
Technologies LLC, which provides business contact intelligence for business 
taxpayer accounts. ConServe may also receive address updates and delivery status 
information from the United States Postal Service (USPS) through address 
correction services. These external sources are used solely to enhance contact 



accuracy, improve communication efficiency, and ensure compliance with legal 
and regulatory requirements, and all third-party access, processing, storage, or 
transmission of information is subject to IRS cybersecurity approval, contractual 
safeguards, and strict confidentiality controls.  

 
30 Do you have subcontractors who work on the contract? 

Yes 
 
30.1 What is the subcontractor's name(s)? 

RevSpring 
 
30.2 Who is the subcontractor point(s) of contact? 

XXXXX 
 
30.3 What is the subcontractor email address(es)? 

XXXXX 
 
30.4 What is the subcontractor phone number? 

XXXXX 
 
30.5 What are the services provided by the subcontractor(s)? 

Letter printing, mailing, and text message services.  
 
30.6 What PII/SBU data is shared with the subcontractor? 

ConServe shares limited Personally Identifiable Information (PII) and Sensitive 
But Unclassified (SBU) data with its IRS-approved subcontractor, RevSpring, 
strictly to support authorized letter generation and mailing functions. The specific 
PII/SBU elements transmitted include taxpayer name, mailing address, Taxpayer 
Authentication Number (TAN), module information, and ConServe internal 
account number, along with the corresponding IRS-approved letter content and 
communication instructions necessary to produce and deliver official 
correspondence. This information is limited to the minimum data required to 
perform these functions, in alignment with data minimization principles. All data 
is transmitted through secure, encrypted file transfer processes, and RevSpring 
does not receive full account histories, financial data, or any information beyond 
what is required for correspondence production. All access, processing, storage, 
and transmission of PII/SBU is governed by IRS cybersecurity requirements, 
contractual safeguards, and strict confidentiality controls to prevent unauthorized 
use or disclosure.  

 
30.7 Are you sending only the data that is needed to accomplish the task? 

Yes 
 
31 Does this system use Artificial Intelligence (AI)? 

No 



 
32 Does the system use cloud computing? 

No 
 
33 Who owns and operates the system (IRS Owned and Contractor Operated, Contractor 
Owned and Operated)? 

Contractor Owned and Operated 
 
34 Identify the roles and their access level to the PII data. Indicate whether background 
investigations are complete or not. 

Contractor Role* Access to PII*  Background Investigation* 
Contractor Users Read/Write  Tier 2 (Moderate) –Complete 
Contractor Managers Read/Write  Tier 2 (Moderate) – Complete 
Contractor System  
     Administrators Privileged  Per contract requirements, Tier 2  

(Administrator/Root) (Moderate) - Complete 
access to contractor- 
managed systems  
containing IRS PII  

Contractor  Read-Only   Tier 2 (Moderate) – Complete 
     Developers          (as authorized) 
 
Contractor personnel do not have access to IRS information systems. IRS-
provided PII is stored and processed within contractor-managed systems 
used to support the Private Debt Collection program. Contractor Users, 
Managers, and Developers are granted access based on their assigned 
duties and are limited to the minimum access necessary to perform their 
responsibilities. Contractor System Administrators are responsible for 
administering the contractor-managed environment and may have 
privileged (administrator/root) access to systems containing IRS PII. All 
access is role-based, approved, and restricted in accordance with the 
contract, IRS Publication 4812, and applicable security requirements. 
Background investigations are completed in accordance with the contract 
and applicable IRS personnel security requirements prior to granting 
access. 

 
The Private Debt Collection Policy and Procedures, which is an 
attachment to the contract, includes the following language: 
2.1 Contractor Investigations  
1) All Contractor requirements can be found in IRM 10.23.2, Contractor 
Investigations, as well as TD P 15-71, Treasury Security Manual.  
2) Background investigations are the first step in the process of ensuring 
the highest standards of honesty, integrity, and security among contractor 
employees.  
3) All PDC contactors are Tier 2 Moderate risk public trust positions.  



4) CORs continuously monitor all contractors throughout the life of the 
contract.  

 
Additional explanation included in attachments. 

 
35 Describe the system's audit trail in detail. 

ConServe’s CCMS utilizes C&R Software’s Debt Manager system to maintain 
account information. Debt Manager tracks audit information at the request level 
and the data instance level to provide robust auditing and traceability throughout 
the system. As requests are made to the Debt Manager mid-tier, upsert (update 
and insert) information is captured and bound for the life of the request to the 
thread of execution. This information includes the user Id of the requestor, the 
date and time at which the request was made, the software component that the 
request was made through, and a version sequence (in the case of an update) used 
for optimistic locking. An interceptor captures this information in an application 
audit table that persists with the requests that are made by every user on the 
system over time. Another interceptor is responsible for stamping this upsert 
information on every entity data modification or addition within the system, just 
before the call to persist is made. Upsert columns capture this information on 
every table within the database, providing the ability to see when, how, and by 
whom all changes were made. In addition, Debt Manager has a registry of tables 
to maintain complete histories over time.  

 
36 Does this system use, or plan to use SBU Data in a non-production environment? 

No 

 
Interfaces 

 
Interface Type 

IRS or Treasury Contractor 
Agency Name 

Skip Tracing Vendors  
Incoming/Outgoing 

Both 
Transfer Method 

Secure File Transfer Protocol (SFTP) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Private Debt Collection Data Transfer Component  
Incoming/Outgoing 

Both 
Transfer Method 



Secure Data Transfer (SDT) 
 
Interface Type 

IRS or Treasury Contractor 
Agency Name 

RevSpring Inc. (Print Vendor) 
Incoming/Outgoing 

Outgoing (Sending) 
Transfer Method 

Secure File Transfer Protocol (SFTP) 

 
Systems of Records Notices (SORNs) 

 
SORN Number & Name 

IRS 34.037 - Audit Trail and Security Records 
Describe the IRS use and relevance of this SORN. 

Audit Trail and Security Records authorizes the IRS to collect, 
maintain, and use audit and security records to monitor, protect, 
and investigate access to IRS information systems and data. For 
the Private Debt Collection (PDC) program, this SORN supports 
the recording and review of system access, user activity, and 
security events involving Private Collection Agencies (PCAs). 
These records are used to detect unauthorized access, support 
audits and investigations, ensure compliance with IRS security 
requirements, and protect the confidentiality, integrity, and 
availability of taxpayer information. 

 
SORN Number & Name 

IRS 26.019 - Taxpayer Delinquent Account Files  
Describe the IRS use and relevance of this SORN. 

Taxpayer Delinquent Account Files authorizes the IRS to maintain 
and disclose records related to delinquent federal tax accounts for 
authorized tax administration purposes. For the Private Debt 
Collection (PDC) program, the SORN permits the IRS to provide 
the limited information necessary to ConServe, as an authorized 
Private Collection Agency (PCA), to contact taxpayers, verify 
identities, establish payment arrangements, document collection 
activities, and report results back to the IRS, in accordance with 
the Privacy Act, IRC Â§6103, and applicable IRS safeguarding 
requirements. 

 
Records Retention 



 
What is the Record Schedule System? 

Record Control Schedule (RCS) 
What is the retention series title? 

28 Tax Administration - Collection  
What is the GRS/RCS Item Number? 

200-234  
What type of Records is this for? 

Electronic 
Please provide a brief description of the chosen GRS or RCS item. 

PART VII - Private Debt Collection (PDC) Program Records - 
Covers records created through the administration of the Service 
wide Collection function. These include all records associated with 
the receipt and transmittal of tax returns and taxpayer related 
documents received in the district Collection office; the deposit of 
tax remittances received; and the collection of delinquent accounts 
and securing of delinquent returns. 

What is the disposition schedule? 
PCAs ensure recordkeeping compliance with PPG, 44 U.S. Code, 
36 Code of Federal Regulations (CFR), and other Records 
Management policies, including those in Private Debt Collection 
Records Control Schedule (RCS) Job No. DAA-0058-2017-0016. 
All IRS records generated and maintained by the PCA system will 
be managed according to Record Control Schedule (RCS) 28, 
PART VII Private Debt Collection (PDC) Program Records and 
IRM 1.15.1 through 13.15.7. Records are destroyed in accordance 
with the Records Control Schedule 28, Document 12990, and 
General Records Schedule, Document 12829.  

 
Data Locations 

 
What type of site is this? 

System 
What is the name of the System? 

ConServe’s Collection Management System  
What is the sensitivity of the System? 

Sensitive But Unclassified (SBU) 
Please provide a brief description of the System. 

ConServe’s Collection Management System (CCMS) is a group of 
debt collection related software, hardware, and information 
analysis tools, which will accept, accommodate, and generate 
reporting data on all accounts. CCMS seamlessly integrates 
information and operational processes to fulfil IRS service needs. 
CCMS is owned by ConServe and maintained by ConServe 



employees; no third parties maintain ConServe information 
systems. ConServe’s Collection Management System (CCMS) is a 
comprehensive, proprietary debt collection platform that integrates 
account management, workflow automation, analytics, telephony, 
document management, security controls, and reporting into a 
single operating environment. CCMS serves as the system of 
record for all collection activities, enabling ConServe to securely 
receive, manage, and service accounts while maintaining full audit 
trails and compliance with IRS requirements. The platform utilizes 
role-based access controls, encrypted data storage and 
transmission, interactive call scripting, automated workflows, 
speech analytics, and predictive modeling to support taxpayer 
engagement and resolution activities. Key components include the 
C&R Software Debt Manager account management system, 
Alvaria Contact Management System, Nexidia Speech Analytics, 
Microsoft SQL Server databases, DocuWare document 
management, QlikSense analytics, and secure SFTP data exchange 
capabilities. CCMS is designed to scale with fluctuating inventory 
volumes, optimize contact strategies through advanced analytics, 
provide real-time operational visibility, and ensure the 
confidentiality, integrity, and availability of taxpayer information 
in accordance with IRS Publication 4812 requirements.  

What are the incoming connections to this System? 
ConServe’s Collection Management System (CCMS) receives data 
from multiple secure internal and external sources to support 
account servicing, inventory management, taxpayer 
communications, and changes, and other servicing information. 
CCMS processes these inbound files through automated extract, 
transform, and load (ETL) processes to ensure taxpayer account 
information is current and accurately reflected within the system. 
CCMS also interfaces with IRS-approved third-party data 
providers which provide contact information, skip-tracing data, 
phone number validation, and address updates. Information 
received from these vendors is securely transmitted through 
automated processes and incorporated into account records to 
improve taxpayer contact rates and support collection activities. 
All incoming connections are secured through encryption, role-
based access controls, and IRS Publication 4812-compliant 
security controls to protect the confidentiality, integrity, and 
availability of taxpayer information.  

What are the outgoing connections from this System? 
ConServe’s Collection Management System (CCMS) transmits 
information to authorized external entities through secure, 
controlled interfaces designed to support debt collection 
operations, reporting, payment processing, and compliance 
requirements.  



The primary outgoing connection is to the IRS, where CCMS 
transmits account activity updates, taxpayer payment arrangement 
information, account returns, and recall processing data back to the 
IRS through their SFTP site.  
CCMS exchanges information with approved skip-tracing and data 
service providers to request updated taxpayer contact information 
and verify existing data. Automated ETL processes securely 
transmit account identifiers and receive enriched contact data used 
to improve taxpayer outreach efforts.  
All outgoing connections are protected through FIPS 140-2 compliant 
encryption, role-based access controls, secure authentication mechanisms, 
audit logging, and IRS Publication 4812 security requirements to ensure 
confidentiality, integrity, and availability of taxpayer information during 
transmission. 

 
 


