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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Return Order and Delivery System

Acronym:
ROADS

Business Unit
Research Applied Analytics and Statistics

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The Small Business and Self-Employed (SB/SE) Return Order and Delivery
System (ROADS) is an intelligent automation solution used to order/deliver new
exam cases to the appropriate groups based on the available inventory, capacity of
groups, and priorities from Business Operating Division (BOD) exam plans. The
automation leverages data from various reports that include information on targets
to meet for the year, exam cases in progress, exam cases available for employees
to work, and capacity of employees at Post of Duties (PODs) to take on new exam
cases. The automation uses R Shiny as a front-end user interface developed that
allows users to upload data files, run an R back-end optimization model, and
review and download outputs on the web-based user interface or as an excel file.
This process will save users' time, modernize the current technology infrastructure
of the system, and provide net-new features.



Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
The ROADS solution requires various data input files to process which new exam
cases need to be ordered/delivered to which groups, dependent upon geographic
and capacity constraints. The need for Social Security Numbers (SSNs) and
Personally Identifiable Information (PII) is to identify exactly which exam cases
should be delivered to ensure the best cases are prioritized. There are checks in
place to ensure the analyzed outputs are only displayed to users with access, who
provide the data. Outputs will not be returned if these credentials do not work.
The tool also logs user activities in a SQLite database. We will not be storing any
SSNs. We will require a user to have the appropriate access to the application.
The application does not provide any additional PII data that the user does not
already have access to in the existing reports.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Employer Identification Number

Federal Tax Information (FTI)

Individual Taxpayer Identification Number (ITIN)

Name

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System



2 What Tier designation has been applied to your system? (Number)
2

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
Yes

4.3 What is the PCLIA number of the most recent approved PCLIA?
7778

4.4 What is the name of the most recent approved PCLIA?
Return Order and Delivery System

4.5 Have there been any changes to the system or application or the handling of PII
information or use since the previous PCLIA?
No

5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Data and Analytics Advisory Group (DAAG)

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

&.1 What is the ABA ID?
212073

9 Does this system disclose any PII to any third party outside the IRS?
No



10 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

Yes

10.1 Describe the business process and purpose of your Artificial Intelligence (Al) and
identify what system(s) or business process(es) this Al supports.
Linear optimization is utilized in the automation to best allocate resources.

10.2 What is the algorithm or learning method used and what database is training your
Al?
Linear optimization is used without any learning/training by the model.

10.3 How is this Al system tested and validated to ensure that the decisions or outputs are
reliable (relevant to the input) and performs without biases and drifting? Note: Outputs
include, User information, transfer to assistor, reports on dashboard depicting activities.

Linear optimization is utilized with manual review by subject matter experts
(SME).

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
No

13 Describe the business process allowing an individual to access or correct their

information. (Due Process)
The information is received directly from various enterprise systems, applications,
databases, and/or IT Technologies/tools. These systems/databases/applications are
deemed reliable and accurate; the information is not altered in any way prior to
being imported. Any corrective actions or initiation of due process are performed
through the official system of record. This system does not replace any individual
taxpayer's right to due process, as dictated by the Internal Revenue Manual
guidelines. IRS policy allows individual taxpayers whose data is in the system the
opportunity to clarify or dispute negative determinations through the appeals
process.

14 Is this system owned and/or operated by a contractor?
No

15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)
IRS Employees Roles: Users (Read and Write), Managers (Administrator),
Developers (Administrator)



16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

ROADS system presents privacy/security banner to the user during login process.

Below is privacy banner text: THIS U.S. GOVERNMENT SYSTEM IS FOR

AUTHORIZED USE ONLY'! "Use of this system constitutes consent to

monitoring, interception, recording, reading, copying or capturing by authorized

personnel of all activities. There is no right to privacy in this system.

Unauthorized use of this system is prohibited and subject to criminal and civil

penalties, including all penalties applicable to willful unauthorized access

(UNAX) or inspection of taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C.

7213A and 26 U.S.C. 7431)."

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Under 50,000

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable.

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
Under 100,000

21 How is access to SBU/PII determined and by whom?
Access is requested via Business Entitlement Access Request System (BEARS).
Data access is granted on a need-to-know basis. The BEARS enrollment process
requires that an authorized manager approve access requests on a case-by-case
basis. Access approval is based on the Users role(s) and responsibilities. Users are
given the minimum set of privileges required to perform their regular and
recurring work assignments; they are restricted from changing the boundaries of
their access without management approval. Write, Modify, Delete, and/or Print)
are defined on BEARS and set (activated) by the System Administrator prior to
the user being allowed access. User privileges and user roles determine the types
of data that each user has access to. Management monitors system access and
removes permissions when individuals no longer require access.

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No



23 Explain any privacy and civil liberties risks related to privacy controls.
There are no privacy and civil liberties risks related to privacy controls.

24 Please upload all privacy risk finding documents identified for the system (Audit trail,

RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
Every time a user accesses the ROADS system for data processing, the following
information about the request is collected to be sent to Splunk for the continuous
monitoring and audit: 1. The SEID of the user, and time of access 2. activity user
performed by users 3. User's connection details, which detail the user's connection
to the ROADS server, including SEID, IP Address, Hostname, OS, and
application. These logs are stored on the ROADS server and sent to Splunk for
continuous monitoring. Attached copy of log.

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
User Excel Spreadsheets including data from Examination Return
Control System (ERCS) from Tableau
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Other
Other Transfer Method
End users upload Excel Spreadsheets (ERCS Tableau data) to the
automation

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
Logging is implemented in the system to ensure appropriate
measures are put in place to identify who, what, where, and when
data is being accessed.



SORN Number & Name
IRS 42.021 - Compliance Programs and Projects Files

Describe the IRS use and relevance of this SORN.
SBU/PII data is uploaded by IRS employees with permissions to
access such SBU/PII data to the automation to perform
calculations in the backend and produce output files.

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
3.1 for General Technology Management Records

What is the GRS/RCS Item Number?
Item 020

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Information Technology Operations and Maintenance records
relate to the activities associated with the operations and
maintenance of the basic systems and services used to supply the
agency and its staff with access to computers and data
telecommunications.

What is the disposition schedule?
Temporary. Destroy 3 years after agreement, control measures,
procedures, project, activity, or transaction is obsolete, completed,
terminated or superseded, but longer retention is authorized if
required for business use.

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
3.2 Information Systems Security Records

What is the GRS/RCS Item Number?
Item 031

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.
Records are used to monitor inappropriate systems access by users.
Includes records such as:
* user profiles
* log-in files



» password files
« audit trail files and extracts
* system usage files
* cost-back files used to assess charges for system use
What is the disposition schedule?
Temporary. Destroy 6 years after password is altered or user
account is terminated, but longer retention is authorized if required
for business use.

What is the Record Schedule System?
General Record Schedule (GRS)
What is the retention series title?
3.2 Information Systems Security Records
What is the GRS/RCS Item Number?
Item 030
What type of Records is this for?
Electronic
Please provide a brief description of the chosen GRS or RCS item.
System access records. These records are created as part of the user
identification and authorization process to gain access to systems.
Records are used to monitor inappropriate systems access by users.
Includes records such as:
* user profiles
* log-in files
* password files
« audit trail files and extracts
* system usage files
cost-back files used to assess charges for system use
What is the disposition schedule?
Temporary. Destroy when business use ceases.

Data Locations

What type of site is this?
System

What is the name of the System?
Intelligent Automation Server

What is the sensitivity of the System?
Sensitive But Unclassified (SBU)

What is the URL of the item, if applicable?
https://rshiny.portal.dmd.enterprise.irs.gov/iaprd01/project intellig
ent_automation/



Please provide a brief description of the System.
This server is IRS, Research, Applied Analytics, and Statistics
(RAAS), owned server. Exclusive use for development and
troubleshoot of the intelligent automation team

What are the incoming connections to this System?
There are no connections.

What are the outgoing connections from this System?
There are no connections.

What type of site is this?
System

What is the name of the System?
Splunk

What is the sensitivity of the System?
Sensitive But Unclassified (SBU)

What is the URL of the item, if applicable?
https://core.splunk.iam.int.for.irs.gov/

Please provide a brief description of the System.
Splunk is software platform to search, analyze and visualize, real-
time system logs data.

What are the incoming connections to this System?
This is one way connection from Compliance Data Warehouse
(CDW) to Splunk to ingest system and query logs into Splunk for
security monitoring.

What are the outgoing connections from this System?
None.



