Date of Approval: 09/17/2025
Questionnaire Number: 2515

Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
Robotics Process Automation Transcript Case Building

Acronym:
RPA TCB

Business Unit
Small Business and Self Employed

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The RPA program is creating an automation using UiPath to replicate the
Transcript Case Building process. This tool is pulling individual transcripts by
identifier. The automated solution will require an input spreadsheet on the User's
computer with cases that will be run by the attended automation. Once the case is
established, the attending employee (either from Exam Case Selection or an
Examiner) will run the automation on the selected set of command codes. The
automation will print the Integrated Data Retrieval System (IDRS) transcripts for
each command code to PDF and save them to a folder on the user's workstation
that has been created for this case. The automation will then batch upload all these
files to Landing Zone, which is picked up hourly if there are no issues and moved
to Case Built File (CBF). Landing Zone access is obtained through Business
Entitlement Access Request Systems (BEARS) request.



Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
This automation inputs taxpayer information from an Excel file provided by the
user that contains the Taxpayer Identification Number (TIN), First Name, Last
Name and Tax Period (TXPD) for the 8 transcripts that need to be pulled from
Integrated Data Retrieval System (IDRS). The automation uses 8 command codes
to pull 8 transcripts containing the taxpayer's information. These 8 transcripts are
downloaded onto a PDF file that is then stored in a Landing Zone, which can be
accessed through a BEARS request. The automation will not leverage any SME’s
credentials as this automation will only pull/store PDF files in a secure landing
zone on the user's machine. Any dissemination or destruction of the data is
executed manually by the user.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Agency Sensitive Information

Centralized Authorization File (CAF)

Criminal Investigation Information

Employment Information

Financial Account Number

Name

Official Use Only (OUO) or Limited Office Use (LOU)

Other

Protected Information

Social Security Number (including masked or last four digits)

Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Please explain the other type(s) of PII that this project uses.
Transaction codes, Date of Birth, and case selection information such as DIF
Scores.

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
SSN for tax returns and return information - IRC section 6109



Product Information (Questions)

1 Is this PCLIA a result of a specific initiative or process improvement?
Yes

1.1 What is the name of the Business Unit (BU) or Agency initiative?
Small Business/Self-Employed

2 Describe in detail, the Robotic Process Automation (RPA) process; be sure to identify
the project title and business unit owner; state what IRS Strategy or initiative it supports;
identify the system or process it supports and if PII will be required for the RPA to run;
identify activities and workflow controls with the type and capabilities that will be
incorporated; lastly indicate how the service benefits from the use of this RPA. (Process,
Library, Test Automation, Template.)

The RPA program is using UiPath to create an automation for the Small

Business/Self Employed Estate & Gift team called the Transcript Case Building

to replicate their manual process. This tool is pulling individual transcripts by

identifier. The automated solution will require an input spreadsheet containing PII

(First Name, Last Name, Taxpayer Identification Number (TIN), Master File Tax

Account Code (MFT), Tax Period (TXPD)) on the User's computer with cases

that will be run by the attended automation. This will require the user to run the

automation through a UiPath tool located on their local machine called UiPath

Assistant. Once the case is established, the attending employee (either from Exam

Case Selection or an Examiner) will run the automation on the selected set of

command codes. The automation will print the Integrated Data Retrieval System

(IDRS) transcripts for each command code to PDF and save them to a folder on

the user's workstation that has been created for this case. The automation will then

batch upload all these files to Landing Zone, which is picked up hourly if there

are no issues and moved to Case Built File (CBF). Landing Zone access is

obtained through Business Entitlement Access Request Systems (BEARS)

request. Automating this process reduces the processing time for researching and

pulling the transcripts for each taxpayer. It also streamlines their process and

makes it more efficient for the users.

3 Is this a new Robotic Process Automation (RPA) project?
No

3.1 Is there a PCLIA for this project?
Yes

3.11 What is the questionnaire number of the most recent approved PCLIA?
7263

3.12 What is the questionnaire title of the most recent approved PCLIA?
Robotics Process Automation Transcript Case Building



4 Identify the IRS IT systems, applications, projects, and/or databases this RPA is applied
to; include the associated system name.

The automation has access to the Integrated Data Retrieval System (IDRS) and

Landing Zone shared drive.

5 Identify why the use of SBU/PII/FTI is required; include any type of Sensitive But
Unclassified (SBU), Personally Identifiable Information (PII), or Federal Tax
Information (FTI) that this project will create, collect, receive, use, process, maintain,
access, inspect, display, store, disclose, disseminate, or dispose of.
IDRS system uses SSN, First Name, Last Name and Tax ID Numbers (TIN) as
the organizing identification tool for taxpayer record. RPA Transcript Case Build
requires the use of SSN’s and TINs to research/pull transcript information from
IDRS for each taxpayer. The 8 transcripts that are pulled from IDRS for each
taxpayer contains this SBU/PII: Address, Agency Sensitive Information,
Centralized Authorization File (CAF), Criminal Investigation Information,
Employment Information, Financial Account Number, Name, Official Use Only
(OUO) or Limited Office Use (LOU), Other, Protected Information, Standard
Employee Identifier (SEID), Tax ID Number, Telephone Numbers, and
Transaction codes, Date of Birth, and case selection information such as DIF
Scores. These transcripts are then loaded as PDF files into a secure Landing Zone.
SSNs are permissible from Internal Revenue Code (IRC) 6109, which requires
individual taxpayers to include their SSNs on their income tax returns.

6 Is your RPA Attended/Unattended?
Attended

7 Is this RPA process converting from paper to electronic format or automating a process
currently performed by a human?
Yes

7.1 Explain the process being replaced/automated.
The manual process that is being replaced requires a manual pull of IDRS
Transcript information by the Legal Assistant or Shared Staff Assistant of an
Examiner. The Legal Assistant / Share Staff Assistant logs into IDRS, enters the
appropriate command codes individually, and either uploads the transcripts to
IMS, prints to PDF and secure emails, or prints a hard copy. Then the Examiner
uploads the transcript to Case Built File (CBF).

8 Indicate what level of complexity the RPA is classified as and if you were required to
register with One Solution Delivery Lifecycle (OneSDLC) or not, or indicate if
Information Technology's (ITs) Technical Insertion process was used for approval of this
RPA.

Complexity: High. We were required to register with OneSDLC.



9 Will connections or interdependencies be established for this RPA?
Yes

9.1 Will the connection be encrypted?
No

9.2 Will authentication/credentials be required?
No

9.3 Please provide details for the connection/interdependency. Indicate if this occurs on
the backend versus through the system/user interface.

Before the automation runs, the user manually logs in to IDRS through

InfoConnect. When the automation kicks off, it interfaces with the IDRS screen

the user has logged into.

10 Indicate who has or will have permission to access the data and how users are

authenticated.
The users who have permission to access data are Users, Managers, and System
Administrators (all read-only) and Developers (Administrator). Contractor
developers have Administrator-level access and are screened by a Moderate level
Background Investigation. Based on case assignment, employees must request
access through Business Entitlement Access Request Systems (BEARS), which
must be approved by their manager.

11 Indicate if Business Entitlement Access Request System (BEARS) entitlements are
required for access and if Privileged User Management Access System (PUMAS) control
management is applied for granting access to the system(s)? If BEARS/PUMAS are not
applied, indicate what access controls are in place.

To gain access to the IDRS testing and production environment, users need to

submit a BEARS request. Users also need to modify a BEARS request to gain

access to specific Command Codes that allow them to see certain taxpayer data.

12 Identify the maintenance tasks or updates performed; state whether or not the
maintenance tasks are inherited from the host (UiPath Platform), or you are using
customized maintenance activities.
The maintenance task is inherited from the UiPath platform team. They upkeep
and maintain all environments in UiPath and provide specific access level to each
user who has access to that environment. The UiPath administrator chooses the
authentication and related security settings for the organization; some settings are
inherited from the host level.

13 Indicate if this product or system shares data outside of the United States or its
territories.
No



14 Indicate if this system or Robotic Process Automation (RPA) is trained through the
use of algorithms; indicate if the algorithm used contains data with a sensitivity
classification. (Sensitive but unclassified data might include algorithms, methods, system
data, or PII/FTI that could be used to re-identify a person.)

No. This automation does not use machine learning, LLMs, or generative Al It is

an assistant bot that runs on the user's local machine by executing a predefined

sequence of steps derived from a repetitive process.

15 Describe this system's (RPAs) audit trail process in detail; include location of

supporting documents (SPLUNK). Note: Upload of this document is required.
Everything is logged and sent to Splunk per the uploaded Audit Checklist
document: "2022-08 ESAT Platform Audit Checklist V5". All RPA and
OneSDLC documents are uploaded to a SharePoint site. These documents include
the Process Definition Document (PDD), "Deployment, Operation, and
Maintenance" (DOM) document, Test Plan, 508 Memo, PCLIA Memo, Security
Change Requests, Meeting Minutes, and requirements gathering. These
documents include information like detailed steps of the process, process map of
the manual and automated steps, solution design of the process, and all security
related documentation with its required testing.

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
911 (sp)
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
706
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)



Interface Type
IRS Systems, file, or database
Agency Name
1040-C
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Excel Input File
Incoming/Outgoing

Outgoing (Sending)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
Integrated Data Retrieval System (IDRS)
Incoming/Outgoing
Both
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Landing Zone
Incoming/Outgoing

Incoming (Receiving)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
843
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)



Interface Type
IRS Systems, file, or database
Agency Name
1040-NR
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1042
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
709
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
8302
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
911
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)



Interface Type
IRS Systems, file, or database
Agency Name
Splunk
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Integrated Enterprise Portal (IEP)

Interface Type
IRS Systems, file, or database
Agency Name
1040-SS
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

1040-SR (sp)
Incoming/Outgoing

Outgoing (Sending)
Transfer Method

Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1045
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1040-X
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)



Interface Type
IRS Systems, file, or database
Agency Name
1041
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1040
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1040-SR
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1040 (pr)
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
1040 (sp)
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Application to Application (A2A)



Interface Type

IRS Systems, file, or database
Agency Name

1040-NR (sp)
Incoming/Outgoing

Outgoing (Sending)
Transfer Method

Application to Application (A2A)

Systems of Records Notices (SORNs)

SORN Number & Name
Treasury .009 - Treasury Financial Management Systems
Describe the IRS use and relevance of this SORN.
This SORNS is relevant because the automation accesses taxpayers
information from IDRS that contains the taxpayers tax returns and
other financial records.

SORN Number & Name
IRS 24.030 - Customer Account Data Engine Individual Master
File

Describe the IRS use and relevance of this SORN.
This SORNS is relevant because the automation accesses taxpayers
information from IDRS that contains the taxpayers tax returns and
other financial records.

SORN Number & Name
IRS 24.046 - Customer Account Data Engine Business Master File
Describe the IRS use and relevance of this SORN.
This SORNS is relevant because the automation accesses taxpayers
information from IDRS that contains the taxpayers tax returns and
other financial records.

Records Retention

What is the Record Schedule System?

Record Control Schedule (RCS)
What is the retention series title?

29 Tax Administration - Wage and Investment (W&I) Records
What is the GRS/RCS Item Number?

61



What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Estate Tax Returns. These records include all Forms 706 (United
States Estate (and Generation-Skipping Transfer) Tax Return), 712
(Life Insurance Statement), 8971 (Information Regarding
Beneficiaries Acquiring Property from a Decedent) and related
schedules, correspondence, and documents such as wills,
appraisals, trust agreements, powers of attorney, briefs, etc., and
any related gift tax return (Forms 709) filed by decedent.

What is the disposition schedule?
Retire to Records Center 6 months after Examination closure,
except for those estate tax returns which contain generation
skipping transfers. Destroy 40 years after end of processing year.

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
29 Tax Administration - Wage and Investment (W&I) Records

What is the GRS/RCS Item Number?
62

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Gift Tax Returns. United States Gift Tax Returns (Form 709) are
governed under Chapter 12 of the Internal Revenue Code (IRC).
Generally, the federal gift tax applies to any transfer by gift of real
or personal property, whether tangible or intangible, that is made
directly or indirectly, in trust, or by any other means. Gift tax is a
cumulative tax and is also reportable on United States Estate Tax
Returns (Form 706). Lifetime taxable gift information is used for
the computation of estate tax.

What is the disposition schedule?
Retire to Federal Records Center by associating all related Form
709 with Form 706 in accordance with RCS 29, Item 61, Estate
Tax Returns.

Data Locations

What type of site is this?
Shared Drive

What is the name of the Shared Drive?
Landing Zone



What is the sensitivity of the Shared Drive?
Sensitive But Unclassified (SBU)

What is the URL of the item, if applicable?
WPWSMEMWEBLWISI1.ds.irsnet.gov\Landing Area\EG

Please provide a brief description of the Shared Drive.
The transcripts that are pulled from IDRS into a PDF file are stored
in this secure shared location that requires a BEARS access request
to access it.

What are the incoming connections to this Shared Drive?
Incoming --> From the file server on to the mapped shared drive
that the user is accessing through the servers shared folder.

What are the outgoing connections from this Shared Drive?
Outgoing --> from the user's local machine that has the mapped shared
drive on to file server.



