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Basic Information/Executive Summary 
 
What is the name of your project (system, database, pilot, product, survey, social media 
site, etc.)? 

Legacy Systemic Advocacy Archive (SAMS II) 
 
Acronym:  

SAMS II-Legacy 
 
Business Unit  

Taxpayer Advocate Service 
 
Preparer 

# For Official Use Only 
 
Subject Matter Expert 

# For Official Use Only 
 
Program Manager 

# For Official Use Only 
 
Designated Executive Representative 

# For Official Use Only 
 
Executive Sponsor 

# For Official Use Only 
 
Executive Summary: Provide a clear and concise description of your project and how it 
will allow the IRS to achieve its mission. 

The Systemic Advocacy Management System, Generation 2 (SAMS II) is a 
database and case management system used by Taxpayer Advocate service to 
track issues that affect large groups of taxpayers. This is an internal system that is 
used to help report issues to the IRS and to gather data for reports to Congress. 
Information is gathered on the problem groups are having with the IRS regarding 
Tax Returns or troubles getting refunds along with a variety of other issues that 
affect taxpayers. Taxpayers can enter their contact information and when an issue 
is looked at, they are contacted by Taxpayer Advocate Service (TAS) to let them 
know if the case meets our criteria and will be worked, or if it should be routed to 
another agency. SAMSII is only accessed by TAS Systemic Advocacy employees 
that research and work the cases. This system helps TAS track these issues and is 



a research tool used to figure out if current issues have happened in the past and 
how they were fixed. 

Personally Identifiable Information (PII) 
 
Will this project use, collect, receive, display, store, maintain, or disseminate any type of 
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal 
Tax Information (FTI)? 

Yes 
 
Please explain in detail how this project uses sensitive data from inception to destruction 
(data lifecycle). 

The legacy SAMSII application will be used to reference closed records not 
migrated to the Systemic Advocacy system successor, Phoenix. The archive is 
maintained for compliance with RCS 9. Systemic advocacy and other TAS 
personnel used the data to record, manage process, and resolve systemic issues. 
SAMS II requests the individual submitting an issue through IRS.gov (public) to 
provide an email address for acknowledgement or possible follow-up. Social 
Security Number (SSN)s and Taxpayer Individual Number (TIN)s may be needed 
to properly identify individuals where specific tax account information is needed 
to resolve the issue. Office contact information (Name, office address, office 
telephone, e-mail address, and SEID) is retained for all authorized users, program 
contacts, and internal submitters. Additionally, names, addresses, phone numbers, 
and tax return information obtained to address, and resolve issues will be 
maintained within SAMS II.  

 
Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable 
Information (PII)/Federal Tax Information (FTI) that this project uses. 

Address 
Alien Registration Number 
Email Address 
Employer Identification Number 
Individual Taxpayer Identification Number (ITIN) 
Internet Protocol Address (IP Address) 
Name 
Social Security Number (including masked or last four digits) 
Standard Employee Identifier (SEID) 
Telephone Numbers 

 
Cite the authority for collecting SBU/PII/FTI (including SSN if relevant). 

SSN for tax returns and return information - IRC section 6109 

 
  



Product Information (Questions) 
 
1 Is this PCLIA a result of a specific initiative or a process improvement? 

No 
 
2 What type of project is this (system, project, application, database, pilot/proof of 
concept/prototype, power platform/visualization tool)? 

Database - Records Retention 
 
3 What Tier designation has been applied to your system? (Number) 

3 
 
4 Is this a new system? 

No 
 
4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this 
project? 

Yes 
 
4.11 What is the previous PCLIA number? 

8391 
 
4.12 What is the previous PCLIA title (system name)? 

Systemic Advocacy Management System Generation 2, SAMS II 
 
4.2 You have indicated this is not a new system; explain what has or will change and 
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.) 

The only change is data migration from one SQL Server to the other SQL Server 
and repoint BOE reports. Data changed to read-only mode and Data Structure 
remains the same.  

 
5 Is this system considered a child system/application to another (parent) system? 

No 
 
6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or 
indicate if you go through Information Technology's (IT) Technical Insertion Process and 
what stage you have progressed to. 

Execution 
 
7 Is this a change resulting from the OneSDLC process? 

No 
 
 



8 Please provide the full name and acronym of the governance board or Executive 
Steering Committee (ESC) this system reports to. 

Taxpayer Advocate Service (TAS) Technology Executive Governance Board 
(TEGB) 

 
9 If the system is on the As-Built-Architecture (ABA), what is the ABA ID number of the 
system? If this PCLIA covers multiple applications shown on the ABA, please indicate 
the ABA ID number(s) for each application covered separated by a comma. If the system 
is not in the ABA, then contact the ABA (https://ea.web.irs.gov/aba/index.html) for 
assistance. 

211962 - Legacy Systemic Advocacy Archive (SAMSII-Legacy) 
 
10 Does this system disclose any PII to any third party outside the IRS? 

No 
 
11 Does your project/system involve any use of artificial intelligence (AI), including 
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order 
13960 and 14110? 

No 
 
12 Does this system use cloud computing? 

No 
 
13 Does this system/application interact with the public? 

No 
 
14 Describe the business process allowing an individual to access or correct their 
information. (Due Process) 

Privileged users will access the SQL data set via an approved Taxpayer Advocate 
Service Information System (TASIS) db entitlement in Business Entitlement 
Access Request System (BEARS) to purge files that have passed the retention 
period. Non-privileged, read-only access will be permitted via an approved 
Business Objects Environment (BOE) entitlement in BEARS. 

 
15 Is this system owned and/or operated by a contractor? 

No 
 
16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access 
level (to this system's PII data) each role is entitled to. (Include details about completion 
status and level of access of the contractor's background investigation was approved for.) 

Since this is a legacy systemic advocacy archive, only read access to approved 
users except for DBAs for backup and restore/migrate data, as appropriate for 
server health. Reporting BEARS Entitlement: SAMS REPORTS STANDARD 
USER (SAMS) - TAS Users to run BOE Reports (READ access) BEARS 
Entitlement: SAMS REPORTS BUSINESS USER (SAMS) - TAS Users to 



build/edit/run BOE Reports (READ access) Administrator DBAs - Administrator 
IRS SAs - Administrator 

 
17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a 
system of records, to inform each individual requested to supply information about 
himself or herself. Please provide the Privacy Act Statement presented by your system or 
indicate a Privacy Act Statement is not used and individuals are not given the opportunity 
to consent to the collection of their PII. 

Warning THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE 
ONLY! Use of this system constitutes consent to monitoring, interception, 
recording, reading, copying or capturing by authorized personnel of all activities. 
There is no right to privacy in this system. Unauthorized use of this system is 
prohibited and subject to criminal and civil penalties. Privacy Statement Link: 
IRS Intranet Privacy Policy and Privacy Act Statement FOR 508 USERS : BI 4.x 
is non-compliant with 508 requirements. Adaptive users will require assistance to 
utilize this application. A job-aide for sub-menu navigation for JAWS users only 
is available. Otherwise, sighted or non-impaired assistance will be required for 
employees with disabilities. For details see Managers Communication plan. 
REPORTS CONTAINING SBU/PII AND OTHER SENSITIVE DATA AS 
OUTLINED IN THE IRM SHOULD NOT BE EMAILED THROUGH 
BUSINESS OBJECT ENTERPRISE (BOE) AND IT IS THE USER'S 
RESPONSIBILITY TO COMPLY WITH ALL IRM GUIDELINES AND 
DIRECTIVES REGARDING DATA TRANSMISSION WHEN USING BOE. 
Current guidance can be found in IRM 1.10.3, Standards for Using Email, which 
provides the following specific requirements: 1. You must encrypt any email that 
contains PII sent among IRS email users including email sent to Criminal 
Investigation, TIGTA and Chief Counsel employees. 2. You may send SBU data 
by electronic mail to authorized non-IRS parties (other than taxpayers or their 
representatives), but only if the SBU data is protected by an IRS-approved 
encryption method which meets FIPS-140 standards. Authorized non-IRS parties 
may include contractors with whom we work, state partners, such as state tax 
agencies with whom we share information, or other federal government agencies 
we partner with, such as the Social Security Administration or the Department of 
Justice. 3. You are prohibited from sending email containing PII to taxpayers and 
their representatives unless they are using a technology and methodology that has 
been approved by agency executives for this purpose. BUSINESS OBJECTS 
DOES NOT PROVIDE EMAIL ENCRYPTION TECHNOLOGY OK 

 
18 How many records in the system are attributable to IRS Employees? Enter "Under 
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable". 

Under 50,000 
 
19 How many records in the system are attributable to contractors? Enter "Under 5,000", 
"5,000 to 10,000", "More than 10,000" or "Not Applicable".  

Not Applicable 



 
20 How many records in the system are attributable to members of the public? Enter 
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable". 

Under 100,000 
 
22 How is access to SBU/PII determined and by whom? 

Access to reports containing SBU/PII data is restricted. Users must request the 
appropriate BEARS entitlement to gain access to these reports. There are two 
BEARS entitlements available: SAMS REPORTS BUSINESS USER (SAMS) 
that allows users to create and edit reports, and another SAMS REPORTS 
STANDARD USER (SAMS) that allows users to run reports only. Access is 
granted based on the level of entitlement approved. 

 
23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an 
upload to the Attachment Section is required. 

Yes 
 
24 Explain any privacy and civil liberties risks related to privacy controls. 

No risks to privacy and civil liberties have been incurred during SAMSII use. 
 
25 Please upload all privacy risk finding documents identified for the system (Audit trail, 
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete. 

Yes 
 
26 Describe this system's audit trail in detail. Provide supporting documents. 

Systems, Applications, and Products (SAP) Business Objects (BOE) has robust 
built-in auditing capabilities to log significant events, user activities, and data 
access, storing this information in a dedicated Audit database for reporting and 
monitoring platform usage, security and adoption. Auditing activities on SAMS 
access is written to P drive, and this auditing monitors the actions of the DBAs. 

 
27 Does this system use or plan to use SBU data in a non-production environment? 

No 

 
Interfaces 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

irs.gov portal 
Incoming/Outgoing 

Incoming (Receiving) 
Transfer Method 

Other 



Other Transfer Method 
Manual 

 
Systems of Records Notices (SORNs) 

 
SORN Number & Name 

IRS 00.003 - Taxpayer Advocate Service and Customer Feedback 
and Survey Records 

Describe the IRS use and relevance of this SORN. 
SAMS II collects feedback and submissions from individuals, 
businesses, tax professionals, IRS employees, and other 
stakeholders describing systemic tax administration issues 
submitted through a public portal. Issues are reviewed and 
prioritized based on severity, scope, and impact. Some issues are 
developed into projects with structured work plans to research, 
address, and recommend solutions. Records containing personally 
identifiable information are maintained in accordance with SORN 
IRS 00.003. 

 
SORN Number & Name 

IRS 34.037 - Audit Trail and Security Records 
Describe the IRS use and relevance of this SORN. 

SAMS II generates audit trail and security records to monitor 
system access, user activity, and potential security incidents. These 
records are used to ensure system integrity, detect unauthorized 
access, and support security audits and investigations. Audit and 
security records that are retrievable by personal identifiers are 
covered under SORN IRS 34.037 - Audit Trail and Security 
Records. 

 
Records Retention 

 
What is the Record Schedule System? 

Record Control Schedule (RCS) 
What is the retention series title? 

Taxpayer Advocate 
What is the GRS/RCS Item Number? 

RCS 9 95 
What type of Records is this for? 

Electronic 
 
 



Please provide a brief description of the chosen GRS or RCS item. 
Systemic Advocacy Management System (SAMS). SAMS is the 
primary database used to record and manage all Systemic 
Advocacy project activities, task forces, IMD reviews, and 
advocacy portfolios. 

What is the disposition schedule? 
AUTHORIZED DISPOSITION Retain last 10 fiscal years of all 
issue submissions and associated projects (regardless of status) in 
SAMS Active database. Move issue and (closed) project data to 
Archives storage after the close of the 10th fiscal year in which 
they were received. Delete data 10 years after removal to Archives 
storage  

 
Data Locations 

 
What type of site is this? 

Data Gateway 
What is the name of the Data Gateway? 

TAS SQL Server 
What is the sensitivity of the Data Gateway? 

Federal Tax Information (FTI) 
What is the URL of the item, if applicable? 

VP0SMTBSQLTAST3.ds.irsnet.gov 
Please provide a brief description of the Data Gateway. 

Note: this is the NEW location: migrated from 
vp0smtbsqlsams3.ds.irsnet.gov (targeted date retire by 3/31/2026). 
A service account is used as a secure data gateway to enable 
connectivity between the User Interface: Business Objects 
Enterprise (BOE) and the Structured Query Language (SQL) 
Server database where system data are stored. The service account 
authenticates system-to-system communications and allow 
authorized users to retrieve data and generate reports through the 
reporting interface. The account operates with least-privilege 
access and is not used for interactive user logins.  

What are the incoming connections to this Data Gateway? 
Service Account (SAMS_RPTsvc): Incoming connections to the 
data gateway originate from the Business Objects Enterprise 
(BOE) application and associated background services. These 
connections use a dedicated service account to pass the 
request/command when generating report. 

What are the outgoing connections from this Data Gateway? 
Service Account (SAMS_RPTsvc): Outgoing connections from data 
gateway to BOE. These connections use a dedicated service account to 



securely pass data from Structured Query Language (SQL) Server for 
report generation while preventing direct user access to the database. 

 
What type of site is this? 

Data Gateway 
What is the name of the Data Gateway? 

SAMSII 
What is the sensitivity of the Data Gateway? 

Federal Tax Information (FTI) 
What is the URL of the item, if applicable? 

vp0smtbsqlsams3.ds.irsnet.gov 
Please provide a brief description of the Data Gateway. 

Note: this is the OLD location: migrated to 
VP0SMTBSQLTAST3.ds.irsnet.gov (old location targeted date 
retire by 3/31/2026). A service account is used as a secure data 
gateway to enable connectivity between the User Interface: 
Business Objects Enterprise (BOE) and the Structured Query 
Language (SQL) Server database where system data are stored. 
The service account authenticates system-to-system 
communications and allow authorized users to retrieve data and 
generate reports through the reporting interface. The account 
operates with least-privilege access and is not used for interactive 
user logins.  

What are the incoming connections to this Data Gateway? 
Service Account (SAMS_RPTsvc): Incoming connections to the 
data gateway originate from the Business Objects Enterprise 
(BOE) application and associated background services. These 
connections use a dedicated service account to pass the 
request/command when generating report. 

What are the outgoing connections from this Data Gateway? 
Service Account (SAMS_RPTsvc): Outgoing connections from data 
gateway to BOE. These connections use a dedicated service account to 
securely pass data from Structured Query Language (SQL) Server for 
report generation while preventing direct user access to the database. 

 
 




