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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
State Income Tax Levy Program

Acronym:
SITLP

Business Unit
Small Business/Self-Employed

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
The State Income Tax Levy Program (SITLP) is an automated levy program. An
electronic file of qualifying federal tax debts is transmitted to each participating
state, along with a Notice of Levy (Form 668-A) or a Memorandum in Lieu of
Form 668-A, through KiteWorks Secure Large File Transfer (SLFT). The
participating state matches the federal tax debts against state income tax refunds
and remits all or a portion of the refund to the IRS to satisfy the federal tax
liability. In most cases, a new levy file is transmitted to participating states every
two weeks; however, a few states receive SITLP levy files on a weekly basis.
SITLP is a post-levy program, meaning state income tax refunds may be levied
prior to the issuance of Collection Due Process (CDP) rights. Taxpayers who have
not previously received a CDP notice for the affected tax period(s) will receive a
post-levy CDP notice advising them of their appeal rights.



Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTT)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction

(data lifecycle).
The Office of Management and Budget memorandum M-07-16 requires that
federal agencies develop a mitigation or elimination strategy for systems that use
Social Security Numbers (SSN). An exception to that requirement is when the
SSN is uniquely needed to identify a user’s record. The SITLP is administered by
the Collection Activity Reports Statutory Reports (CARSR) system. The CARSR
system requires the use of SSNs because no other identifier can be used to
uniquely identify a taxpayer. SSNs are permissible from Internal Revenue Code
(IRC) 6109, which requires individual taxpayers to include their SSNs on their
income tax returns.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Employer Identification Number

Federal Tax Information (FTT)

Name

Other

Social Security Number (including masked or last four digits)

Telephone Numbers

Please explain the other type(s) of PII that this project uses.
User IDs

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System



2 What Tier designation has been applied to your system? (Number)
1

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been
completed for this system or application?
Yes

4.3 What is the PCLIA number of the most recent approved PCLIA?
7917

4.4 What is the name of the most recent approved PCLIA?
State Income Tax Levy Program, SITLP

4.5 Have there been any changes to the system or application or the handling of PII
information or use since the previous PCLIA?
No

5 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
No

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

8.1 What is the ABA ID?
211008

9 Does this system disclose any PII to any third party outside the IRS?
Yes



9.1 Does the system have a process in place to account for such disclosures in compliance
with IRC 6103(p)(3)(A) or Subsection ¢ of the Privacy Act?
Yes

10 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

No

11 Does this system use cloud computing?
No

12 Does this system/application interact with the public?
Yes

12.1 If the system requires the user to authenticate, was a Digital Identity Risk
Assessment (DIRA) conducted?
No

12.2 If individuals do not have the opportunity to give consent to collect their information
for a particular use, why not?

CARSR extracts data files from IMF and BMF. The CARSR area does not

manipulate data or interact with individuals data directly. "Notice, consent, and

due process" are provided via BMF, IMF, and its related tax forms and

instructions.

12.3 If the individual was not notified of the following items prior to the collection of
information, why not? 1) Authority to collect the information 2) If the collection is
mandatory or voluntary 3) The purpose for which their information will be used 4) Who
the information will be shared with 5) The effects, if any, if they don't provide the
requested information.

CARSR extracts data files from IMF and BMF. The CARSR area does not

manipulate data or interact with individuals data directly. "Notice, consent, and

due process" are provided via BMF, IMF, and its related tax forms and

instructions.

13 Describe the business process allowing an individual to access or correct their
information. (Due Process)
Notice, consent, and due process are provided through the instructions
accompanying the tax forms and other tax administration forms completed and
submitted by the taxpayer, and pursuant to 5 U.S.C.

14 Is this system owned and/or operated by a contractor?
No



15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access

level (to this system's PII data) each role is entitled to. (Include details about completion

status and level of access of the contractor's background investigation was approved for.)
The role is IRS users, and their access is read only.

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

The IRS notifies all individuals who file tax returns of such collection via the

Privacy Act Notice in tax return instructions. When a return is selected for

Examination, Collection etc., the taxpayer is sent the Privacy Act Notice, Your

Appeals Rights and How to Prepare a Protest and Overview of the Appeals

Process. Authority: Tax Administration. Notice, consent and due process are

provided in the tax forms instructions filed by the taxpayer, and pursuant to 5
USC.

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Under 50,000

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
More than 500,000

21 How is access to SBU/PII determined and by whom?
The users must submit a special request to access the Collection Activity Reports
Statutory Reports (CARSR) data, via the Business Entitlement Access Request
System (BEARS). The request must be approved by the user's manager before
being forwarded to the CARSR business unit (BU). The CARSR BU is
responsible for reviewing the request and ensuring the user is added to the
appropriate access control list for the user to receive proper access to the CARSR
data.

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
No

23 Explain any privacy and civil liberties risks related to privacy controls.
No risk



24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
This system only looks at two elements in the monthly report, they are: 1. the
UserID and 2. the name of the file that was accessed improperly.

26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
State Agencies
Agency Name
Kentucky Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Rhode Island Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Connecticut Department of Revenue Services
Incoming/Outgoing
Both
Agency Agreement
No



Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Alabama Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
North Carolina Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
New Mexico Taxation and Revenue Department
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Pennsylvania Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No



Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Illinois Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
West Virginia State Tax Department

Interface Type
State Agencies
Agency Name
Minnesota Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Maryland Office of the Comptroller
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Utah Department of Finance



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Montana Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
New York Department of Taxation and Finance
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Iowa Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Vermont Department of Taxes



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Massachusetts Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Missouri Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Mississippi Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
California Franchise Tax Board



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Hawaii Department of Taxation
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
IRS Systems, file, or database
Agency Name
Individual Master File (IMF)
Incoming/Outgoing
Incoming (Receiving)
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Georgia Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Colorado Department of Revenue



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
District of Columbia Office of Tax and Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Arkansas Finance & Administration
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Nebraska Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Indiana Department of Revenue



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Delaware Division of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Oregon Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Virginia Department of Taxation
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Oklahoma Tax Commission



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Arizona Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Louisiana Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Maine Bureau of Revenue Services
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
New Jersey Division of Taxation and Revenue Services



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Idaho State Tax Commission
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
South Carolina Department of Revenue
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Michigan Department of Treasury
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Wisconsin Department of Revenue



Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
State Agencies
Agency Name
Ohio Department of Taxation
Incoming/Outgoing
Both
Agency Agreement
No
Transfer Method
Electronic File Transfer Utility (EFTU)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
This SORN is used because SITLP’s audit trail is used to identify
and track any unauthorized accesses to sensitive but unclassified
information and potential breaches or unauthorized disclosures of
such information or inappropriate use of government computers to
access Internet sites for any purpose forbidden by IRS policy.

SORN Number & Name
IRS 24.030 - Customer Account Data Engine Individual Master
File

Describe the IRS use and relevance of this SORN.
This SORN is used because SITLP retrieves the tax returns, return
transactions from CADE.

SORN Number & Name
IRS 26.019 - Taxpayer Delinquent Account Files

Describe the IRS use and relevance of this SORN.
This SORN is used because SITLP retrieves taxpayer delinquent
accounts to issue a levy



Records Retention

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
ADMINISTRATIVE AND ORGANIZATIONAL RECORDS 8

What is the GRS/RCS Item Number?
Item 44

What type of Records is this for?
Paper

Please provide a brief description of the chosen GRS or RCS item.
Privacy Act and Disclosure (or equivalent) (A,A§6103)
Accounting Files. Records and files consist of disclosure
accounting reports listing date, nature, and purpose of each
disclosure, name and address of requestor, and proof of subject
individual's consent when applicable as required under the Privacy
Act of 1974, and Internal Revenue Code Section A,A§6103. (Job
No. N1-58-05-2, Item 44).

What is the disposition schedule?
A.IRC A,A§6103 Accountings (Form 5466 B or equivalent).
Form 5466 B, Multiple Records of Disclosure (or equivalent). 1.
Record Copy -Paper (prepared by Disclosure Offices).
AUTHORIZED DISPOSITION Destroy 5 years after processing
year, or 30 days after end of month in which record is converted to
an electronic image.

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
System Access Record

What is the GRS/RCS Item Number?
GRS 3.2 Item 031

What type of Records is this for?
Electronic

Please provide a brief description of the chosen GRS or RCS item.
Systems requiring special accountability for access. These are user
identification records associated with systems which are highly
sensitive and potentially vulnerable.

What is the disposition schedule?
Destroy 6 years after password is altered or user account is
terminated, but no longer retention is authorized if required for
business use.



What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?

ENTERPRISE COMPUTING CENTER - XXXXXXXXXX
(ECC-XXX) 19
What is the GRS/RCS Item Number?
Item 65
What type of Records is this for?
Both (Paper and Electronic)

Please provide a brief description of the chosen GRS or RCS item.
State Income Tax Levy Program (SITLP) is an automated levy
program, which uses state income tax refunds as the levy source
for taxpayers who owe a federal tax debt. Participating states must
agree and sign a SITLP Memorandum of Understanding (MOU),
an agreement between IRS Wage & Investment Compliance
function, and each participating state. SITLP replaces sending
individual paper levies to the states for each taxpayer subject to a
levy. The tax debt is matched against the state income tax refunds
and all or a portion is sent to the IRS to satisfy the Federal debt.

What is the disposition schedule?

(A) Inputs: Inputs to the State Income Tax Levy Program (SITLP)
System primarily include electronically transmitted information
received from various states participating in the SITLP program.
(GRS 5.2, Item 020 or GRS 4.5, Item 010 as applicable)
AUTHORIZED DISPOSITION Delete/Destroy batch and cache
files after successful entry and verification. (B) System Data: The
State Income Tax Levy Program (SITLP) System maintains files
containing information on all levy debts and payees. (Job No. N1-
58-09-65) AUTHORIZED DISPOSITION Cut off at end of
processing year. Delete/Destroy 10 years after cutoff or when no
longer needed for operational purposes, whichever is later. (C)
Outputs: The State Income Tax Levy Program (SITLP) System
generates Monthly, Annual, and 670 Style Summary Reports.
(GRS 5.2, Item 020) AUTHORIZED DISPOSITION Cut off at the
end of the processing year. Destroy 3 years after cutoff or when no
longer needed for operational purposes, whichever is later. These
disposition instructions are published in IRS Document 12990
under Records Control Schedule (RCS) 19 for the Enterprise
Computing Center - XXXXXXXXXXX. CARSR is not the
official records keeping repository of the extracted information in
the system. All information in the system is properly scheduled in
its original forms under the General Records Schedule and the
RCS of the IRS. Extracted Federal Tax Information is provided to
state and local agencies under the authority of IRC 6103d for
purposes of state tax administration. All records housed in the
system will be erased or purged from the system at the conclusion



of their retention period(s) as required under Internal Revenue
Manual 1.15.6. For different data types, there are different
retention periods. Retention schedules are documented in the
Functional Specification Packages.

What is the Record Schedule System?
Record Control Schedule (RCS)

What is the retention series title?
ADMINISTRATIVE AND ORGANIZATIONAL RECORDS 8

What is the GRS/RCS Item Number?
Item 52

What type of Records is this for?
Paper

Please provide a brief description of the chosen GRS or RCS item.
Requests for Return and Return Information Files. Files consist of
requests for copies or inspection of confidential tax returns or
return information; either hard copy or tape extracts, and related
records of actions taken. (Job No. N1-58-05-2, Item 52)

What is the disposition schedule?
A. Agreements. 1. Basic Agreements Files, including documents
and information on the coordination of Federal/State Exchange
programs and related background materials. a. Record Copy -Paper
AUTHORIZED DISPOSITION Destroy paper 3 years after receipt
of new or amended agreement, or 30 days after end of month in
which the record is converted to an electronic image.

Data Locations

What type of site is this?
Data Gateway

What is the name of the Data Gateway?
Enterprise Computing Center-XXXXXXXXXXX Computing
Center (ECC-XXX)

What is the sensitivity of the Data Gateway?
Federal Tax Information (FTI)

Please provide a brief description of the Data Gateway.
ECC XXX is the primary data facility (Mainframe) for IMF and
BMF processing, and it also serves as the storage location for
SITLP audit logs, consistent with the CARSR #2044
determination.

What are the incoming connections to this Data Gateway?
TSO InforConnect (IBM Mainframe)



What are the outgoing connections from this Data Gateway?
SITLP files are placed on the EFTU server before they’re released to the
states.



