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Basic Information/Executive Summary 
 
What is the name of your project (system, database, pilot, product, survey, social media 
site, etc.)? 

Selection aNd Analytic Platform  
 
Acronym:  

SNAP 
 
Business Unit  

Information Technology 
 
Preparer 

# For Official Use Only 
 
Subject Matter Expert 

# For Official Use Only 
 
Program Manager 

# For Official Use Only 
 
Designated Executive Representative 

# For Official Use Only 
 
Executive Sponsor 

# For Official Use Only 
 
Executive Summary: Provide a clear and concise description of your project and how it 
will allow the IRS to achieve its mission. 

Selection aNd Analytic Platform (SNAP) is a Federal Risk and Authorization 
Management Program (FedRAMP) approved cloud-based platform that supports 
case selection workflows for the Compliance Hub. It enables select business users 
from Criminal Investigations (CI) and Wage and Investment (W&I) to perform 
critical ad-hoc searches and manual research used for revenue protection to help 
identify fraud, quality assurance to identify returns not authenticated as identify 
theft to allow reporting on tax returns, scheme development to analyze data sets 
and fraud trends, and support new and ongoing investigations. SNAP enables the 
following outcomes: Revenue Protection - perform research to identify fraud not 
identified by models, filters, or rule breaks, process leads to identify associated 
tax returns and identify Identity Theft (IDT) cases. Quality Assurance - query data 
to identify returns authenticated as not IDT, conduct research to identify inventory 



for civil treatment streams, and conduct executive reporting. Scheme 
Development - research and analyze large data sets to identify the full scope of 
investigations and identify emerging fraud trends. Support Investigations - 
research and analyze large data sets to identify the full scope of new/ongoing civil 
criminal investigations, and support field agents and investigators with time 
sensitive data and requests.  

 
Personally Identifiable Information (PII) 
 
Will this project use, collect, receive, display, store, maintain, or disseminate any type of 
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal 
Tax Information (FTI)? 

Yes 
 
Please explain in detail how this project uses sensitive data from inception to destruction 
(data lifecycle). 

The SNAP project utilizes sensitive data (SBU/PII), including Social Security 
Numbers (SSNs), from inception to destruction in a manner strictly aligned with 
IRS mission requirements and federal privacy regulations. At inception, SNAP 
receives SBU/PII from various sources of internal IRS systems, leveraging SSNs 
as the unique identifier necessary for cross-system fraud detection and tax 
administration, as authorized by Internal Revenue Code Section 6109. The data is 
limited to what is relevant for preventing lost revenue due to fraudulent tax 
returns, and its use is further restricted by enterprise access controls and 
compliance requirements. Upon receipt, SNAP performs data health and integrity 
checks-to ensure accuracy, timeliness, and completeness, with discrepancies 
prompting retransmission from upstream sources.  

 
Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable 
Information (PII)/Federal Tax Information (FTI) that this project uses. 

Address 
Criminal Investigation Information 
Criminal Record 
Device Identification (ID) 
Document Locator Number (DLN) 
Driver's License Number 
Email Address 
Employer Identification Number 
Employment Information 
Family Members 
Federal Tax Information (FTI) 
Financial Account Number 
Individual Taxpayer Identification Number (ITIN) 
Internet Protocol Address (IP Address) 



Name 
Other 
Preparer Taxpayer Identification Number (PTIN) 
Social Security Number (including masked or last four digits) 
Standard Employee Identifier (SEID) 
Tax ID Number 
Telephone Numbers 
Vehicle Identification Number (VIN) 

 
Please explain the other type(s) of PII that this project uses. 

Electronic Filing Identification Number (EFIN) 
 
Cite the authority for collecting SBU/PII/FTI (including SSN if relevant). 

Information by CI for certain money laundering cases - 18 USC 
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012 
PII for personnel administration - 5 USC 
SSN for tax returns and return information - IRC section 6109 

 
Product Information (Questions) 
 
1 Is this PCLIA a result of a specific initiative or a process improvement? 

No 
 
2 What type of project is this (system, project, application, database, pilot/proof of 
concept/prototype, power platform/visualization tool)? 

System 
 
3 What Tier designation has been applied to your system? (Number) 

3 
 
4 Is this a new system? 

No 
 
4.1 Is there a previous Privacy and Civil Liberties Impact Assessment (PCLIA) for this 
project? 

Yes 
 
4.11 What is the previous PCLIA number? 

7559 
 
4.12 What is the previous PCLIA title (system name)? 

Selection aNd Analytic Platform 



 
4.2 You have indicated this is not a new system; explain what has or will change and 
why. (Expiring PCLIA, changes to the PII or use of the PII, etc.) 

Expiring PCLIA 
 
5 Is this system considered a child system/application to another (parent) system? 

No 
 
6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or 
indicate if you go through Information Technology's (IT) Technical Insertion Process and 
what stage you have progressed to. 

Execution 
 
7 Is this a change resulting from the OneSDLC process? 

No 
 
8 Please provide the full name and acronym of the governance board or Executive 
Steering Committee (ESC) this system reports to. 

Strategic Development (SD) 
 
9 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA, 
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance. 

Yes 
 
9.1 What is the ABA ID? 

211183 
 
10 Does this system disclose any PII to any third party outside the IRS? 

No 
 
11 Does your project/system involve any use of artificial intelligence (AI), including 
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order 
13960 and 14110? 

Yes 
 
11.1 Describe the business process and purpose of your Artificial Intelligence (AI) and 
identify what system(s) or business process(es) this AI supports. 

The AI operates as a conversational assistant within the Palantir SNAP 
Compliance Hub, supporting compliance operations across multiple functions. It 
serves as an interactive chatbot that provides contextual guidance, coding advice, 
and platform navigation support, enabling users to engage directly with their data 
through natural language. It assists users in performing analytics and manual case 
selection by surfacing relevant insights. AI also supports automated case selection 
workflows and AI-driven use cases (with human in the loop) that interact with 
AUR (Automated Underreporter) and AQC (Automated Questionable Credit) 



data. The AI is built on Palantir's AIP platform within Foundry, which 
incorporates robust access controls, encryption, and auditing capabilities. All 
interactions strictly preserve existing user permissions and security controls, 
ensuring that users can only access and act on data they are authorized to see. 
Built-in governance tools maintain accountability and historical lineage across all 
AI operations. 

 
11.2 What is the algorithm or learning method used and what database is training your 
AI? 

No AI models are trained within the platform, only FedRAMP accredited Large 
Language Models (LLMs) are available within the platform (e.g. OpenAI GPT-5) 

 
11.3 How is this AI system tested and validated to ensure that the decisions or outputs are 
reliable (relevant to the input) and performs without biases and drifting? Note: Outputs 
include, User information, transfer to assistor, reports on dashboard depicting activities. 

The AI is tested and validated through a combination of continuous evaluation 
and human oversight - no outputs are fully automated without the opportunity for 
human review. AIP Evaluations tooling within Palantir Foundry runs 
continuously to assess model performance, with precision metrics tracked on 
dashboards for ongoing monitoring of accuracy and potential drift. The evaluation 
suite also includes bias assessments to identify and address any skewed or 
inequitable patterns in model outputs. Users can flag incorrect or low-quality 
outputs directly, providing a real-time feedback loop that informs model 
improvements. A human-in-the-loop process ensures that complex, uncertain, or 
high-impact cases are escalated to human reviewers before final action is taken. 
Audit logs capture detailed activity records to support transparency, traceability, 
and post-hoc review. 

 
12 Does this system use cloud computing? 

Yes 
 
12.1 Please identify the Cloud Service Provider (CSP), FedRAMP Package ID, and date 
of FedRAMP authorization. 

Palantir Federal Cloud Services (PFCS), FR2434554673, November 19, 2024.  
 
12.2 Does the CSP allow auditing? 

Yes 
 
12.21 Who has access to the CSP audit data (IRS or 3rd party)? 

IRS 
 
12.3 Please indicate the background check level required for the CSP (None, Low, 
Moderate or High). 

Moderate 



 
13 Does this system/application interact with the public? 

No 
 
14 Describe the business process allowing an individual to access or correct their 
information. (Due Process) 

Data is received from other IRS upstream sources/systems and SNAP does not 
interact with taxpayers directly and thus "due process" is addressed by other IRS 
applications/interactions that directly interact with taxpayers. Those other 
sources/systems provide the Privacy Act Notice to individuals. Notice, consent, 
and due process are provided via the IRS systems and their related tax forms 
instructions, and pursuant to 5 USC. Once fraud is suspected, laws and 
administrative procedures, policies, and controls govern criminal investigations or 
any others ensuing actions will directly interact with taxpayers. Thus, due process 
is awarded during any ensuing criminal investigation or civil action. Due process 
is provided pursuant to 26 USC and 18 USC.  

 
15 Is this system owned and/or operated by a contractor? 

Yes 
 
15.1 If a contractor owns or operates the system, does the contractor use subcontractors; 
or do you require multiple contractors to operate, test, and/or maintain this system? 

No 
 
15.2 What PII/SBU data does the subcontractor(s) have access to? 

No subcontractors are on the system.  
 
16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access 
level (to this system's PII data) each role is entitled to. (Include details about completion 
status and level of access of the contractor's background investigation was approved for.) 

Only users with completed background investigations and approved Business 
Entitlement Access Request System (BEARS) entitlements can access this 
system’s PII data. Contractor’s background investigations are approved at either 
Moderate or High level.  
 
*See attached table with list of all BEARS and corresponding access  
IRS Employees  
Users: Read Only  
Managers: Read Only  
IRS Contractor Employees  
Contractor System Administrators: Read Write  
Contractor Developers: Read Write  

 
 
  



17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a 
system of records, to inform each individual requested to supply information about 
himself or herself. Please provide the Privacy Act Statement presented by your system or 
indicate a Privacy Act Statement is not used and individuals are not given the opportunity 
to consent to the collection of their PII. 

Use of this system constitutes consent to monitoring, interception, recording, 
reading, copying or capturing by authorized personnel of all activities. 
Unauthorized use of this system is prohibited and subject to criminal and civil 
penalties, including all penalties applicable to willful unauthorized access 
(UNAX) or inspection of taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C. 
7213A and 26 U.S.C. 7431). Notice, consent and due process are provided in the 
tax forms instructions filed by the taxpayer, and pursuant to 5 USC. IRS Intranet 
Privacy Policy and Privacy Act Statement.  

 
18 How many records in the system are attributable to IRS Employees? Enter "Under 
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable". 

Under 50,000 
 
19 How many records in the system are attributable to contractors? Enter "Under 5,000", 
"5,000 to 10,000", "More than 10,000" or "Not Applicable".  

Under 5,000 
 
20 How many records in the system are attributable to members of the public? Enter 
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable". 

1,000,000 
 
21 Identify any "other" records categories not attributable to the categories listed above; 
identify the category and the number of corresponding records, to the nearest 10,000; if 
no other categories exist, enter "Not Applicable". 

Not Applicable 
 
22 How is access to SBU/PII determined and by whom? 

The users must submit a Business Entitlement Access Request System (BEARS) 
request for access to the SNAP application. The request must be approved by the 
user's manager before being forwarded to the SNAP Business Units (BU). The 
SNAP users BUs are responsible for reviewing the request and ensuring the users 
are added to the appropriate access control list for the user to receive proper 
access to the SNAP data. Before access is granted, the user is required to digitally 
sign BEARS acknowledging his/her security responsibilities when using the 
system. The user signs security rules of behavior provided in BEARS. Pursuant to 
the rules described in UNAX (Unauthorized Access of Taxpayer Accounts), 
employees are not allowed to access their own accounts, their spouses account 
and immediate family member's account. Third-party providers (i.e., contractors) 
for the SNAP application are subjected to the same application system policies 
and procedures of the IRS as employees. Additionally, contractors must conform 



to the same security controls and documentation requirements that would apply to 
the organization's internal systems, which are enforced through the appropriate 
Contracting Officer's Representative (COR). IRS and contractor employees must 
successfully pass Personnel Screening and Investigation, (PS&I) appropriate to 
their need and be trained in Internal Revenue Service (IRS) security and privacy 
policies and procedures, including the consequences for violations. SNAP 
Developers will have read and write access to data to support the construction and 
maintenance of production data pipelines. No direct edits to the data pipeline 
logic or code will be allowed on the Production master branch of the system. All 
pipeline maintenance will be implemented and tested on a staging branch before 
changes are merged into the production pipeline. To support the process of 
merging changes into production data pipelines, developers need read/write 
access to production data. All developer access to data is logged in the same 
manner as any other user, and those logs are sent to Enterprise Security Audit 
Trails (ESAT) from Palantir in various formats for analysis. 

 
23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an 
upload to the Attachment Section is required. 

No 
 
24 Explain any privacy and civil liberties risks related to privacy controls. 

There are no privacy and civil liberties risks related to privacy controls.  
 
25 Please upload all privacy risk finding documents identified for the system (Audit trail, 
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete. 

No 
 
26 Describe this system's audit trail in detail. Provide supporting documents. 

SNAP is authorized by the FedRAMP Security Threat Analysis Report (FSTAR). 
As a part of security oversight, and in support of Federal and IRS requirements, 
SNAP records and processes security events that are produced by the software 
and IT systems that make up the system. Most of the systems IT components 
generate events related to the systems, its usage, and query activities occurring on 
the system. Events may be collected from multiple sources, including, but not 
limited to this IRS system, this system's IRS IT support systems, this system's 
users, this system's software service provider, and this system's cloud service 
provider. The IT events are recorded in event logs and are typically collected, 
processed, and stored according to Federal and IRS requirements. The event logs 
are captured in various formats and sent to ESAT for processing to determine the 
presence of events that may be relevant to the security posture of the system. 
Event logs may be aggregated and evaluated for patterns that may indicate 
information about the system's security posture and to recreate specific activities. 
Relevant security events may be considered actionable and may be used to 
indicate actions or changes that need to be made to the system to maintain or 
improve the security posture of the system or its components. 



 
27 Does this system use or plan to use SBU data in a non-production environment? 

No 

 
Interfaces 

 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Automated Questionable Credit (AQC) 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Enterprise Data Platform (EDP) 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 
 
Interface Type 

IRS Systems, file, or database 
Agency Name 

Automated Under Reporting (AUR) 
Incoming/Outgoing 

Both 
Transfer Method 

Amazon Web Services Platform (AWS) 

 
Systems of Records Notices (SORNs) 

 
SORN Number & Name 

IRS 46.002 - Criminal Investigation Management Information 
System and Case Files 

Describe the IRS use and relevance of this SORN. 
Given the SNAP platform receives criminal investigation 
information, this SORN guides usage of that data. 



 
SORN Number & Name 

IRS 42.021 - Compliance Programs and Projects Files 
Describe the IRS use and relevance of this SORN. 

Given the SNAP platform receives IRS compliance information, 
this SORN guides usage of that data. 

 
SORN Number & Name 

IRS 34.037 - Audit Trail and Security Records 
Describe the IRS use and relevance of this SORN. 

This SORN relates to the platform's audit log configuration for 
sending to IRS Splunk. 

 
Records Retention 

 
What is the Record Schedule System? 

Record Control Schedule (RCS) 
What is the retention series title? 

IRS Electronic Tax Administration (ETA) 32 
What is the GRS/RCS Item Number? 

50 
What type of Records is this for? 

Electronic 
Please provide a brief description of the chosen GRS or RCS item. 

Return Review Program (RRP). RRP is used to electronically 
track, report, monitor, and assign processing of pre-refund tax 
returns to prevent criminal and civil noncompliance. 

What is the disposition schedule? 
Cut off RRP data at the end of the calendar year. Retain RRP data 
in system data tables for 3 years after cutoff, then archive. 
Maintain RRP archived data until no longer needed. 

 
Data Locations 

 
What type of site is this? 

System 
What is the name of the System? 

SPLUNK 
What is the sensitivity of the System? 

Sensitive But Unclassified (SBU) 
What is the URL of the item, if applicable? 

https://core.splunk.iam.int.for.irs.gov/ 



Please provide a brief description of the System. 
SNAP sends audit logs to IRS SPLUNK.  

What are the incoming connections to this System? 
SNAP sends audit logs to IRS SPLUNK (AWS S3 bucket).  

What are the outgoing connections from this System? 
There are no outgoing connections. 

 
What type of site is this? 

System 
What is the name of the System? 

SNAP 
What is the sensitivity of the System? 

Personally Identifiable Information (PII) including Linkable Data 
What is the URL of the item, if applicable? 

https://snap.int.for.irs.gov/ 
Please provide a brief description of the System. 

Selection aNd Analytic Platform (SNAP) is a Federal Risk and 
Authorization Management Program (FedRAMP) approved cloud-
based platform that accelerates Compliance manual case selection 
operations. 

What are the incoming connections to this System? 
Incoming connections are Enterprise Data Platform (EDP), 
Automated Under Reporting (AUR), and Automated Questionable 
Credit (AQC).  

What are the outgoing connections from this System? 
Outgoing connections are Enterprise Data Platform (EDP), Automated 
Under Reporting (AUR), Automated Questionable Credit (AQC), and IRS 
SPLUNK. 

 
 


