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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?

Taxpayer Services (TS) Accounts Management (AM) International Chatbot and

Live Chat

Acronym:
TS AM International Chatbot and Live Chat

Business Unit
Taxpayer Services

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
As a part of expanding its digital footprint, IRS is pursuing multiple efforts to
introduce taxpayer, employee, and job seeker customers' self-service Virtual
Assistants (VA). These VA chatbots utilize Artificial Intelligence (AI) and
Natural Language Processing (NLP) to identify customers’ intent and provide
accurate assistance. Working in conjunction with the Guided Help tools and
external systems, these VAs perform multiple support functions including
answering Frequently Asked Questions (FAQs), guiding customers to appropriate
resources, and executing certain procedures on their behalf. Issues that cannot be
addressed by these bots are escalated to live assistance, where applicable.
Currently, the TS Chatbot has been deployed to respond to taxpayers' general
questions on refunds, change of address, identity theft, amended returns, how to



file for an extension, Employee Identification Number (EIN) and Earned Income
Tax Credit. The chatbot has Intent Engine functionality and can respond in
English or Spanish. The chatbot is hosted on the irs.gov domain. The IRS plans to
add a new topic to the existing TS Chatbot for unauthenticated assistance for
international taxpayers with the ability to direct certain issues to escalated and
authenticated assistance through live chat. TS has added Amended Returns and
Transcript topics for international taxpayers to the chatbot. TS team also added a
live chat functionality for the international use case. This is a change to the
existing International Individual Master File (IMF) Live chat. Accounts
Management (AM) plans to expand live chat to handle the same topics that the
international taxpayer would be able to receive assistance with over the phone.
This would not limit the CSRs to just giving information on amended return status
or ordering transcripts. Of note, the one difference is that the CSR is typing to a
taxpayer via chat instead of speaking to them verbally. Accounts Management
(AM) plans to expand live chat capabilities to handle the same topics that
international taxpayers can currently receive assistance with over the phone. This
expansion will not limit Customer Service Representatives (CSRs) to providing
only information on amended return status or ordering transcripts, it will include
the ability to adjust. The primary difference is that CSRs will assist taxpayers via
chat rather than through verbal communication.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTI)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction
(data lifecycle).

Once the taxpayer authenticates and returns to the chat; the assistor will have the
taxpayer's name and TIN in the Customer tab. They will use the TIN to access the
taxpayer's account to look up specific information for the inquiry in the AM
systems and/or IDRS including account adjustment actions. The AM systems will
be updated to document the authenticated chat and will be a part of the case file.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Centralized Authorization File (CAF)
Email Address

Employer Identification Number
Federal Tax Information (FTT)
Financial Account Number



Individual Taxpayer Identification Number (ITIN)
Internet Protocol Address (IP Address)

Name

Non-Tax Proprietary data

Official Use Only (OUO) or Limited Office Use (LOU)
Online Identifiers

Personal Characteristics

Preparer Taxpayer Identification Number (PTIN)
Professional License Number

Protected Information

Social Security Number (including masked or last four digits)
Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Universal Unique Identifier (UUID)

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
System

2 What Tier designation has been applied to your system? (Number)
1

3 Is this system considered a child system/application to another (parent) system?
No

4 Has a Privacy and Civil Liberties Impact Assessment (PCLIA) previously been

completed for this system or application?
Yes

4.3 What is the PCLIA number of the most recent approved PCLIA?
2640

4.4 What is the name of the most recent approved PCLIA?
Taxpayer Services (TS) Accounts Management (AM) International Chatbot and
Live Chat



4.5 Have there been any changes to the system or application or the handling of PII
information or use since the previous PCLIA?
Yes

4.51 Describe the changes to the system or application or the handling of information.
Previously using Live Chat CSRs only provided the status of an amended return
and ordered transcripts, but the expansion will allow the CSRs to assist taxpayer
with a wider range of inquiries, for example adjusting taxpayer accounts as
outlined in IRM 21.8, International.

6 Is this a change resulting from the OneSDLC process?
No

7 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
Web App Governance Board.

8 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
No

9 Does this system disclose any PII to any third party outside the IRS?
Yes

9.1 Does the system have a process in place to account for such disclosures in compliance
with IRC 6103(p)(3)(A) or Subsection ¢ of the Privacy Act?
Yes

10 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 14110?

Yes

10.1 Describe the business process and purpose of your Artificial Intelligence (Al) and
identify what system(s) or business process(es) this Al supports.
These VA chatbots utilize Artificial Intelligence (Al) and Natural Language
Processing (NLP) to identify customer intent and to accurately assist them.
Working in conjunction with the Guided Help tools and external systems, these
V As perform multiple support functions including Frequently Asked Questions
(FAQs), guiding customers to appropriate resources, or executing certain
procedures on their behalf. Issues that cannot be addressed by the VAs are
escalated to live chat, where applicable.



10.2 What is the algorithm or learning method used and what database is training your
Al?
We use classification methods to determine the appropriate response to the user
questions.

10.3 How is this Al system tested and validated to ensure that the decisions or outputs are

reliable (relevant to the input) and performs without biases and drifting? Note: Outputs

include, User information, transfer to assistor, reports on dashboard depicting activities.
We conduct User Acceptance Testing (UAT) by simulating user experience of the
taxpayer entering the question in the chatbot and validating the responses.

11 Does this system use cloud computing?
Yes

11.1 Please identify the Cloud Service Provider (CSP), FedRAMP Package ID, and date
of FedRAMP authorization.
Amazon Web Services (AWS) GovCloud, F1603047866, 6/21/2016 ¢GAIN,
FR2023601671, 12/15/2021.

11.2 Does the CSP allow auditing?
Yes

11.21 Who has access to the CSP audit data (IRS or 3rd party)?
IRS

11.3 Please indicate the background check level required for the CSP (None, Low,
Moderate or High).
High

12 Does this system/application interact with the public?
Yes

12.1 If the system requires the user to authenticate, was a Digital Identity Risk
Assessment (DIRA) conducted?
Yes

12.11 Please upload the approved DIRA report using the Attachments button. Select

"Yes" to indicate that you have or will upload the signed DIRA form.
Yes

12.2 If individuals do not have the opportunity to give consent to collect their information
for a particular use, why not?

Access to the live chat and use of this feature is voluntary for non-international

and international taxpayers.



12.3 If the individual was not notified of the following items prior to the collection of
information, why not? 1) Authority to collect the information 2) If the collection is
mandatory or voluntary 3) The purpose for which their information will be used 4) Who
the information will be shared with 5) The effects, if any, if they don't provide the
requested information.

Access to the live chat and use of this feature is voluntary for non-international

and international taxpayers.

12.4 If information is collected from third-party sources instead of the individual, please

explain your decision.
The information is not collected from a third party.

13 Describe the business process allowing an individual to access or correct their
information. (Due Process)
The taxpayer can provide corrected information to the IRS assistor through the
chat to bring their case to closure. Notice, consent and due process are provided in
the tax forms instructions filed by the taxpayer.

14 Is this system owned and/or operated by a contractor?
Yes

14.1 If a contractor owns or operates the system, does the contractor use subcontractors;
or do you require multiple contractors to operate, test, and/or maintain this system?
Yes

14.2 What PII/SBU data does the contractor(s) and/or subcontractor(s) have access to?
Employee Name, SEID and Email

15 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)
System Administrator (IRS/Contractor) - Full Access, Users (IRS/Contractor) -
Read Only.

16 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

Thank you for visiting the Internal Revenue Service's website, an official United

States Government System, and reviewing our privacy policy. Our privacy policy

explains how we handle the personally identifiable information (PII) that you

provide to us when you visit us online to browse, obtain information, or conduct a

transaction. PII includes information that is personal in nature, and which might



be used to identify you. The IRS uses this website to provide information about
IRS services and programs. This website includes specific applications which
provide more services or enable us to respond to specific questions from website
visitors. We won't collect personal information about you just because you visit
this Internet site. Some applications on this website provide you with the
opportunity to order forms, ask questions requiring a response, sign up for
electronic newsletters, participate in focus groups and customer surveys, or learn
the status of filed returns or anticipated payments. Using these services is
voluntary and may require that you provide additional personal information to us.
Providing the requested information implies your consent for us to use this data to
respond to your specific request.

17 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
Under 50,000

18 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Not Applicable.

19 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
Under 100,000

21 How is access to SBU/PII determined and by whom?
Access to the system is provided via a Business Entitlement Access Request
System (BEARS) entitlement request which is sent to IRS Online Services (OLS)
and/or System Administrator for approval. Manager approval is required and once
processed, the user will have access to the system with specific permissions based
on roles which allows them to only see what they have permissions for.

22 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
Yes

23 Explain any privacy and civil liberties risks related to privacy controls.
There are no privacy and civil liberties risks associated with privacy controls.

24 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

25 Describe this system's audit trail in detail. Provide supporting documents.
SPLUNK is used to capture the audit log. The Audit log includes the employee
access to the system. (Unable to provide audit log.)



26 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
Enterprise Security Audit Trail (ESAT)
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Electronic File Transfer Utility (EFTU)

Interface Type
IRS Systems, file, or database
Agency Name
Research, Applied Analytics & Statistics (RAAS) Compliance
Data Warehouse (CDW)
Incoming/Outgoing
Outgoing (Sending)
Transfer Method
Amazon Web Services Platform (AWS)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 34.037 - Audit Trail and Security Records

Describe the IRS use and relevance of this SORN.
To identify and track any unauthorized accesses to sensitive but
unclassified information and potential breaches or unauthorized
disclosures of such information or inappropriate use of government
computers to access Internet sites for any purpose forbidden by
IRS policy (e.g., gambling, playing computer games, or engaging
in illegal activity), or to detect electronic communications sent
using IRS systems in violation of IRS security policy.

SORN Number & Name
IRS 24.030 - Customer Account Data Engine Individual Master
File



Describe the IRS use and relevance of this SORN.
During live chat, the taxpayer identification number is used to
access the taxpayer's account to look up specific information for
the inquiry in the AM systems and/or IDRS.

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?
Public Customer Service Records

What is the GRS/RCS Item Number?
GRS 6.5 Item 010

What type of Records is this for?
Both (Paper and Electronic)

Please provide a brief description of the chosen GRS or RCS item.
Records from virtual assistance chatbot and live chat providing
services to the public that would have otherwise been received and
answered through customer call center phone calls. The incoming
requests and responses may include general questions on refunds,
change of address, identity theft, amended returns, how to file for
an extension, Employee Identification Number (EIN), Earned
Income Tax Credit, and international taxpayers.

What is the disposition schedule?

Temporary. Destroy 1 year after resolved, or when no longer
needed for business use, whichever is appropriate.

Data Locations

What type of site is this?
System

What is the name of the System?
SPLUNK

What is the sensitivity of the System?
Sensitive But Unclassified (SBU)

Please provide a brief description of the System.
Splunk is a Security Information and Event Management (SIEM)
software solution tool composed of various dashboards that more
IRS employees are using to aggregate and/or analyze security data
for systems/applications.



What are the incoming connections to this System?
A data extraction is performed as per National Institute of Standard
Technology controls.

What are the outgoing connections from this System?
It records all actions of the taxpayer/user in near-real-time and transmits to
Enterprise Security Audit Trail (ESAT)/Security Audit and Analysis
System (SAAS) logs for Cybersecurity review.



