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Basic Information/Executive Summary

What is the name of your project (system, database, pilot, product, survey, social media
site, etc.)?
WO Tableau - Tableau Enterprise Visualization WO

Acronym:
WO TEV

Business Unit
Whistleblower Office

Preparer
# For Official Use Only

Subject Matter Expert
# For Official Use Only

Program Manager
# For Official Use Only

Designated Executive Representative
# For Official Use Only

Executive Sponsor
# For Official Use Only

Executive Summary: Provide a clear and concise description of your project and how it

will allow the IRS to achieve its mission.
There is a need for enhanced capabilities for the Whistleblower Office’s
analytical needs, particularly for Quality Assurance and Fiscal Year reporting.
Integrating Salesforce and Tableau will achieve the following critical business
outcomes: Unified and Holistic Reporting: Combine Salesforce Claims Data
(Source 1) with Local Integrated Data Retrieval System (IDRS) Data from Audit
Information Management System (AIMS)/ Examination Returns Control System
(ERCS) (Source 2) within a single Tableau platform. This is essential for reports
that require cross-referencing claims activities with IDRS records, which is not
feasible with native Salesforce reporting alone. (No IDRS integration with
Whistleblower Claim System (WCS) today) Real-Time Data-Driven Decisions:
The request for a live connection (near real time) will ensure that reports reflect
the most current claim status in Salesforce. This is vital for time-sensitive QA



reports & reports to the Chief Tax Compliance Officer (CTCO) to identify and
address quality issues immediately as well as providing specific data to CTCO,
preventing recurring errors and ensuring compliance. Salesforce CRM (Customer
Relationship Management) Analytics (CRMA) reporting has a 12 - 24-hour
refresh cycle, which isn’t sufficient for rapid, high priority reporting requests to
support this administration. Enhanced Visualization and Analysis: Leverage
Tableau's data visualization and analytic tools to analyze over 5 million records
(and growing). This will transform complex datasets into clear, interactive
dashboards, significantly improving the depth of analysis for the Annual Fiscal
Year Reports sent to Congress and reducing the time spent on manual data
aggregation.

Personally Identifiable Information (PII)

Will this project use, collect, receive, display, store, maintain, or disseminate any type of
Sensitive but Unclassified (SBU), Personally Identifiable Information (PII), or Federal
Tax Information (FTI)?

Yes

Please explain in detail how this project uses sensitive data from inception to destruction
(data lifecycle).

This platform will contain various types of data that the IRS uses. Tableau will

store data to users in the form of text or graph. Regardless of the type of data, the

user's data fabric in their own workstation is managed and controlled by the end-

users. The sensitive PII will be maintained on the platform.

Please select all types of Sensitive but Unclassified data (SBU)/Personally Identifiable
Information (PII)/Federal Tax Information (FTI) that this project uses.

Address

Adoption Taxpayer Identification Number

Centralized Authorization File (CAF)

Citizenship or Migration Status

Criminal Investigation Information

Email Address

Employer Identification Number

Employment Information

Family Members

Federal Tax Information (FTI)

Financial Account Number

Geographical Indicators

Individual Taxpayer Identification Number (ITIN)

Language

Name

Non-Tax Proprietary data



Official Use Only (OUO) or Limited Office Use (LOU)
Preparer Taxpayer Identification Number (PTIN)

Protected Information

Social Security Number (including masked or last four digits)
Standard Employee Identifier (SEID)

Tax ID Number

Telephone Numbers

Cite the authority for collecting SBU/PII/FTI (including SSN if relevant).
Information by CI for certain money laundering cases - 18 USC
PII about individuals for Bank Secrecy Act compliance - 31 USC
PII for federal tax administration - generally IRC Sections 6001 6011 or 6012
PII for personnel administration - 5 USC
SSN for tax returns and return information - IRC section 6109

Product Information (Questions)

1 Is this PCLIA a result of a specific initiative or a process improvement?
No

2 What type of project is this (system, project, application, database, pilot/proof of
concept/prototype, power platform/visualization tool)?
Application

3 What Tier designation has been applied to your system? (Number)
3

4 Is this a new system?
Yes

5 Is this system considered a child system/application to another (parent) system?
Yes

5.1 Identify the parent system's approved PCLIA number.
Yes, PLCIA #2238

5.2 Identify the parent system's name as previously approved.
Whistleblower Claim System (WCS)

6 Indicate what OneSDLC State is the system in (Allocation, Readiness, Execution) or
indicate if you go through Information Technology's (IT) Technical Insertion Process and
what stage you have progressed to.

Execution



7 Is this a change resulting from the OneSDLC process?
No

8 Please provide the full name and acronym of the governance board or Executive
Steering Committee (ESC) this system reports to.
IRS WO does not have a governance board.

9 Is this System listed on As-Built-Architecture (ABA)? If the system is not in the ABA,
then contact the ABA (https://ea.web.irs.gov/aba/index.html) for assistance.
Yes

9.1 What is the ABA 1D?
211881

9.2 If there are other applications covered by this PCLIA, then list their ABA IDs
separated by a comma (example: 123456,789012). If there are no other applications
covered by this PCLIA, then answer N/A.
Tableau Enterprise Visualization (TEV) 211421 and Examination Returns Control
System (ERCS) 210451, Audit Information Management System (AIMS) 210055

10 Does this system disclose any PII to any third party outside the IRS?
No

11 Does your project/system involve any use of artificial intelligence (Al), including
virtual assistant, chat bot, and robotic process automation, as defined in Executive Order
13960 and 141107

No

12 Does this system use cloud computing?
Yes

12.1 Please identify the Cloud Service Provider (CSP), FedRAMP Package 1D, and date
of FedRAMP authorization.
Salesforce FedRAMP ID: FR2003061248: MuleSoft ID: FR1818161169

12.2 Does the CSP allow auditing?
Yes

12.21 Who has access to the CSP audit data (IRS or 3rd party)?
The IRS and Salesforce have access.



12.3 Please indicate the background check level required for the CSP (None, Low,
Moderate or High).
The background check level is high due to the data being Federal Information
System Management Act (FISMA) high.

13 Does this system/application interact with the public?
No

14 Describe the business process allowing an individual to access or correct their

information. (Due Process)
Taxpayer data: The information is received directly from various enterprise
systems, applications, databases, and/or IT Technologies'/tools. These
systems/databases/applications are deemed reliable and accurate; the information
is not altered in any way prior to being imported. Any corrective actions or
initiation of due process is performed through the official system of record. This
system does not replace any individual taxpayer's right to due process, as dictated
by the Internal Revenue Manual guidelines. IRS policy allows individual
taxpayers whose data is in the system the opportunity to clarify or dispute
negative determinations through the appeals process. However, due to the nature
of this system, individuals may not receive specific notice that their information
has been collected.

15 Is this system owned and/or operated by a contractor?
No

16 Identify what role(s) the IRS and/or the contractor(s) performs; indicate what access
level (to this system's PII data) each role is entitled to. (Include details about completion
status and level of access of the contractor's background investigation was approved for.)
Tableau - Background Investigation Level - Moderate (Read and Write) |
Salesforce - Background Investigation Level - Moderate (Read and Write /
Administrator)

17 The Privacy Act of 1974 (5 USC § 552a(e)(3)) requires each agency that maintains a
system of records, to inform each individual requested to supply information about
himself or herself. Please provide the Privacy Act Statement presented by your system or
indicate a Privacy Act Statement is not used and individuals are not given the opportunity
to consent to the collection of their PII.

Tableau does not collect information from individuals but the information in

Tableau comes from other systems of record and business processes that allow for

notification at time of collection.

18 How many records in the system are attributable to IRS Employees? Enter "Under
50,000", "50,000 to 100,000", "More than 100,000" or "Not Applicable".
More than 100,000



19 How many records in the system are attributable to contractors? Enter "Under 5,000",
"5,000 to 10,000", "More than 10,000" or "Not Applicable".
Under 5,000

20 How many records in the system are attributable to members of the public? Enter
"Under 100,000", "100,000 to 1,000,000", "More than 1,000,000" or "Not applicable".
100,000 to 1,000,000

22 How is access to SBU/PII determined and by whom?
Data access is granted on a need-to-know; users are required to get the local
Logical Access Request (LAR) form signed by their executive and the signed
LAR is submitted with their Business Entitlement Access Request System
(BEARS) request. The BEARS enrollment process requires that an authorized
manager approve access requests on a case-by-case basis. Access approval is
based on the Users role(s) and responsibilities. Users are given the minimum set
of privileges required to perform their regular and recurring work assignments;
they are restricted from changing the boundaries of their access without
management approval. There are two types of users: Admin and User. Admin can
add user and grant one of the two roles. Each admin or user can create data fabric
and share the data fabric with other user with Read, Write, or Owner role. Write,
Modify, Delete, and/or Print) are defined on BEARS and set (activated) by the
System Administrator prior to the user being allowed access. User privileges and
user roles determine the types of data that each user has access to. Management
monitors system access and removes permissions when individuals no longer
require access.

23 Is there a data dictionary on file for this system? Note: Selecting "Yes" indicates an
upload to the Attachment Section is required.
Yes

24 Explain any privacy and civil liberties risks related to privacy controls.
Every time a user accesses the Tableau system for data processing, moving data
into Tableau or grants data access to other users; the following information about
the request is collected: 1. The username of the user. 2. The time of access. 3.
Access request details 4. All system-level information that went into processing
the request. This data is then forwarded to Cybersecurity for further processing
and monitoring.

25 Please upload all privacy risk finding documents identified for the system (Audit trail,
RAFT, POA&M, Breach Plan, etc.); click "yes" to confirm upload(s) are complete.
No

26 Describe this system's audit trail in detail. Provide supporting documents.
Every time a user accesses the Tableau system for data processing, the following
information about the request is collected to be sent to Cybersecurity for the



continuous monitoring and audit: 1. The username of the user. 2. The time of
access 3. All system-level information that went into processing the request. This
data is then forwarded to cybersecurity for further processing and monitoring.

27 Does this system use or plan to use SBU data in a non-production environment?
No

Interfaces

Interface Type
IRS Systems, file, or database
Agency Name
WCS
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
IDRS
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type
IRS Systems, file, or database
Agency Name
ERCS
Incoming/Outgoing
Incoming (Receiving)
Transfer Method
Application to Application (A2A)

Interface Type

IRS Systems, file, or database
Agency Name

Tableau
Incoming/Outgoing

Incoming (Receiving)



Transfer Method
Secure Data Exchange (SDE)

Systems of Records Notices (SORNs)

SORN Number & Name
IRS 42.005 - Whistleblower Office Records

Describe the IRS use and relevance of this SORN.
This system has been designated as exempt from sections (c)(3),
(d)(1)-(4), (e)(1), (e)(4)(G)-(I), and (f) of the Privacy Act pursuant
to 5 U.S.C. 552a(k)(2). See 31 CFR 1.36.

Records Retention

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?

GRS 3.2: Information Systems Security Records

What is the GRS/RCS Item Number?

Item #030
What type of Records is this for?
Both (Paper and Electronic)

Please provide a brief description of the chosen GRS or RCS item.
These records are created as part of the user identification and
authorization process to gain access to systems. Records are used
to monitor inappropriate systems access by users. Includes records
such as:

* user profiles

* log-in files

* password files

« audit trail files and extracts

* system usage files

» cost-back files used to assess charges for system use

What is the disposition schedule?

Temporary. Destroy when business use ceases.

What is the Record Schedule System?

General Record Schedule (GRS)
What is the retention series title?

GRS 5.2: Transitory and Intermediary Records
What is the GRS/RCS Item Number?

020



What type of Records is this for?
Both (Paper and Electronic)
Please provide a brief description of the chosen GRS or RCS item.
Intermediary records. Records that meet the following conditions:
* They exist for the sole purpose of creating a subsequent record
and
* They are not required to meet legal or fiscal obligations, or to
initiate, sustain, evaluate, or provide evidence of decision-making.
What is the disposition schedule?
Temporary. Destroy upon creation or update of the final record, or
when no longer needed for business use, whichever is later.

What is the Record Schedule System?
General Record Schedule (GRS)

What is the retention series title?

GRS 3.2: Information Systems Security Records

What is the GRS/RCS Item Number?

Item #031
What type of Records is this for?
Both (Paper and Electronic)

Please provide a brief description of the chosen GRS or RCS item.
These records are created as part of the user identification and
authorization process to gain access to systems. Records are used
to monitor inappropriate systems access by users. Includes records
such as:

* user profiles

* log-in files a

* password files

» audit trail files and extracts

* system usage files

* cost-back files used to assess charges for system use

What is the disposition schedule?

Destroy 6 years after password is altered or user account is
terminated, but longer retention is authorized if required for
business use.

Data Locations

What type of site is this?
Tableau
What is the name of the Tableau?
WO Tableau - Tableau Enterprise Visualization



What is the sensitivity of the Tableau?
Personally Identifiable Information (PII) including Linkable Data
Please provide a brief description of the Tableau.
This Tableau environment/system will integrate IDRS, ERCS, and
WCS platforms in a secure environment.
What are the incoming connections to this Tableau?
IDRS for taxpayer/whistleblower data, WCS for the whistleblower
system, and ERCS for other electronic records.



