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Inside This Issue

The IRS Never Goes Phishing

Phishing is the practice of sending fraudulent communications 
disguised to appear to be from a reputable source. These 
attacks, usually through email but increasingly through text 
messages, are an attempt to try to steal personal and financial 
information. 

The IRS does not request personal or financial information from 
taxpayers by email. This includes any type of electronic 
communication, such as text messages and social media 
channels. 

If you receive a suspicious IRS-related communication: 

Circular 230 Tax Professionals

Circular No. 230 (Rev. 6-2014)

Frequently Asked Questions

News and Guidance from OPR

Disciplinary Sanctions - IRB

OPR Webinars

1. Don’t reply to the sender.  
2. Don't click, save, or open any attachments. They can  

contain malicious code that may infect your computer or  
mobile phone.  

3. Don't click on any links. Visit our identity protection page if  
you clicked on links in a suspicious email or website and  
entered confidential information.  

4. Immediately forward the entire message, with the full email 
headers, to phishing@irs.gov. Don't forward scanned  
images because this removes valuable information.  

mailto:phishing@Jrs.gov
https://www.irs.gov/tax-professionals/circular-230-tax-professionals
https://www.irs.gov/pub/irs-pdf/pcir230.pdf
https://www.irs.gov/tax-professionals/frequently-asked-questions
https://www.irs.gov/tax-professionals/news-and-guidance-from-opr
https://www.irs.gov/tax-professionals/disciplinary-sanctions-internal-revenue-bulletin
https://www.irs.gov/tax-professionals/opr-webinar-information
https://www.irs.gov/identity-theft-central
https://www.irs.gov/privacy-disclosure/how-to-forward-the-header-of-a-phishing-email
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5. Delete the original email. 

For additional information and resources, please visit Report 
Phishing and Online Scams. 

Back to Top

Thank you for subscribing to the IRS Newswire, an IRS e-mail service. 

If you know someone who might want to subscribe to this mailing list, please forward 
this message to them so they can subscribe. 

This message was distributed automatically from the mailing list IRS Newswire. 
Please Do Not Reply To This Message. 

This service is provided to you at no charge by the Internal Revenue Service (IRS). 
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