Introduction
April 2014 Update

To utilize a cloud computing model that receives processes, stores, or transmits FTI, the agency must notify the Office of Safeguards at least 45 days prior to transmitting FTI into a cloud environment. 

The IRS strongly recommends that a state agency planning on implementing a cloud computing environment contact the Office of Safeguards at SafeguardReports@irs.gov to schedule a conference call to discuss the details of the planned cloud computing implementation. The agency should be prepared to discuss the requirements below with respect to their cloud computing environment.

The purpose of this document is to provide requirements for the information and documentation to include in the written notification to the IRS Office of Safeguards. This process will be used to assist the IRS in understanding and evaluating the state agencies cloud computing plans for compliance with IRS Publication 1075, and help ensure agencies build Publication 1075 security requirements into cloud computing environments. 

How to Complete This Document

Agencies should review the security controls and compliance inquiries included below and provide their complete response in Part 1 of the form. This is a standalone form and it needs to stand on its own.  Please ensure that all information is written out to address each control.  The IRS cannot accept any responses that reference other documents this includes but not limited to SSR, Agency Policy and Procedures, NIST, etc.  However this information may be transposed into this document.
All submissions should be sent to the IRS Safeguards mailbox (SafeguardReports@irs.gov) with the subject line: Cloud Computing Notification.  The information requested through this document is not meant to be all-encompassing and the IRS may require additional information from the agency in order to evaluate the planned data warehouse implementation.

Document Workflow

The IRS will evaluate the agency’s submission and complete Part 2 of the form.  Upon submission of the table below, agencies may be contacted by the IRS Office of Safeguards for additional information or discussion based upon the specific facts provided about the cloud computing environment.  Compliance with the Publication 1075 requirements for cloud computing environments will be routinely evaluated during the state agency’s onsite Safeguard review.

Cloud Computing Notification Requirements
	
	Cloud Computing Notification Form – Part 1

	Date:
	

	Agency:
	

	POC Name:
	

	POC Title:
	

	POC Phone / Email:
	[Please use this format (XXX) XXX-XXXX / E-Mail]

	POC Site / Location:
	

	Site / Location FTI:
	

	

	#
	Security Control
	Compliance Inquiry
	Requirements
	Agency Response

	1
	System and Services Acquisition
	A. Will the cloud environment and associated systems be managed by the agency or another state agency (e.g., state IT department)? Or will it be handled by a vendor)?
B. Identify where the equipment used in the cloud computing environment is hosted and physically resides.
	Recipients of FTI are allowed to use a shared facility but only in a manner that does not allow access to FTI by employees, agents, representatives or contractors of other agencies using the shared facility.
	[Note: Please be as detailed as possible in your responses.]

Please place you response here using this format…

	2
	System and Services Acquisition (Contractors)
	Certain FTI may not be included in a cloud environment where contractor access is prohibited by statute (e.g., Treasury Offset Program or access is prohibited by 6103 (l)(7). Please describe in detail what FTI will be in the cloud environment. Please describe how contractors and sub-contractors will be utilized in the cloud computing environment.


	Access restrictions pursuant to the IRC authority by which the FTI is received continue to apply. For example, since human services agencies administering benefit eligibility programs may not allow contractor access to any FTI received, their data within the consolidated data center may not be accessed by any contractor of the data center.
The agency must identify all contractors with access to FTI and the purpose for which access was granted. The agency must provide the name and address of the contractor.
	

	3
	System and Services Acquisition (SLA or Contract Language)
	A. Describe the contract or Service Level Agreement (SLA) in place with the cloud provider and identify whether it covers all of the requirements as listed in Publication 1075 under Section 5.5.2 and Exhibit 7. 
B. Provide a copy of the draft contract or SLA if available.
	
	

	4
	System and Services Acquisition (Location of Operations)
	A. Please provide a listing of where the cloud provider personnel and operations are located, including address. 
B. Certify that none of the cloud provider personnel or cloud provider operations and equipment or processing are located offshore. 
	FTI may not be accessed by contractor’s employees located offshore or be included in contractor’s information systems located off-shore.
FTI may not be accessed by agency employees, agents, representatives or contractors located “offshore”, outside of the United States or its territories. Further, FTI may not be received, stored, processed or disposed via information technology systems located off-shore.
	

	5
	System and Services Acquisition (Physical Security)
	Please describe and provide a listing of the equipment that is used to receive, store, process, or transmit FTI and who owns the equipment.
	Only agency-owned computers, media, and software will be used to receive, process, access, and store FTI. The agency must retain ownership and control, for all hardware, software, and endpoint equipment connecting to public communication networks, where these are resident at all alternate work sites.
	

	6
	System and Information Integrity (Protection from Unauthorized Disclosure)
	A. Describe where the FTI data is stored in the cloud computing environment and how it will be isolated from other customer’s data. 
B. How is the information protected from inadvertent or unauthorized disclosure?
	It is recommended that FTI be kept separate from other information to the maximum extent possible to avoid inadvertent disclosures. 


	

	7
	System and Information Integrity (Incoming FTI and Encryption)
	A. Describe how FTI is transitioned into the cloud environment. 
B. Who is responsible, how is it migrated in and who controls the authentication method that retrieves it electronically from the IRS?
	The information system must protect the confidentiality of FTI during electronic transmission. When cryptography (encryption) is employed within the information system, the system must perform all cryptographic operations using Federal Information Processing Standard (FIPS) 140-2 validated cryptographic modules with approved modes of operation. Cryptographic data transmissions are ciphered and consequently unreadable until deciphered by the recipient.
	

	8
	System and Information Integrity (Security Control Validation)
	A. Describe how the agency for which the FTI is authorized, ensures that the cloud computing environment meets the physical and logical security requirements as outlined in Publication 1075. 
B. Describe what inspections are planned for the agency to verify security controls at the cloud provider, what the inspections will include, and how the results will be documented.
	Agencies must ensure third-party providers of information systems, who are used to process, store and transmit federal tax information, employ security controls consistent with Safeguard computer security requirements.
Another measure IRS requires is internal inspections by the recipient agency. The purpose is to ensure that adequate safeguard or security measures have been maintained.
	

	9
	System and Communications Protection
	Describe how data is protected while in transit in the cloud environment and who is in control of the encryption keys.
	All FTI data in transit must be encrypted when moving across a Wide Area Network (WAN) and within the agency’s Local Area Network (LAN).
	

	10
	Media Protection (Media Handling Procedures)
	Describe what media (e.g., backup tapes or discs, external hard drives) in the cloud computing environment will contain FTI and how it will be sanitized and disposed of once no longer required.
	The agency shall sanitize information system media prior to disposal or release for reuse.
	

	11
	Media Protection (Sanitization Notification)
	Describe the policy and procedures implemented by the cloud provider to notify the agency upon of a storage device containing FTI that has failed, or situations where the data has been moved within the cloud environment or removed from the cloud environment.
	Describe the amount and method of destruction for FTI (paper and/or electronic) disposed during the processing period.
	

	12
	Media Protection (Labeling and Commingling)
	Describe the agency’s methodology for labeling FTI prior to introducing it to the cloud environment and how commingled FTI will always be tracked and identified in the cloud environment. Describe the process to ensure FTI is labeled down to the data element level.
	In situations where physical separation is impractical, the file should be clearly labeled to indicate that FTI is included and the file should be safeguarded. The information itself also will be clearly labeled.
	

	13
	Access Control
	Describe how logical access controls are managed and granted in the cloud computing environment and who has control over the process and approvals.
	Agencies must manage information system user accounts, including establishing, activating, changing, reviewing, disabling, and removing user accounts. The information system must enforce assigned authorizations for controlling system access and the flow of information within the system and between interconnected systems.
	

	14
	Incident Response/ System and Service Acquisition
	A. Describe what incident response policies, plans and procedures have been developed for the cloud environment. 
B. Have the notification requirements, including the specifics of reporting timeframes, information required to be reported, and the point of contact to which it should be reported been incorporated into the SLA/ contract? 
	Upon discovering a possible improper inspection or disclosure of FTI, including breaches and security incidents, by a federal employee, a state employee, or any other person, the individual making the observation or receiving information should contact the office of the appropriate Special Agent-in-Charge, Treasury Inspector General for Tax Administration (TIGTA) and the IRS.
The agency will contact TIGTA and the IRS immediately, but no later than 24-hours after identification of a possible issue involving FTI. The agency should not wait to conduct an internal investigation to determine if FTI was involved. If FTI may have been involved, the agency must contact TIGTA and the IRS immediately.
	

	15
	Awareness and Training
	Describe the training requirements for the cloud provider personnel who have access to systems that process, store, receive, or transmit FTI. Does the training content include information on the provisions of IRS Sections 7431, 7213, and 7213A?
	Granting agency an employee or contractor access to FTI must be preceded by certifying that each employee or contractor understands the agency’s security policy and procedures for safeguarding IRS information. Employees and contractors must maintain their authorization to access FTI through annual recertification. The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, employees and contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information).
	

	16
	Contingency Planning (Backup Frequency)
	A. Describe how backups are handled, including what is backed up, to what is it backed up, according to what frequency, and where is it being stored (e.g. tapes, Storage Area Network (SAN)).
	Agencies must conduct backups of user-level information, system-level information, and FTI and store such backups at a secure location.
	

	17
	Contingency Planning (Backup Media and Location)
	B. List what medium backups are stored to and where those backups are located.
	Agencies must identify alternate storage sites and initiate necessary agreements to permit the secure storage of information system and FTI backups.
	

	18
	Configuration Management (Customer Defined Security Controls)
	Describe how the agency identifies, documents and implements customer defined security controls in compliance with Publication 1075 requirements.
	Configuration management policy and procedures must be developed, documented, disseminated and updated as necessary to facilitate implementing configuration management security controls.
	

	19
	Risk Assessment
	Agencies are required to conduct a risk assessment (or update an existing risk assessment, if one exists) when migrating FTI to a cloud environment.  Subsequently, the risk assessment must be reviewed annually to account for changes to the environment.  This implementation and an evaluation of the associated risks should be part of the risk assessment.  
	Agencies must conduct assessments of the risk and magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the agency regarding the use of FTI. The agency must update the risk assessment periodically or whenever there are significant changes to the information system, the facilities where the system resides, or other conditions that may impact the security or accreditation status of the system.
	


	Cloud Computing Notification Form – Part 2

	Date:
	

	Reviewer’s Name:
	

	Approval Decision:
	

	
	Comments

	#
	IRS Comments
	Agency Response

	1
	
	Agency Response, Date X/XX/2014:

Note: Please update the date above and place your response here. Please follow this format for the remainder of the document.



	2
	
	


