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1. About This Guide

1.1. Who Should Use This Guide

The IRS developed this guide for the Modernized e-File (MeF) Application’s authorized contacts
who need to use Automated Enrollment (AE) to enroll A2A Client Application Systems into the
IRS Application to Application (A2A) channel.

1.2. How to Use This Guide

The purpose of this document is to describe the User Interface (UI) for the AE for e-File
Providers Application, hereunto, referred to as AE Application. You may or may not need to
read this guide from beginning to end depending on your level of experience with Automated
Enrollment. You can reference the table of contents to help locate sections of the guide
pertaining to the task you need to complete. Section 3.4 “Getting around Automated Enrollment”
also guides you to specific tasks and features, so when you have a question about an AE
function, it is easy to locate the answer.

1.2.1. Overview of Contents

This guide provides instructions on how to enroll and maintain A2A Client Application Systems
using the Integrated Enterprise Portal (IEP). Its scope is limited to the e-file functionality of the
AE Application. However, this guide does not discuss any administrative aspects of the AE
Application nor does it discuss how to use the IEP other than the aspects you need to know in
order to access the AE Application.

1.2.2. Highlighting

This guide uses the following elements to emphasize key points:
e Bold
Highlight items and indicate specific items from the UI.
e “Tip, Note, and Important!” Tags
Highlight additional information related to the current task or topic.
o The “Tip” tag provides alternative methods of performing a task.

o The “Note” tag explains how the system works or provides information you may use to
alter the way you perform a task.

o The “Important!” tag warns when an action could cause critical system errors.

1.3. Assumptions

You must have the following to use the AE Application:
¢ An IEP username and password and your account has the e-Services MeF role
e Anunderstanding of how to access and use the IEP Portal
e The use of Windows 7 or higher and one of the following Web browsers:

— Internet Explorer 8 or higher

About This Guide 1-1
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2. Automated Enrollment Overview

The AE Application provides a user interface for enrolling and maintaining A2A Client
Application Systems for the IRS A2A Channel. It assigns a unique A2A Client Application
System ID (ASID) to each Application System enrolled. The IRS A2A Channel uses the ASID
and the Application System’s X509 certificate to authenticate and authorize access to IRS A2A
services. The section below summarizes the functionality of the AE Application.

2.1. Features and Functions
Table 2-1 provides a description of the functions available in the AE Application.

Table 2-1 AE Functions

Function Description

enrollAppSystem AE Application allows you to enroll an A2A
Client Application System into the IRS A2A
Channel. Each Application System enrolled
must be assigned at least one IRS A2A Service
and have certificate authentication.

updateAppSystem AE Application allows you to modify the A2A
Client Application System definition. As an
example, you can modify an A2A Client
Application System to include additional IRS
A2A Services or you can inactivate or un-enroll
it.

Upload Certificate AE Application allows you to change the
certificate associated to an A2A Client
Application System.

Note: Automated Enrollment no longer supports password authenticated ASIDs (See Appendix
D Handling Existing Password Authenticated ASIDs).

Automated Enrollment Overview 2-1
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2.2. Data Attributes

Table 2-2 describes the data elements used in the AE Application.

Table 2-2 AE Data Elements

Data Element

Description

A2A Client System ID
(ASID)

A2A Client System ID (8 characters): This is a
unique field assigned to the A2A Client
Application System during the enrollment
process. The ASID is a combination EFIN +
ASID Sequence Number.

A2A System ID Status

The status assigned to the A2A Client
Application System. Table 2-4 describes the
available statuses for an Application System.

Application System Name

The name assigned to the A2A Client
Application System. It is limited to 30
alphanumeric characters.

ASID Sequence Number

A unique 2-digit sequence number used to
create the A2A Client System ID (ASID). Enter
a unique value in the range of 00 to 99.

Available ETINs

The ETINs the user wants to assign to this A2A
Client Application System

Available Services

The IRS A2A Services that are available for
MeF state and third party transmitters (see
Table 2-3 for a list of the available services).

Certificate Authority

The CA is the trusted entity that issued the
digital certificate.

Certificate Expiration

The date the digital certificate is no longer
valid.

Certificate File Name

The X509 certificate used to authenticate an
A2A Client Application System in the IRS
A2A channel.

Credential Type

The authentication method the A2A Client
Application System uses when accessing IRS
A2A Services. Default 1is certificate. You
cannot change the authentication method.

Customer Name

The Legal Name of the Customer's organization
associated to the EFIN.

Description

A description you want to use to identify an

2-2 AE For e-File Providers
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A2A Client Application System. It is limited to
50 alphanumeric characters.

Doing Business As The Doing Business As name of the
Customer’s organization associated to the
EFIN.

EFIN Electronic Filing Identification Number is the

six-digit number assigned by IRS to identify the
Providers by IRS district and is used as part of
the Declaration Control Number.

ETIN Electronic Transmitter Identification Number is
a five digit number assigned by IRS to each
applicant who transmits returns directly to the
IRS data communications subsystems or who
intends to develop software for the purpose of
formatting  electronic  returns to  IRS
specifications.

Location The location of the A2A Client Application
System This is usually the City and State where
an A2A Client Application System resides. It is
limited to 30 alphanumeric characters.

Selected ETINs The ETINs assigned to an A2A Client
Application System
Selected Services The IRS A2A Services assigned to an A2A

Client Application System (see Table 2-3 for a
list of the available services).

2.3. IRS A2A Services
Table 2-3 lists the IRS A2A services for State and Third Party Transmitters.

Table 2-3 Available Services

. State .
Service Transmitter
Agency
ETINRetrieval X X
EtinStatus X X
Get2290Schedulel X
Get2290Schedulels X
Get2290Schedule1sByMsgID X
GetAck X

Automated Enrollment Overview 2-3
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GetAckNotification X
GetAckNotifications X
GetAcks X
GetAcksByMsgID X
GetNew2290Schedulels X
GetNewAckNotifications X
GetNewAcks X
GetNewSubmissions X
GetNewSubmissionsStatus X
GetStateParticipantsList1 X X
GetSubmission X
GetSubmissionReconciliationList X
GetSubmissions X
GetSubmissionsByMsgID X
GetSubmissionsStatus X X
GetSubmissionStatus X X
SendAcks X
SendSubmissionReceipts X
SendSubmissions X

2-4 AE For e-File Providers
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2.4. Allowed Status Changes
Table 2-4 AE Status Matrix summarizes the A2A Client Application System status changes.

Table 2-4 AE Status Matrix

“Status | Status | Statas | Action
new active Allowed
active inactivate inactive Allowed
active un-enroll deleted Allowed
inactive activate active Allowed
inactive un-enroll deleted Allowed
disabled activate disabled Disallowed
disabled un-enroll disabled Disallowed

e “Current Status” is the Status of the Application System
e “Request Status” is the status change request
e “New Status” is the Application System status after the status change request completes

e “Action” indicates whether or not you can perform the change

Note: AE Application changes the status from new to active after it enrolls an Application
System.

Note: Un-enrolling the Application System effectively deletes the ASID from the AE
Application, and means you cannot update it again, while inactivating an Application System
allows you to inactivate and activate as necessary.

Important! The IRS Help Desk initiates the disabled status when an Application System
violated the policies of the IRS.

Note: Once disabled, the Application System cannot access IRS A2A Services; however, the IRS
Help Desk has the ability to activate the disabled Application System (see Appendix C ) for
instructions on how to contact the IRS Help Desk.

Automated Enrollment Overview 2-5
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3. Displaying your ASIDs

You access the AE Application by logging into a secured environment known as the “Integrated
Enterprise Portal (IEP)”. This section explains how to launch the AE Application and introduces
you to the user interface.

3.1. Prerequisites

¢ You have the e-Services MeF role assigned to your IEP user account.

3.2. How to Do It
Type http://www.irs.gov into your browser. The IRS Home page opens (see Figure 3-1).

Subscriptions v | Language v | Information For... v

WIRS Search Q Advanced

Fiing  Payments  Refunds Credits & Deductions ~ News & Events Forms & Pubs  Help & Resources for Tax Pros

=
z File Your > Get Your > - Pay Your > IRS.gov >
Tax Return Refund Status ~ Tax Bill En Espaiiol

Forms and Pubs Hot Topics Filing & Payment

» 1040 » 941 * Time to Change Your Tax Withholding? * Apply for an Online Payment Plan W”e"?-'frefund?
» 1040EZ y 2290 * Form 2290: Don't Miss the Deadline » Get a Tax Transcript by Mail mm))

» W4 » Tax Table » Fix a Mistake on Your Tax Return » Request an Electronic Filing PIN

» W-9 y Pub 15 » Tax Preparation Resources » Apply for an Employer ID Number @

» 1099-MISC  » Pub 17 : J:‘ﬂmdable Care Act Tax Provisions * Check Status of Your Amended Return . - s

» More ... ore ... » More ... EFTPS

Get the Facts Identity Theft Health Care and Taxes Social Media

National Taxpayer Advocate
Report

Summer tax tip # 8: hobbies that earn income
Business or hobby? Deductible or not? These tips

1

- explain the tax treatment of hobby income >

Penalty Relief for Certain
[ =]

Figure 3-1 IRS Home Page

e Click the “for Tax Pros” heading at the top of the page (see Figure 3-2).
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@RS

Forms and Pubs Hot Topics

Subscriptions ¥  Language v  Information For

Tools

» 1040 » 941 » Time to Change Your Tax Withholding? » Apply for an Online Payment Plan

» 1040EZ » 2290 » Form 2290: Don't Miss the Deadline * Get a Tax Transcript by Mail

» W4 » Tax Table *» Fix a Mistake on Your Tax Return * Request an Electronic Filing PIN

» W9 ) Pub 15 » Tax Preparation Resources * Apply for an Employer ID Number

» 1099-MISC > Pub 17 » Affordable Care Act Tax Provisions » Check Status of Your Amended Retum
» More ... » More ... » More ...

National Taxpayer Advocate
Repont

Security Summit  Summer Tax Tips [RUCISPRN Identity Theft  Health Care and Taxes

Details about Get Transcript incident

Statement outlines issues involing fraudsters accessing
the online tool

Penalty Relief for Certain

Small Riicinaccas

v

Search Q Click "for Tax Pros"
Filing Payments Refunds Credits & Deductions ~ News & Events Forms & Pubs  Help & Resources for Tax Pros
Get Your " Pay Your IRS.gov
Refund Status 4 Tax Bill > En Espafiol >

Filing & Payment

where Srefund?

freefile )

Social Media

1
bl

et
= .

Figure 3-2 for Tax Pros heading

opens (see Figure 3-3).

Click the “for Tax Pros” heading at the top of the page. The Tax Professionals page

$IRS

Filing

Search

Payments  Refunds Credits & Deductions News & Events Forms & Pubs

Tax Professionals

Click the "Access e-

e-Services Services” link.

Online tools for tax
professionals

Enrolled Agents

ble to help taxpayers find tax pros with credentials and

.ect Deposit Limits
IRS plans electronic refund limits into a single account or pre-paid debit card to help fight
identity theft and to stop certain preparers who improperly claim fees.

Enrolled Retirement Plan

Anante

Subscriptions v

Help & Resources

More

Language v Information For... v

n

Q Advanced

for Tax Pros

PTIN System
2015 renewal and
registration still available

Contacts for Tax

Figure 3-3 Tax Professionals Page

page opens (see Figure 3-4).

3-2 AE For e-File Providers
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m Subscriptions v  Language v | Information For... v
IRS .

Search - Advanced
Fiing = Payments Refunds @ Credits & Deductions = News & Events  Forms & Pubs  Help & Resources for Tax Pros
e-Services - Online Tools for Tax
Professionals

HOT TOPICS: It has come to our attention that an email is being issued to tax preparers asking
wfurmanon The links provided in the email to access e-Senices

. ) ) capture e-Services usernames and passwords. This email WAS

e-Services Click the "Login or ou receive an e-mail like this, do not click on the links or take any Email Updates
Online tools fortax .  Register" link edia release for more details. If you receive an unsolicited email Sign up for Tax Tips,
professionals IRS or an organization closely linked to the IRS, such as the filing season updates

- - AT T AT T Y , i i v and more!
Login or Register S = ywent System (EFTPS), report it by sending it to phishing@irs go
TDS: In an effort to minimize additional ID Theft opportunities, IRS has designed the Transcript Subscribe to e-News

Delivery System (TDS) to not deliver transcripts to requestors when an ID Theft indicator is on the
account. Tax Professionals with Power of Attorney can contact the Identity Protection Specialty

e-File Prowders & Partners Unit or Practitioner Priority Specialty line to obtain a client's transcript. The taxpayer will receive a

Envolled Actusiies notice alerting them of any requests for their transcript and instruct them to contact the Identity
Protection Specialized Unit. Once proper authentication has been completed, we will issue a
Enrolled Agents transcript to the taxpayer

Tax Professionals Topics

¢ Basic Tools for Tax Pros
e News & Events
e Circular 230 Tax Pros e Semces is a suite of web-based tools that allow tax pwl'essnonals and payers to complele certain

. b sle IV Tl tmale fmalide Paaiotenst

Figure 3-4 e-Services — Online Tools for Tax Professions Page

e Click the “Login or Register” link. The login page opens (see Figure 3-5).

Displaying your ASIDs  3-3



AE Externals Guide

3.3.
Tip:

Integrated Enterprise Portal Login
You can access the IEP Login Page by directly typing the URL

https://la.www4.irs.gcov/PORTAL-PROD/CRM/signon.html into the browser.

ml RS Enter your

username and
Loagi password to .
ogin login Register

Username You must register to create an account

Password

LoaN > REGISTER >

THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE ONLY!

Use of this system consenttor ; . , reading, copying of capturing by authorized
personnel of all activities. There is no right to privacy in this system. Unauthorized use of this system is prohidited and
subject to criminal and civil penalties, including all penalties applicable to willful unauthorized access (UNAX) or inspection of
taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C. 72134 and 26 U.S.C. 7431).

NOTICE: The IRS reserves the right to deny access to any or all electronic services, products andior applications, at both the individual or
business entity level, in the event IRS becomes aware of any activity that constitutes or appears to constitute misuse or abuse of any
electronic services, products or applications.

e-Senices Privacy Policy

Figure 3-5 IEP Login Page

Enter your username and password into the appropriate text fields and click the Login
button. The IEP personality selection page opens (see Figure 3-6).

3-4 AE For e-File Providers
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¥IIRS

Select Organization

Select the organization you will represent in this session:

Each item below represents an organization for which you are authonized to perform work. By selecting an organization, you are
legging in as an authorized user of that organization. You will be able to perform work for only that organization

Individual

o e el - Sl o= B
o e - SR B
[ L I

[ ) salanis - BBl B
R b e b BT T

B e R o S -

( Submit Selected Organization j

il Pr Poli

Figure 3-6 IEP Personality Selection Page

e Select your personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7)
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g registry content - Microsoft Internet Explorer - |5|_)€
File Edit ‘View Faworites Tools  Help | 1','
N =~ il 8 -
- - ¢ ) -‘ - w| - ﬁ e
e Back. L) Iﬂ Iﬁ ul | 7 Search \‘/\( Favorites {_} | = .ﬁ] &
Address Ig‘l j Go ‘ Links
-

L = .
3’&?}) Internal Revenue Service

States Department of the Tre

e-Senices On-line Tutorials Help Mailbox Sign out

services Welcome to IRS e-services

Application

Application to Application
Bermave Afiliation

Representing MIDDLEWARE CORPAGTO
Begistration Services

Application
Actess to apply or revise an existing application an-line for paricipation in IRS e-file Program,
Preparer Tax Identification Mumber (PTIMN) or Taxpavyer Identification Mumber (TIM) Matching.

Application to Application {_
Enrallment for Application to Application Web Serices Client Program

Remove Affiliation

Provides access to the Firm Disassociation page that will allow you to remove your afiliation to the &
fife firm or organization vou selected. Disassociating yourself from the e-fle application will remove
your narme from each of the e-file applications shown and will eliminate all autharity that resulted
fromm your affiliation

Registration Services
Registration Services allows you to confirm your registration, revise your registration infarmation,
change your password or PIN and recover a lost password or PIM.

& BEREE T

Figure 3-7 IRS e-Services Welcome Page

e Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).
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/ Customer-facing registry content - Microsoft Internet Explorer =] x|
Fle Edit Wiew Favortes Took Help ‘ o
@ Back * () - Ij ﬂ _:‘, | /- ) sarch \, Favarites {4} | s = | ﬁ 3
Address I@ j ﬂ Go | Links
@" ~ o
¥ Internal Revenue Service
United States Department of the Treasury
e-senvices On-line Tutorials Help Mailbox Sign out
services
Application AZA Client Appli Systems :
Application to Application Fravide the ahility for authorized users to enroll, inactivate aor update information about application
—— systems for MeF and other Application to Application (424) Web Senices Processing.
e-services Privacy Policy
|&] Done [ [ |& N3 Local intranet

Figure 3-8 A2A Menu Selection Page

e Click the A2A4 Client Application Systems link to display your A2A Client Application
Systems. The AE Application Search Results Page opens (see Section 3.4 Getting around

Automated Enrollment)
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3.4. Getting around Automated Enrollment

The Search Results page (see Figure 3-9) is the launch pad to all of the features and functions of
the AE Application. It displays a list of A2A Client Application Systems for the selected
personality. From here, you can enroll and maintain A2A Client Application Systems for your
organization.

%7 Search Results For A2A

Client System ID e"
™ Create New AZA Client System ID
Upload Certificate to Multiple
0 A28 Chent System 10's @
EFINs o =4
Customer Name VALLEY HEALTHCARE @)

Doing Business As MIDDLEWARE CORPAQTOT o

ASID Name Desr:.ription Status Actions -.)
54012502 Test App System This is a test active Edit | Replace Cerfificate ~
54012503 Test App System This is a test new Edit
54012504 Test App System This is a test active Edit | Replace Cerificate
54012505 Test App System This is a test new Edit
54043506 Test App System This is a test active Edit | Repla irtiﬂcate
a4 7 Test App System This is a test new Edit
54012508 Test App System This is a test active Edit | Replace Cerfificate
54012509 Test App System This i= a test new Edit
54012510 Test App System This is a test active Edit | Replace Cerfificate
54012511 Test App System This i= a test new Edit
54012512 Test App System This is a test deleted %@
54012513 Test App System This is a test nmew Edit
54012515 Test App System Thiz is a test new Edit
54012517 Test App System This is a test nmew Edit
54012519 Test App System Thiz is a test new Edit
54012521 Test App System This is a test nmew Edit @)
54012544 Test App System This is a test active Edit | Replace Cerfificate
h4012585 Test App System This is a test active Edit | Replace Cerlificate v
EANATIENN Tant Arnm Custams Thir ir a bnnt Aantivn CAiR | Danlacss Mackificata

Figure 3-9 AE Application Search Results Page

Scroll through the list of Application Systems. The maximum number of records is set to
200.

By default, the AE Application sorts the list by EFIN.

Click the arrow to the right of the EFINSs field and select an EFIN to filter the list.

Click the Create New A2A Client System ID button to enroll a new A2A Client
Application System (see Section 4 Enrolling an Application System).

Click the Upload Certificate to Multiple A2A Client System ID’s button to upload a

90 00 e
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certificate to many Application Systems in one transaction (see Section 10 Bulk Certificate
Upload).

Click the Edit link to change an A2A Client Application System definition (see Section 5
Updating an Application System). Here you can change the status of the Application
System or you can change any of the following Application System attributes:

e Application System name
e Description

e Location

e Upload a new Certificate
e Services

e ETINs

Note: The "Reset Password" link has been removed from the list of displayed ASIDs.
For any existing password authenticated ASIDs click the 'Edit’ link to change the
credential type to ‘Certificate’ (See Appendix D Handling Existing Password
Authenticated ASIDs).

7)

Click the Replace Certificate link to upload a new certificate for an Application System
(see Section 9 Replacing a Certificate).

8)

Click the View link to display an un-enrolled Application System (see Section 11 Viewing
an Un-Enrolled Application System).

9}

The AE Application displays your organizations legal name and doing business as (DBA)
name provided during the e-File application process

Note: In the event of an error displaying your Application Systems, an error page opens (see
Figure 3-10). Contact the IRS Help Desk to report the error condition. Refer to Appendix C for
additional information.

Note: You can fix display issues by turning on Internet Explorer Compatibility View.

Displaying your ASIDs 3-9
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%7 Search Results For A2A
Client System ID

ASID Name

Ermor code: 403

Description

Status Actions

{We are unable to process your request. Please contact the IRS Help Desk 866 255 0654 with the error code on the screen.)

Figure 3-10 Error occurred displaying the search results page
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4. Enrolling an Application System

This section describes the actions required to enroll an e-File Client Application System into the
IRS A2A Channel.

41.

4.2.

Prerequisites

You have the e-Services MeF role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 4-1 depicts the navigation steps to enroll an Application System.

Login

Select Personality

IRS e-Services Welcome

A28 Menu Selection

—![. AE Search Results
|

[ Enroll ASID

I
L A

‘ Confirmation Error |. -

Figure 4-1 How to Enroll an Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 4-2).
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%7 Search Results For A2A
Client System ID

Create New A24 Client System 1D 0)

Upload Certificate to Multiple
A2A Client System ID's

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTOI

ASID Name DESCTip'IiDI'I Status Actions
54012502 Test App System This is a test active Edit | Replace Cerfificate
54012504 Test App System This is a test active Edit | Replace Cerificate
54012506 Test App System This is a test active Edit | Replace Cerfificate
54012508 Test App System This is a test active Edit | Replace Cerfificate
54012510 Test App System This is a test active Edit | Replace Cerfificate
54012512 Test App System This is a test active Edit | Replace Cerfificate
54012544 Test App System This is a test active Edit | Replace Cerfificate
A4012585 Test App System This is a test active Edit | Replace Cerfificate
54012599 Test App System This is a test active Edit | Replace Cerfificate

Figure 4-2 Create New A2A Client System ID Button

1)

Click the Create New A2A Client System ID button. The Create New A2A Client System
ID page opens (see Figure 4-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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@ Create New A2A Client
System ID

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

EFIN ASID Sequence Number

A2A Client System ID 0) [ ] e)

Application System Name |

3)

Description | |
Location | | @
A2A Client System ID 6
<
Credential Type @ Certificaie w

Certificate File Name Browsa_ @

For a Credential Type of Cerificate - Browse or enter the file name of the cerificate to
upload. Clicking the Save button below will upload the ceriificate and save the data.
Available Services Selected Services
ETINRetrieval
ETINStatus
Add ==

GetAcknowledgements o =

GetStateParticipants J

GetStatus mave

SendSubmissions

Common Services are available to all authorized A2A Client Systems: Initial Login, Login,
Logout, and Change Password.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remove button.

Available ETINS Selected ETINS

e
< |

To add ETINS, select your ETIN choices from the Available ETIMNS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remove button.

Q===

Figure 4-3 Create New A2A Client System ID Page
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Fill in the form and click Save to enroll the Application System, refer to section 2.2 Data
Attributes for a description of each field.

EFIN: Click the arrow to the right of the EFIN field and select an EFIN from the list.

ASID Sequence Number: Enter a unique 2-digit sequence number. Enter a unique value
in the range of 00 to 99

Application System Name: Enter the name for the Application System.

Description: Enter the Description for the Application System.

Location: Enter the Location for the Application System.

Click the Browse button to select the certificate to assign to this Application System. The
certificate must be accessible from the local system.

©9o® oL

Select at least one IRS A2A Service from the Available Services list and click the Add
button. Table 2-3 lists the available services for state and third party transmitters.

Select at least one ETIN from the Available ETINS list and click the Add button.

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure 4-5).

e 0 O

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 4-4). Follow the
instructions in the dialog and click OK to return to the Create New A2A Client System ID page
to correct the error.
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-

Message from webpage @

The ASID Sequence Mumber must be 2 digits. Please enter a 2 digit

l % number in the field.
The Certificate File Marne may not be blank when the Credential Typeis
set to Certificate.
The Application Systermn Mame cannct be blank, Please enter text in the
field.
The Application Description cannot be blank, Please enter text in the
field,
The Application Location cannot be blank. Please enter text in the field.
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list.
The Selected ETINS cannot be blank. Please select at least one ETIM
from the Available ETIMS list.

Figure 4-4 A data entry error occurred enrolling an Application System
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4.3. Confirmation Page
Figure 4-5 depicts the Application System confirmation page.

@ Confirmation for A2A
Client System ID

The A2A Client System Id: 54012512 4 e
Your request has been successfully processed =%

©) =

Figure 4-5 Confirmation for enrolling an Application System

The ASID assigned to the enrolled Application System

The Confirmation Message

Click OK to return to the AE Application Search Results page

oo e
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5. Updating an Application System

This section describes the actions required to change an e-File A2A Client Application System
definition.

5.1. Prerequisites

¢ You have the e-Services MeF role assigned to your IEP user account.

5.2. How to Do It
Figure 5-1 depicts the navigation steps to change an Application System.

Login

Select Personality

IRS e-Services Welcome

AZA Menu Selection

—![. AE Search Results
|

@ Edit ASID

I
L A

. Confirmation Errar |._

Figure 5-1 How to Edit an Application System

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

o Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

o Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 5-2).
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%7 Search Results For A2A
Client System ID

Create New A24 Client System 1D

Upload Certificate to Multiple
A2A Client System ID's

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTOI

ASID Name DESCTip'IiDI'I Status Actions
54012502 Test App System This is a test active Edit | Replace Cerfificate
54012504 Test App System This is a test active Edit | Replace Cerificate
54012506 Test App System This is a test active Edit | Replace Cerfificate
54012508 Test App System This is a test active Edit | Replace Cerfificate
54012510 Test App System This is a test active Edit | Replace Cerfificate
54012512 Test App System This is a test active Edit | Replace Cerfificate
54012544 Test App System This is a test active Edit | Replace Cerificate
54012585 Test App System This iz a test active Edit | Replace Ceriificate
54012599 Test App System This is a test 0 active Edit | Replace Cerfificate

Ly

Figure 5-2 Selecting the Application System to update

1)

Locate the ASID and click the Edit link under the Actions column. The Edit A2A Client
System ID page opens (see Figure 5-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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f# Edit A2A Client System
D

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

AZA Client System ID 54012599

oe

Application System Name |TestApp System

Description |Thisis = test

Location [Some City, ST | 6
AZA Client System ID J

Credential Type Ay

Certificate File Name Browse... 6

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Cerificate - Browse or enter the file name of the cerificate to
upload. Clicking the Save button below will upload the cerificate and save the data.

Available Services Selected Services
ETINStatus GetStateParticipants
GetStatus GetAcknowledgements

ETINRetrieval

SendSubmissions @

<< Remaove

Common Services are available to all authorized A2A Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remove bution.

Available ETINS Selected ETINS

10688 10687
T06ss

To add ETINS, select your ETIN choices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remove bution.

Q=20

Figure 5-3 Edit A2A Client System ID Page
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Update the form and click Save to change the Application System definition, refer to section 2.2
Data Attributes for a description of each field.

Application System Name: If you wish, change the name of the Application System.

Description: If you wish, change the description of the Application System.

Location: If you wish, change the location of the Application System.

If you wish, click the arrow to the right of the A2A Client System ID Status field and
select another value from the list. Refer to Table 2-4 AE Status Matrix for a list of allowed
status changes for an A2A Client Application System.

If you wish, click the Browse button to select a new certificate to assign to this Application
System. The certificate must be accessible from the local system.

If you wish, change the Selected Services list. To add an IRS A2A Service, select the
service from the Available Services list and click the Add button. To remove an IRS A2A
Service, select the service from the Selected Service list and click the Remove button.

If you wish, change the Selected ETINS list. To add an ETIN, select the ETIN from the
Available ETINS list and click the Add button. To remove an ETIN, select the ETIN from
the Selected ETINS list and click the Remove button.

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure 5-5).

O 9  © 6 ° 99®L

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 5-4). Follow the
instructions in the dialog and click OK to return to the Edit A2A Client System ID page to
correct the error.

i 1

Messzage from webpage @
! The Application Systerm Mame cannot be blank, Please enter text in the
. field,
The Application Description cannot be blank. Please enter text in the
field.

The Application Location cannot be blank. Please enter text in the field.
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list,

The Selected ETIMNS cannot be blank. Please select at least one ETIN
from the &vailable ETIMS list.

Figure 5-4 A data entry error occurred updating an Application System
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5.3. Confirmation Page
Figure 5-5 depicts the Application System confirmation page.

@ Confirmation for A2A
Client System ID

The A2A Client System Id: 54012599 o g
Your request has been successfully processed J

3 s

Figure 5-5 Confirmation Page for updating an Application System

e The Application System has been updated

@ The Confirmation Message

@ Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A Services.
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6. Un-Enrolling an Application System

This section describes the actions required to un-enroll an e-File A2A Client Application System
from the IRS A2A Channel.

6.1.

6.2.

Prerequisites

You have the e-Services MeF role assigned to your IEP user account.

How to Do It

Figure 6-1 depicts the navigation steps to un-enroll an Application System.

Login

l. Select Personality

.. IRS e-Services Welcome

@] A2 Menu Selection

—![. AE Search Results
|

@ Edit ASID
|

. Confirmation Errar |._

Figure 6-1 How to un-enroll an Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6)

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application to Application” link. The A2A Menu Selection page opens (see
Figure 3-8).

Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 6-2).
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% Search Results For A2A

Client System ID

Customer Name WVALLEY HEALTHCARE

Doing Business As MIDDLEWARE CORPAQTO1

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
54012585 Test App System
54012589 Test App System

Create Mew A24 Client System 1D

Upload Certificate to Multiple
L2248 Chent System 1D's

DESCTip'IiDI'I
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

1)

Status Actions

active Edit | Replace Ceriificate
active Edit | Replace Certificate
active Edit | Replace Cerfificate
active Edit | Replace Certificate
active Edit | Replace Cerfificate
active Edit | Replace Certificate
active Edit | Replace Ceriificate
active Edit | Replace Ceriificate
inactive Edit | Replace Cerfificate

Figure 6-2 Selecting the Application System to un-enroll

(1)

Locate an active or inactive ASID and click the Edit link under the Actions column. The
Edit A2A Client System ID page opens (see Figure 6-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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i Edit A2A Client System
ID

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

AZA Client System ID 54012544

Application System Name [Test App System |

Description [This is = test |

Location [Seme City, ST |

AZA Client System ID
YLD cive (1)

Credential Type W

Certificate File Name Browse...

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Certificate - Browse or enter the file name of the ceriificate to
upload. Clicking the Save button below will upload the certificate and save the data.

Available Services Selected Services
ETINStatus ETINRetrieval
GetStatePartcpants
g: ;SdtngJLlJ)Smissi ons

Common Services are available to all authorized A2A Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remowve bution.

Available ETINS Selected ETINS
106388 10687
10629

To add ETINS, select your ETIN choices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remowve button.

Q) == == ©)

Figure 6-3 Un-enrolling an Application System

=

Click the arrow to the right of the A2A Client System ID Status field and select “un-
enroll”.

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure 6-4).

@0

Click Cancel to return to the AE Application Search Results page.
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6.3. Confirmation Page
Figure 6-4 depicts the Application System confirmation page.

@ Confirmation for A2A
Client System ID

o

The A2A Client System Id: 54012544 4 e
Your request has been successfully processed J

O =

Figure 6-4 Confirmation for un-enrolling an Application System

This Application System has been un-enrolled and can no longer access IRS A2A Services

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page
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7. Inactivating an Application System

This section describes the actions required to inactivate an e-File A2A Client Application
System.

7.1. Prerequisites

¢ You have the e-Services MeF role assigned to your IEP user account.

7.2. How to Do It

Figure 7-1 depicts the navigation steps to inactivate an Application System.

Login

l. Select Personality

.. IRS e-Services Welcome

@[  A2AMenu Selection

—![. AE Search Results
|

@ Edit ASID
|

. Confirmation Errar |._

Figure 7-1 How to Inactivate an Application System

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

o Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

o Click the 424 Client Application Systems link. The AE Application Search Results page
opens (see Figure 7-2).
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%7 Search Results For A2A

Client System ID

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTOI

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
A4012585 Test App System
54012599 Test App System

Create New A24 Client System 1D

Upload Certificate to Multiple
A2A Client System ID's

Descﬂpﬂnn
This is a test
This iz a test
This iz a test
This is a test
This iz a test
This is a test
This is a test
This iz a test
This is a test

Status
active
active
active
active
active
active
active
active

‘E!uamWE

Actions
Edit | Replace Certificate
Edit | Replace Cerificate
Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerfificate
Edit | Replace Cerfificate
Edit | Replace Certificate
Edit | Replace Certificate
Edit | Replace Certificate

Figure 7-2 Selecting the Application System to inactivate

1)

Locate an active ASID and click the Edit link under the Actions column. The Edit A2A
Client System ID page opens (see Figure 7-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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D

Customer Name WALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

A2A Client System ID 54012509

Application System Mame |Tes: App Systzm |

Description [This is = test |

Location [Some City, 5T |

AZA Client System ID = 5
L

Credential Type

Certificate File Name Browse...

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Cerificate - Browse or enter the file name of the cerificate fo
upload. Clicking the Save button below will upload the certificate and save the data.

Selected Services

Available Services

ETINStatus GetStateParticipants

GetStatus GetAcknowledgements
_Add
SendSubmissions = ETINRetrieval

Common Services are available to all authorized A2A Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remowve button.

Available ETINS Selected ETINS
10688 10687
10689

To add ETINS, select your ETIN cheoices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remove button.

O ===

Figure 7-3 Inactivating an Application System

AE Externals Guide

Click the arrow to the right of the A2A Client System ID Status field and select inactivate

® e

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure 7-4).

Click Cancel to return to the AE Application Search Results page.
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7.3. Confirmation Page
Figure 7-4 depicts the Application System confirmation page.

@ Confirmation for A2A
Client System ID

O

The A2A Client System Id: 54012599 6
Your request has been successfully processed J

©) o

Figure 7-4 Confirmation for inactivating an Application System

This Application System has been inactivated and can no longer access IRS A2A Services

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page

7-4 AE For e-File Providers




AE Externals Guide

8. Activating an Application System

This section describes the actions required to activate an e-File A2A Client Application System.

8.1. Prerequisites

¢ You have the e-Services MeF role assigned to your IEP user account.

8.2. How to Do It

Figure 8-1 depicts the navigation steps to activate an Application System.

Login

Select Personality

IRS e-Services Welcome

AZA Menu Selection

—![. AE Search Results
|

@ Edit ASID

[
L L

@ Confirmation Error [ =

Figure 8-1 How to activate an Application System

e Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

o Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

e Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 8-2).
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¥ Search Results For A2A
Client System ID

Create New 424 Client System ID

Upload Certificate to Multiple
AZA Client Systemn 1D's

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
54012585 Test App System
54012599 Test App System

DESCTip'IiDI'I
This is a test
This is a test
This iz a test
This is a test
This iz a test
This is a test
This is a test
This iz a test
This is a test

Status Actions

active Edit | Replace Cerfificate

active Edit | Replace Cerfificate

active Edit | Replace Ceriificate

active Edit | Replace Cerfificate

active Edit | Replace Ceriificate

deleted View

active Edit | Replace Cerfificate

active Edit | Replace Cerificate
oinactiue Edit | Replace Cerfificate

Figure 8-2 Selecting the Application System to activate

1)

Locate an inactive ASID and click the Edit link under the Actions column. The Edit A2A
Client System ID page opens (see Figure 8-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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[ Edit A2A Client System
D

Customer Mame VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

A2A Client System ID 54012599

Application System Name [Test App System |

Description [Thisis= test |

Location [Some City, ST |

AZAClIEnlSyS‘[SI?tIi;ItIIJE inactive 0-)
LT

Credential Type

Certificate File Name Browse... 9

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Certificate - Browse or enter the file name of the cerfificate to
upload. Clicking the Save button below will upload the cerificate and save the data.

Available Services Selected Services
ETINStatus GetStateParticipants
GetStatus GetAcknowledgements

SendSubmissions ETINRetrieval

== Remaove

Common Services are available to all authorized A2A Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remove button.

Available ETINS Selected ETINS
10688 10687
106z

To add ETINS, select your ETIN choices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remove button.

=== O

Figure 8-3 Activating an Application System

Click the arrow to the right of the A2A Client System ID Status field and select activate.

® e

If you wish, click the Browse button to select a new certificate to assign to this Application
System. The certificate must be accessible from the local system.

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure 8-4).

© o

Click Cancel to return to the AE Application Search Results page.
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8.3. Confirmation Page
Figure 8-4 depicts the Application System confirmation page.

@ Confirmation for A2A
Client System ID

The A2A Client System Id: 54012599 . e
Your request has been successfully processed =/

O =

Figure 8-4 Confirmation for activating an Application System

e This Application System has been activated and can now access IRS A2A Services

@ The Confirmation Message

@ Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A services.
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9. Replacing a Certificate

This section describes the actions required to replace the certificate for an e-File A2A Client
Application System.

9.1.

9.2

Prerequisites

You have the e-Services MeF role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 9-1 depicts the navigation steps to replace the certificate.

Login

Select Personality

IRS e-Services Welcome

A28 Menu Selection

—![. AE Search Results
|

(@]  Replace Cerificate

I
L A

‘ Confirmation Error |. -

Figure 9-1 How to Replace a Certificate

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 9-2).
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Client System ID

¥ Search Results For A2A

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
54012585 Test App System
54012599 Test App System

Create New AZ2A Client System 1D

Upload Certificate to Multiple
A2A Client System ID's

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status
active
active
active
active
active

deleted
active
active
active

Actions

Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerificate
View

Edit | Replace Cerificate
Edit | Replace Cerificate
Edit | Replace Cerfificate

(1)

Figure 9-2 Replace Certificate Link

o Locate the ASID and click the Replace Certificate link under the Actions column. The
~ | Replace Certificate page opens (see Figure 9-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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Application System D
Application System Name
Description

Location

AZA Client System ID Status
Certificate File Name

Current Certificate File Name
Current Certificate File Expiration
Current Certificate File Authority

54012599
Test App System

This is a test
Some City, 5T

active

For a Credential Type of Cerificate - Browse or enter the file name of the cerificate to
upload. Clicking the Save button below will upload the cerificate and save the data.

O)=-==16)

Browse.. 0)

Figure 9-3 Replace Certificate Page

=

Click the Browse button to select the new certificate. The certificate must be accessible

from the local system

(N

Click Save, if the request is successful the Confirmation for Replace Certificate page

opens (see Figure 9-5).

Click Cancel to return to the AE Application Search Results page

Replacing a Certificate

9-3
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Note: In the event of a data entry error, an error dialog opens (see Figure 9-4). Follow the
instructions in the dialog and click OK to return to the Replace Certificate page to correct the
error.

Message from webpage @

! . The Certificate File Mame may not be blank.

Figure 9-4 A data entry error occurred replacing a certificate

9.3. Confirmation Page
Figure 9-5 depicts the Replace Certificate confirmation page

@ Confirmation for
Replace Certificate

You have successfully replaced the certificate for this A2A Client System
ID.

The 424 Client System Id: 54{]1259901’
Your request has been successfully processed 9}"

[1©

Figure 9-5 Replace Certificate Confirmation

Q The Application System must use the new certificate to access IRS A2A services

e The Confirmation Message

@ Click OK to return to the AE Application Search Results page

Tip: You can also replace the certificate when you change an Application System.
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Bulk Certificate Upload

This section describes the actions required to replace the certificate for many e-File A2A Client
Application Systems in one transaction.

10.1.

10.2.

Prerequisites

You have the e-Services MeF role assigned to your IEP user account.

You have a valid X509 certificate accessible from the local system.

How to Do It

Figure 10-1 depicts the navigation steps to do a bulk certificate upload

Login

Select Personality

IRS e-Services Welcome

A28 Menu Selection

—![. AE Search Results
|

(@] Bulk Cerificate Upload
|
L A

‘ Confirmation Error |. -

Figure 10-1 How to upload a certificate to many Application Systems

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

Click the A2A4 Client Application Systems link. The AE Application Search Results page
opens (see Figure 10-2).
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¥ Search Results For A2A
Client System ID

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
54012585 Test App System
54012599 Test App System

Create New AZ2A Client System 1D

Upload Certificate to Multiple
A2A Client System ID's

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status
active
active
active
active
active

deleted
active
active
active

Actions

Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerificate
View

Edit | Replace Cerificate
Edit | Replace Cerificate
Edit | Replace Cerfificate

Figure 10-2 Upload Certificate to Multiple A2A Client System ID’s Button

1)

Click the Upload Certificate to Multiple A2A Client ID’s button. The Upload Certificate

to Multiple A2A Client System ID’s page opens (see Figure 10-3).

Note: The AE Application displays an ‘Error Messages’ page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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@ Upload Certificate to

Multiple A2A Client System
ID's

Available ASIDs Selected ASIDs
0_) 54012502
012808

To add ASIDs, select yvour ASID choices from the Available ASIDs list above by
highlighting them and clicking on the Add button.

To remove ASIDs, select your ASID choices from the Selected ASIDs list above by
highlighting them and clicking on the Remove button. g

Certificate File Name |your_mefcn Browse...

For a Credential Type of Cerificate - Browse or enter the file name of the cerificate to
upload. Clicking the Save button below will upload the cerificate and save the data.

3 EaE=4)

Figure 10-3 Bulk Upload Page

Select one or more ASIDs from the Available ASIDs list and click the Add button.

® e

Click Browse to select the new certificate. The certificate must be accessible from the

local system.

Click Save, if the request is successful the Confirmation for Replace Certificate page

opens (see Figure 10-5).

© o

Click Cancel to return to the AE Application Search Results page.

Bulk Certificate Upload

10-3
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Note: In the event of a data entry error, an error dialog opens (see Figure 10-4). Follow the
instructions in the dialog and click OK to return to the Upload Certificate to Multiple A2A
Client ID’s page to correct the error.

Message from webpage @

The Certificate File Mame may not be blank when the Credential Type is
l % setto Certificate.

The 5elected A510= cannot be blank. Please select at least one A5ID

from the Available ASIDs list,

Figure 10-4 A data entry error occurred during a bulk upload

10.3. Confirmation Page
Figure 10-5 depicts the Bulk Certificate Upload confirmation page.

({g Confirmation for
Replace Certificate

You have successfully replaced the certificate. 0

The A2A Client System Ids: 54012504, 54012502
Your request has been successfully processed 6

O

Figure 10-5 Bulk Upload Confirmation

The Application Systems must use the new certificate to access IRS A2A services

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page
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Viewing an Un-Enrolled Application System

This section describes the actions required to view un-enrolled e-File A2A Client Applications
Systems.

11.1. Prerequisites

You have the e-Services MeF role assigned to your IEP user account.

11.2. How to Do It

Figure 11-1 depicts the navigation steps to view an un-enrolled Application System.

Login

Select Personality

IRS e-Services Welcome

A2A Menu Selection

@ @ @ @

@ AE Search Results

_ l

@ View ASID

Figure 11-1 How to View an un-enrolled Application System

Type the URL for the IEP Portal Login Page https://la.www4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application to Application” link. The A2A Menu Selection Page opens (see
Figure 3-8).

Click the 424 Client Application Systems link. The AE Application Search Results page
opens (see Figure 11-2).
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¥ Search Results For A2A

Client System ID

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO

ASID Name
54012502 Test App System
54012504 Test App System
54012506 Test App System
54012508 Test App System
54012510 Test App System
54012512 Test App System
54012544 Test App System
54012585 Test App System
54012599 Test App System

Create New AZ2A Client System 1D

Upload Certificate to Multiple
A2A Client System ID's

Description
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test
This is a test

Status

active
active
active
active
active
Q}deleted
active
active
active

Actions

Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerfificate
Edit | Replace Cerificate
Edit | Replace Cerificate
View

Edit | Replace Cerificate
Edit | Replace Cerificate
Edit | Replace Cerfificate

Figure 11-2 Locating an un-enrolled Application System

(1)

Figure 11-3).

Locate an un-enrolled Application System (an ASID with a deleted status), and click the
View link under the Actions column. The View A2A Client System Id page opens (see

Note:

Appendix B to obtain information on how to handle AE Application errors.
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i View A2A Client
System Id

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

AZA Client System ID 54012512

Application System Name Test App Sysiem
Description This is a test
Location Some City, ST

A2ZA Client System ID
Status

deleted
Credential Type s
Certificate File Name Browse..

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Cerificate - Browse or enter the file name of the ceriificate fo
upload. Clicking the Save button below will upload the cerificate and save the data.

Available Services Selected Services

Common Services are available to all authorized A2A Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected Services list above by
highlighting them and clicking on the Remowve button.

Available ETINS Selected ETINS

To add ETINS, select your ETIN choices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remove button.

o] @)

Figure 11-3 View A2A Client System Id Page

Click Cancel to return to the AE Application Search Results page
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A2A
AC
AE
Al
ASID
Authorized Contact
CA
DBA
EFIN
ETIN
IE
IEP
IRS
MeF
SA
Ul

List of Abbreviations

Application to Application

Access Control

Automated Enrollment

Application Integration

A2A Client System ID

Registered State or other Third Party Transmitter user
Certificate Authority

Doing Business As

Electronic Filer's Identification Number
Electronic Transmitter Identification Number
Internet Explorer

Integrated Enterprise Portal

Internal Revenue Service

Modernized e-File

Strong Authentication

User Interface

AE Externals Guide
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Appendix B Handling Errors

The AE Application displays an error page when an unexpected condition occurs processing
your request. If the error is recoverable, the AE Application returns to the previous page where
you can provide additional information and retry the request. However, for severe errors, the AE
Application aborts your request and returns to the search results page. Follow the instructions on
the screen, contact the IRS Help Desk and provide them with the error code and error message.
Appendix C provides you information on how to contact the IRS Help Desk.

Figure B-1 shows the format of the AE Error page.

@ Error Messages |

O)

Error caode: ##4#
Error message will be here@

)0

Figure B-1 AE Error Page Format

The error code, ### represents the numeric error code

Qe

The error message text describing the error

'3) Click OK to close the error page and return to the previous page or the search results page.
“ | If the error persists, contact the IRS Help Desk.
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Appendix C IRS Help Desk

."Pd-...

IRS Help Desk
1-866-255-0654

Monday - Friday

7:00AM - 7:00PM Tastern

Figure C-1 Contacting the IRS-Help Desk

e Provide the error code and describe the action you were performing when the error
occurred.

e For example, “I received error code 401 when I attempted to enroll an Application
System.”
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Appendix D Handling Existing Password Authenticated ASIDs

Automated Enrollment no longer supports password authenticated ASIDs and as such, the "Reset
Password" link has been removed from the Search Results page. In addition, password is no
longer a valid credential type on the Create New A2A Client System ID and Edit A2A Client
System ID pages. Therefore, for any existing password ASIDs you must change the credential
type to certificate in order to continue transmitting returns using these ASIDs.

¥ Search Results For A2A
Client System ID
Create Mew A28 Client System 1D
Upload Certificate to Multiple
AZ2A Clent System 1D's
Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1
ASID Name Description Status Actions
54012502 Test App System This is a test active Edit | Replace Cerlificate
54012503 Test App System This is a test new Edit | Reset Password
54012504 Test App System This is a test active Edit | Replace Ceriificatie
54012505 Test App System This is a test new Edit | Reset Password
54012506 Test App System This is a test active Edit | Replace Cerfificate
54012507 Test App System This is a test new Edit | Reset Passwaord
54012508 Test App System This is a test active Edit | Replace Cerlificaie
54012509 Test App System This is a test new Edit | Reset Password
54012510 Test App System This is a test active Edit | Replace Cerfificate
54012511 Test App System This is a test new Edit | Reset Password
54012512 Test App System This is a test deleted View
54012513 Test App System This is a test new Edit | Reset Password
54012515 Test App System This is a test new Edit | Reset Password
54012517 Test App System This is a test active Edii | Res| word
54012519 Test App System This is a test new Edit | Reset rﬁsswurd
54012521 Test App System This is a test new Edit | Reset Password
54012544 Test App System This is a test deleted View
54012585 Test App System This is a test active Edit | Replace Certificate v
FAMATIENN Toed Ann Curtoans Thir ir A tet Antivin CAit | Danlacs arfifisato

Figure D-1 Search Results (with Reset Password Link)

Q The "Reset Password" link has been removed (see Figure D-2).
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Client System ID

% Search Results For A2A

ASID Name
54012502 Test App System
54012503 Test App System
54012504 Test App System
54012505 Test App System
54012506 Test App System
54012507 Test App System
54012508 Test App System
54012509 Test App System
54012510 Test App System
54012511 Test App System
54012512 Test App System
54012513 Test App System
54012515 Test App System
54012517 Test App System
54012519 Test App System
54012521 Test App System
54012544 Test App System
54012585 Test App System

FEANATENN Tacd Arnn Cundmrs

Create Mew A24 Client System 1D

Upload Certificate to Multiple
L2248 Chent System 1D's

Customer Name WVALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

Descnpﬂcn
This is a test
This iz a test
This is a test
This iz a test
This is a test
This iz a test
Thiz iz a test
This is a test
Thiz iz a test
This is a test
Thiz iz a test
This is a test
This iz a test
This is a test
This iz a test
This is a test
This is a test
Thiz iz a test

Thim i A dned

Status

active Edit | Replace Cerificate

new Edit

active Edit | Replace Cerfificate

new Edit

active Edit | Replace Cerfificate

m
=9

new
active
new
active Edi
new di
deleted Vi
new
new
active
Mew di
new Edi
deleted View
active Edit |

mmdinen T |

i
di

m
="

m
=9

m

m

I

I'|'||I'|'I
==

m
=

m

m

| Replace Certificate

| Replace Certificate

Actions

(1)

Replace Ceriificate ¥

Drmlammn Morkificata

Figure D-2 Search Results (no Reset Password Link)

0 Click the Edit link to change the credential type to Certificate. The
y

System ID page opens (see Figure D-3).

Edit A2A Client
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|@ Edit A2A Client System
1D

Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO1

A2A Client System ID 54012517

Application System Name [Test App System |

Description  |Thisis 2 test |

Location [Seme Ciy, ST |

AZA Client System ID
Y Status active
Credential Type W 0_)

Certificate File Mame ['your_mefcn Browse... e)

For a Credential Type of Cerificate - Browse or enter the file name of the cerfificate to
upload. Clicking the Save button below will upload the certificate and save the data.

Available Services Selected Services
ETINStatus ETINRetrieval
GetSintePartipants
g:zsdtsﬁﬁ%i’lissions

Common Services are available to all authorized AZA Client Systems: Login and Logout.

To add Services, select your Services choices from the Available Services list above by
highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selecied Services list above by
highlighting them and clicking on the Remowve bution.

Available ETINS Selected ETINS
10658 10687
10629

To add ETINS, select your ETIN choices from the Available ETINS list above by highlighting
them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS list above by
highlighting them and clicking on the Remowve bution.

===

Figure D-3 Changing a Password ASID to Certificate

The Credential Type has been pre-selected to Certificate. You cannot change this field.

® e

Click the Browse button to select the certificate to assign to this Application System. The
certificate must be accessible from the local system.

(¢

Click Save, if the request is successful the Confirmation for A2A Client System ID page
opens (see Figure D-5).
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Note: In the event of a data entry error, an error dialog opens (see Figure D-4). Follow the
instructions in the dialog and click OK to return to the Edit A2A Client System ID page to
correct the error.

Message from webpage @

The Certificate File Marne may not be blank when the Credential Type is
! . setto Certificate,

Figure D-4 A data entry error occurred updating a password ASID

@ Confirmation for A2A
Client System ID

The A24A Client System Id: 54012517 . e
Your request has been successfully processed J

©) o

Figure D-5 Change Credential Type Confirmation

The Application System must use the certificate to access IRS A2A services

The Confirmation Message

oo e

Click OK to return to the AE Application Search Results page (see Figure D-6).
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%# Search Results For A2A
Client System ID
Create New A28 Client System ID
Upload Certificate to Multiple
A2A Client System 1D's
Customer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTO
ASID Name Description Status Actions
54012502 Test App System This is a test active Edit | Replace Cerlificaie 2
54012503 Test App System This is a test new Edit
54012504 Test App System This is a test active Edit | Replace Certificate
4012505 Test App System This is a test new Edit
54012506 Test App System This is a test active Edit | Replace Cerlificaie
54012507 Test App System This is a test new Edit
54012508 Test App System This is a test active Edit | Replace Certificate
54012509 Test App System This is a test new Edit
54012510 Test App System This is a test active Edit | Replace Ceriificatie
54012511 Test App System This is a test new Edit
54012512 Test App System This is a test deleted View
54012513 Test App System This is a test new Edit
54012515 Test App System This is a test new Edit ‘a
54012517 Test App System This is a test active Edit | Replace Ceriificate
54012519 Test App System This is a test new Edit
54012521 Test App System This is a test new Edit
54012544 Test App System This is a test deleted View
54012585 Test App System This is a test active Edit | Replace Ceriificate A
FAAATIENN Toart Arnn Curtons Thir ir A et Aantivin CdAit | Danlacn Sardifisato

Figure D-6 Search Results (ASID changed to Certificate)

Q, The ASID credential type has been changed to certificate.
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