Internal Revenue Service (IRS)

Office of Safeguards

Data Warehouse Documentation Requirements
Introduction

When an agency implements a data warehouse containing FTI, the agency must provide written notification to the IRS Office of Safeguards, identifying the security controls, including FTI identification and auditing within the data warehouse. The written notification shall be sent to the SafeguardReports@IRS.gov mailbox at least 45 days before implementation. In addition, implementation of a data warehouse constitutes a significant change under section 7.1, triggering the requirement for the submission of a new SPR.

The purpose of this document is to provide requirements for the information and documentation to include in the written notification to the IRS Office of Safeguards. This process will be used to assist the IRS in understanding and evaluating the state agencies data warehouse plans for compliance with IRS Publication 1075, and help ensure agencies build Publication 1075 security requirements into data warehouse implementations. 
How to Complete This Document

Agencies should review the security controls and compliance inquiries included below and provide their complete response in Part 1 of the form. All submissions should be sent to the IRS Safeguards mailbox (SafeguardReports@irs.gov) with the subject line: Data Warehouse Notification.  The information requested through this document is not meant to be all-encompassing and the IRS may require additional information from the agency in order to evaluate the planned data warehouse implementation.
Document Workflow

Upon submission of the table below, agencies may be contacted by the IRS to schedule a conference call for the IRS to provide feedback based on the agency’s documentation and discuss the details of the agency’s planned data warehouse implementation. Implementation of the Publication 1075 requirements in the data warehouse environment will be routinely evaluated during the state agency’s onsite Safeguard review. 
Documentation Requirements
	Data Warehouse Notification Form – Part 1

	Date:
	

	Agency:
	

	POC Name:
	

	POC Title:
	

	POC Phone / Email:
	[Please use this format (XXX) XXX-XXXX / E-Mail]

	POC Site / Location:
	

	Site / Location FTI:
	

	
	

	#
	Security Control
	Compliance Inquiry
	Publication 1075 Reference
	Agency Response

	1
	System and Services Acquisition
	Please describe how contractors are utilized in the data warehouse environment.
	Page 111 “Acquisition security needs to be explored. As FTI is used within data warehousing environments, it will be important that the services and acquisitions have adequate security in place, including blocking information to contractors, where these contractors are not authorized to access FTI.”
	[Note: Please be as detailed as possible in your responses]

Please place you response here using this format…

	2
	System and Services Acquisition/ Physical Security
	Identify where the data warehouse is hosted and physically resides. Please indicate the locate as 1) state agency, 2) contractor site, 3) State Department of Information Technology (IT)
	Page 112 “the physical security requirements resident throughout Publication1075 do apply to the physical space hosting the data warehouse hardware.”
	

	3
	Auditing
	Describe how the data warehouse is configured to capture audit trails for FTI actions.
	Pages 114 “A data warehouse must capture all changes made to data, including additions, modifications, or deletions by each unique user.”
	

	4
	Auditing
	Describe how querying is tracked within the application that accesses the data warehouse
	Pages 48-49 “Within the application, auditing must be enabled to the extent necessary to capture access, modification, deletion and movement of FTI by each unique user. This auditing requirement also applies to data tables or databases embedded in or residing outside of the application.”
	

	5
	Media Protection
	Describe how media that contains data from the data warehouse is disposed of once no longer required.
	Page 112 “The agency shall have policy and procedures in place describing the cleansing process at the staging area and how the ETL process cleanses the FTI when it is extracted, transformed and loaded. Additionally, describe the process of object re-use once FTI is replaced from data sets. IRS requires all FTI is removed by a random overwrite software program.
	

	6
	Access Control
	Describe how logical access control is granted to the data warehouse?
	Page 113 “Within the DW, the agency shall protect FTI as sensitive data and be granted access to FTI for the aspects of their job responsibility. The agency shall enforce effective access controls so that end users have access to programs with the least privilege needed to complete the job.” 


	

	7
	Access Control
	Describe the different types of access control currently employed (role-based, data-level, etc.)
	Page 113 “The agency shall set up access controls in their DW based on personnel clearances. Access controls in a data warehouse are generally classified as 1) General Users; 2) Limited Access Users; and 3) Unlimited Access Users. FTI shall always fall into the Limited Access Users category.”
	

	8
	Access Control
	Describe how querying is controlled.
	Page 111 “Only authorized users with a demonstrated “need to know” can query FTI data within the data warehouse.”
	

	9
	Access Control
	How is data extracted from the data warehouse? Can the data be removed without going through an application front-end?
	Page 110 “a DW is operated by query or search engine tool”.
	

	10
	Contingency Planning
	Describe how backups are handled, including what is backed up, and according to what frequency.
	Page 112 “Both incremental and special purpose data back-up procedures are required, combined with off-site storage protections and regular test-status restoration to validate disaster recovery and business process continuity. Standards and guidelines for these processes are bound by agency policy, and are tested and verified.”
	

	11
	Contingency Planning
	List what medium backups are stored to and where those backups are located.
	Page 112 “On line data resources shall be provided adequate tools for the back-up, storage, restoration, and validation of data. Agencies will ensure the data being provided is reliable.”
	

	12
	System and Information Integrity
	Is data or tables that contain FTI comingled with other non-FTI data? If yes, please describe how the FTI is tagged to denote it as FTI.
	Page 30 “In the case of a data warehouse, FTI can be commingled if the proper security controls are installed. This would require data monitoring software that can administer security down to application, databases, data profiles, data tables, or data columns and rows, and data elements. The FTI within any of the above must be back-end labeled and tagged with an IRS identifier. The same would pertain to any reports generated from the data warehouse.”
	

	13
	System and Information Integrity
	Please describe and attach a visual description of how data flows from the IRS to the data warehouse environment, at the server level.
	Page 39 “A chart or narrative describing the flow of FTI through the agency from its receipt through its return to the IRS or its destruction, how it is used or processed, and how it is protected along the way. Indicate if FTI is commingled or where FTI may be replicated, reproduced, transcribed, duplicated, backed up, distributed or printed. Indicate all points where contactors have access to FTI.”
	


	Data Warehouse Notification Form – Part 2

	Date:
	

	Reviewer’s Name:
	

	Approval Decision:
	

	
	Comments

	#
	Security Control
	IRS Comments
	Agency Response

	1
	
	
	Agency Response, Date X/XX/2012:

Note: Please update the date above and place your response here. Please follow this format for the remainder of the document.



	2
	
	
	


1

