Safeguards Technical Assistance Memorandum

Use of FTI in Open Source Software

Response

Open source software, while it can be useful in many instances and appear to be cost effective, may present a security risk because open source developers don’t typically follow security best practices when developing their software. Additionally, support for the open source software is not always provided by the vendor, and open source vendors can be slow to respond to identified flaws in their applications with a security fix. Additionally, many open source software products are part of an open community that allows anyone to contribute updates and bug fixes, which isn’t always done with security in mind, so the onus is on the distribution channel to validate releases. 

When deciding to procure open source software, the agency should seek companies that will provide software support, and consider the cost of potentially having to pay a third-party to support the software by issuing security patches and bug fixes if direct support from the software vendor is not an option.

The agency should also consider the open source software’s ability to comply with IRS Publication 1075 security requirements. For example, any software that will transmit federal tax information (FTI) must encrypt the FTI using a FIPS 140-2 compliant encryption module that has been validated through the NIST Cryptographic Module Validation Program (CMVP). 

IRS Safeguards recommends any agency considering the use of FTI in open source software mirror the IRS policy that is used internally at the IRS to govern the use of open source software. The IRS Policy in the Internal Revenue Manual (IRM 10.8.1.4.4.1) is that open source software can be installed on IRS systems if it is –

· Legally licensed software

· Approved by IRS Modernization and Information Technology Services (MITS)

· Adheres to a secure configuration baseline checklist either from government, industry or the software vendor
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