IRS Safeguards Technical Assistance Memorandum

Incident Response Test and Exercise Guidance


Purpose 

To provide federal, state, and local agencies specific guidance for testing and exercising Incident Response (IR) capabilities in accordance with the requirements set forth in IRS Publication 1075, Tax Information Security Guidelines for Federal, State, and Local Agencies (“Pub 1075”). Specifically, incident response exercises must simulate the response to a Federal Tax Information (FTI) breach scenario and address Safeguard-specific requirements for reporting breaches of FTI to the appropriate organizations. 

Introduction

Incident response capabilities have become necessary components of information security programs due to constant and evolving threats. In order to execute an effective incident response, agencies must develop written policies and procedures that provide direction and guidance to agency personnel, from front line employees and management to data center personnel, which outline their roles and responsibilities in the incident response process. Training on these policies and procedures should be performed yearly, at a minimum, and should include an exercise component.
To strengthen incident response programs and comply with IRS Publication 1075 requirements, federal, state, and local agencies that receive, store, process, and transmit FTI must perform annual tests or exercises against their established incident response policy and procedures. Incident response programs benefit from testing and exercising by training agency personnel in handling security incidents and evaluating the agency’s incident response procedures operate as intended. Per Section 9.9 of IRS Publication 1075, employees and contractors with significant FTI incident response responsibilities, including technical personnel responsible for maintaining systems at agencies, consolidated data centers and off-site storage locations, must be trained in incident response capabilities, and must participate in annual incident response tests and/or exercises. Publication 1075 provides the incident response requirements that agencies must follow, including the creation of an Incident Response Plan, Incident Response training, testing, and reporting procedures. 
NIST Special Publication (SP) 800-61 Revision 1, Computer Security Incident Handling Guide and SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities provide incident response test and exercise guidance and best practices that supplement Publication 1075. This memorandum summarizes these three publications so that agencies handling FTI can create exercises and/or tests to evaluate their incident response policy and procedures. 

NIST Special Publication 800-84 defines tests and two types of exercises. 

· Tabletop Exercises: Tabletop exercises are facilitated, discussion-based exercises where personnel meet to discuss roles, responsibilities, coordination, and decision-making of a given scenario. 

· Functional Exercises: Functional exercises allow personnel to validate their readiness for emergencies by performing their duties in a simulated environment. 

· Tests: Tests are evaluation tools that use quantifiable metrics to validate the operability of an IT system or system component in an operational environment. A test is conducted in as close to an operational environment as possible.
Tests and exercises vary in complexity and level of effort, with functional exercises and tests providing the highest assurance that incident response plans and procedures would operate as intended during a real incident. Tabletop exercises provide a good mechanism to ensure personnel with incident response duties understand their roles, responsibilities and procedures. Any of the three test types will satisfy the annual IR testing requirement in the Publication 1075. 

Incident Response Test and Exercise Guidelines
NIST SP 800-61 and Publication 1075 establish the incident response life cycle, summarized in the table below
. The incident response life cycle should be the basis of the agency’s incident response policy and procedures, and the policy and procedures should be built to include activities performed at each stage of the life cycle. 

Incident response tests and exercises should evaluate the agency’s established policy and procedures, and include an analysis of each applicable incident response stage
. Specifically, each exercise or test should follow the incident response lifecycle from preparation through recovery. The table below provides guidance for agencies and examples of some of the activities that occur in each stage. Agencies should use the policies and procedures developed in accordance with this lifecycle and conduct exercises that follow these procedures. 
	IR Lifecycle Stage
	Summary of Incident Activities

	Preparation
	· Provide training and awareness for all individuals in recognizing anomalous behavior and specific reporting requirements for suspected breaches of FTI.

· Gather contact information for incident handlers, Treasury Inspector General for Tax Administration (TIGTA), and Special Agent-in-Charge, and IRS.

· Gather hardware and software needed for technical analysis; and 

· Perform evaluations, such as tabletop exercises, of the IR capability. 

	Detection and Analysis
	· Monitor information system protection mechanisms and system logs

· Investigate reports of suspected FTI breaches from agency individuals.

· Notify TIGTA and the IRS immediately, but no later than 24-hours after identification of a possible issue involving FTI.

	Containment
	· Choose and implement strategy for preventing further FTI loss based on level of risk to FTI.

· Gather and preserve technical evidence, if applicable;

	Eradication
	· Eliminate components of the incident, such as deleting malicious code and disabling breached user accounts, if applicable.

	Recovery
	· Restore systems via appropriate technical actions such as: restoring from clean backups, rebuilding systems from scratch, replacing compromised files with clean versions, installing patches, changing passwords, and tightening network perimeter security.


Table 1: Incident Response Lifecycle

Agencies should develop test and exercise material to guide the execution of the test, including a test scenario for a hypothetical breach of FTI. The table below provides some example scenarios that can be tailored to meet agency needs. Exercise material typically includes:

· Facilitator Guide - includes the narrative scenario, a list of questions to guide the exercise, and the incident response plan being exercised 

· Participant Guide – includes the same elements as the facilitator guide except for the list of questions 

· After Action Report (AAR) – provides evaluation criteria based on the exercise objectives and a means to evaluate how well exercise objectives were met, and identify areas where additional exercises might be necessary 

	FTI Breach Scenario
	Tabletop Exercise Objectives

	Through a routine evaluation of system logs, a system administrator discovers that FTI data has been exfiltrated from the system by an unauthorized user account.
	· Determine the actions that would help prevent this type of incident (preparation). 

· Determine the controls in place that would help identify this incident, along with procedures on how to report the incident (detection and analysis). 

· How to prevent further damage (containment), 

· How to clean the system (eradication). 

· How to restore the system in a secure manner (recovery). 

 

	A remote user has lost his/her laptop. The user’s job function required that FTI be stored on the laptop.
	

	After a recent office move, it is discovered that a locked cabinet containing FTI is missing.
	


Table 2: Sample Incident Response Evaluation Scenarios
Evaluating the exercise is a critical step to ensuring success of the incident response program. After the test or exercise is complete, the participants should conduct a debriefing to discuss observations for things that worked well and things that could be improved. The comments that surface during the debriefing, along with lessons learned documented by the data collector during the exercise, should be captured in the AAR. The AAR should also document observations made throughout the exercise and participants during the exercise and recommendations for enhancing the IR plan that was exercised.
In general, IR tests and exercises should:

· Be organized, facilitated undertakings. 

· Leverage the facilitator’s guides, participants guides, and AAR templates given in NIST SP 800-84

· Include individuals with incident response responsibilities, such as business/mission owners, IT management, technical points of contact

· Include simulating contact to TIGTA and IRS, or a test contact

· Test contacts to TIGTA and the IRS should be clearly identified as an exercise or test upon contact in all conversations and written submissions 

· Produce documentation similar to Appendix A and B that serve as verifiable evidence the exercise took place

· Produce documentation that captures the actions necessary to identify, report, contain, and remediate the incident at each stage of the incident response lifecycle 

· Produce an AAR describing operational gaps and plans to mitigate those gaps. incident response plans, policies, and procedures need to be updated with results from the AAR

Conclusion

Agencies entrusted with FTI must evaluate incident response capabilities on an annual basis, as required by IRS Publication 1075. Agencies should perform tabletop exercises using scenarios that include a breach of FTI, and should test the agency’s incident response policies and procedures. This memorandum provides example scenarios and documentation templates that simulate various FTI breaches. All employees and contractors with significant FTI incident response capabilities, including technical personnel responsible for maintaining consolidated data centers and off-site storage, should be included in incident response evaluations. Each incident response evaluation should produce an After Action Report to improve existing processes, procedures, and policies.
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Directions: Please use this template, or a template with similar information, to document participation in the annual incident response evaluation. The agency should maintain such records to demonstrate the implementation of Pub 1075 control IR-3.

State: __________________________

Agency: ____________________

Date: ________________

Scenario Description: 

Attendees
: 

	Name
	Signature
	Role / Title

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Directions: The test or exercise facilitator should use this template, or a template with similar information, to document the participant responses during the discussion that takes place for the tabletop exercise or test. This information should be used in the After Action Report to help improve the agency’s incident response processes, and the agency can maintain such records to demonstrate the implementation of Publication 1075 control IR-3.

The Summary of Incident Response Activities column is meant to capture participant responses to the various questions at each stage of the incident response life cycle. The Operational Gaps column is meant to capture areas where the participants did not know or understand their responsibilities in the process, or process points that were identified as needing to be revised or improved based on the discussion. 

	Incident Response Stage
	Summary of Incident Response Activities
	Operational Gap(s)

	Preparation


	
	

	Detection and Analysis


	
	

	Containment


	
	

	Eradication


	
	

	Recovery


	
	


� Further details for each incident response stage can be found in NIST SP 800-61 Revision 1.


� For example, FTI breaches that do not occur from a malicious technical attack may not have eradication or recovery actions.


� Appropriate attendees include: Facilitator(s), system/mission owners, employees responsible for handling, maintaining, and storing FTI, including technical personnel responsible for maintaining systems at agencies, consolidated data centers and off-site storage locations
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