Safeguards Technical Alert Memorandum
Protecting Federal Tax Information (FTI) On Mainframes with Open Port 23

Introduction

The IRS Office of Safeguards has observed a number of agencies utilizing unencrypted ports to transmit FTI in a mainframe environment.  Allowing remote access to FTI using IBM 3270 emulation over Telnet, or any other unencrypted port creates a risk to the confidentiality of FTI due to the significant lack of security created by running these ports. The risk substantial increases when remote access is performed through an untrusted network (e.g., the Internet).
IBM 3207 emulation over Telnet does not utilize any form of encryption as part of its internal structure.  Telnet, by default uses TCP/IP port 23. Telnet protocol does not encrypt data sent over this connection (including passwords), and so it is often a target of hackers for eavesdropping on communications.   Allowing direct access from the Internet provides anyone on the Internet access to the mainframe login screen, and anyone who has access to a router, switch, hub or gateway located on the network between the two hosts where Telnet is being used can intercept the packets and obtain confidential information utilizing a packet analyser.  
If an agency currently has any port open that allows unencrypted access to their mainframe, or any system with FTI directly from an untrusted network such as the Internet, this does not meet IRS Safeguards’ requirements for the protection of FTI, and the following mitigating controls should be implemented to remove the ability to directly access the mainframe from the untrusted network.
1. External facing firewall rule sets must deny traffic originating from an untrusted network on port 23, or any other port that is not encrypting traffic to the mainframe.
With this requirement in place, the use of Telnet or any other unencrypted protocol will be denied at the perimeter device.  Firewall configurations should be in place for ingress rule sets that deny all network traffic that is not using encryption to access mainframe LPAR’s that contain FTI data.

Example Cisco ASA firewall rule set:

access-list <interface designater> deny tcp any any eq 23
access-list <interface designater> deny udp any any eq 23

2. All remote connections to FTI from an untrusted network must traverse a managed perimeter device and use two-factor authentication. 

Direct access from the internet to systems where FTI is stored must be prevented, except as appropriately mediated by managed interfaces employing boundary protection. All remote traffic must migrate through a managed interface that denies network traffic by default and allows network traffic by exception. Inbound services shall be prohibited unless a valid business case can establish their necessity. Inbound services shall provide strong authentication using one-time or session passwords, challenge and response protocols, digital signatures, or encryption. Approval to use these services must not be granted unless it can be demonstrated that the selected firewall configuration provides adequate security. Screening routers (if used as a firewall component) shall have the capability to filter based on TCP and UDP ports as well as IP addresses and incoming network interfaces.
Alternative to the use of firewalls would be Virtual Private Network (VPN) devices.  The same requirements would apply with a VPN gateway device as a perimeter firewall (one-time or session passwords, challenge and response protocols, etc.).  

Resources 

Additional information can be found in the following documents: 

1. IRS Publication 1075, Section 9.16, SC-7 Boundary Protection (http://www.irs.gov/pub/irs-pdf/p1075.pdf)  
2. Networking on z/OS, TN3270E Description. (http://publib.boulder.ibm.com/infocenter/zos/basics/index.jsp?topic=/com.ibm.zos.znetwork/znetwork_266.htmL) 
3. IBM 3270 Emulation Data Flow  (http://community.psion.com/knowledge/w/knowledgebase/ibm-3270-emulation-data-flow.aspx) 
4. IRS Office of Safeguards Technical Assistance Memorandum, Encryption Requirements 

(http://www.irs.gov/uac/Encryption-Requirements-of-IRS-Publication-1075) 
5. IRS Office of Safeguards Technical Assistance Memorandum
Protecting Federal Tax Information (FTI) Through Network Defense-in-Depth (http://www.irs.gov/pub/irs-utl/protecting-fti-throughnetworkdefense-in-depth.doc) 
