Internal Revenue Service (IRS)

Office of Safeguards

Live Data Testing Request Form
Introduction

Per IRS Publication 1075, agencies must submit a request to the IRS Office of Safeguards for authority to use live FTI data for testing. This request must include a detailed explanation of the safeguards in place to protect the data and the necessity for using live FTI data during testing.  

How to Complete This Document

Agencies should review the security controls and compliance inquiries included below and provide their complete response in Part 1 of the form. This is a standalone form and it needs to stand on its own.  Please ensure that all information is written out to address each control.  The IRS cannot accept any responses that reference other documents this includes but not limited to SPR, SAR, Agency Policy and Procedures, NIST, etc.  However this information may be transposed into this document.  
All submissions should be sent to the IRS Safeguards mailbox (SafeguardReports@irs.gov) with the subject line: Live FTI Data Request.  The information requested through this document is not meant to be all-encompassing and the IRS may require additional information from the agency in order to evaluate the planned data warehouse implementation.
Document Workflow

The IRS will evaluate the agency’s submission and complete Part 2 of the form.  Upon submission of the table below, agencies may be contacted by the IRS to schedule a conference call for the IRS for additional information or discussion based upon the specific facts provided.
Documentation Requirements
	Live Data Testing Notification Form – Part 1

	Date:
	

	Agency:
	

	POC Name:
	

	POC Title:
	

	POC Phone / Email:
	[Please use this format (XXX) XXX-XXXX / E-Mail]

	POC Site / Location:
	

	Site / Location FTI:
	

	
	

	#
	Compliance Inquiry
	Agency Response

	1
	Site / Location of FTI:
	[Note: Please be as detailed as possible in your responses.]

Please place you response here using this format…

	2
	FTI Data Extract Requested for Use in System Testing (provide specific extracts and or data element information)
	

	3
	Application / System Name
	

	4
	Provide a complete list of all hosts in the development and/or test environment that will receive process, store or transmit FTI. Include host operating system platform and identifier such as host name (e.g., Windows 2003 – TEST1)
	

	5
	If FTI will be tested in a database or data warehouse, indicate the type of database or data warehouse (provide detailed explanation about how FTI data elements will be labelled within the database or data warehouse)
	

	6
	Will the FTI be used for a one-time testing effort (e.g., system testing that is done prior to a new system implementation), or an on-going testing effort?
	

	7
	Provide the start date and end date that FTI data will be used. 
[Note: IRS approval for on-going testing is valid for three years from the date of the approval. If the agency needs to continue the use of FTI in pre-production testing activities past the three year timeframe, a new request for live data must be submitted to the IRS.] 
	(e.g., Start Date – End Date)

	8
	If contractors will have access to FTI in the pre-production test environment, please state what role the contractors will have in testing.  In addition please provide the name of the company, the number of contractors that will access FTI, and the location at which the testing work will be completed. 
	Name: 

Number of Contractors Accessing FTI: 

Location of Testing: 

Purpose: 

Awareness and Confidentiality:  

Exhibit 7 Language: 

Offshore: 

State Run Datacenter: 

	9
	Describe the Proposed Use of FTI in Pre-Production System Testing (e.g., what type of testing will be performed, why live data needs to be used instead of dummy data)
	[Note: Please justify the business case in detail]

	10
	Describe the Controls in Place to Protect FTI in Pre-Production System Test Environment (specifically address at a minimum the areas listed in the Live Data Testing Memo)
· Physical Security Controls
· Logical Access Controls
· Identification and Authentication 
· Audit and Accountability
· Labeling
· Encryption of FTI in Transit
· Incident response and reporting 
· Sanitization and Disposal
· Contractor Access
· Notification for Data Warehouse
· Reporting (SPR Update)
	[Note: If the controls are similar to production please write them out below.  The IRS cannot accept any responses that reference other documents this includes but not limited to SPR, SAR, Agency Policy and Procedures, NIST, etc.  Please be as detailed as possible in your responses.]



	10a
	Physical Security Controls:
	

	10b
	Logical Access Controls:
[Note: Please include any remote access]
	

	10c
	Identification and Authentication:
	

	10d
	Audit and Accountability:
	

	10e
	Labeling:
[Note: Tables containing FTI should be labeled with identifier such as (e.g., TAX, FTI, IRS, etc.). If FTI is commingled with other state data, the FTI must be labeled at the data element level to identify it as FTI at all times. If FTI is not commingled within a table, the FTI must be labeled at the table level, or at the database level if a database is dedicated to FTI data.]
	

	10f
	Encryption of FTI in Transit:

[Note: Encryption must be FIPS 140-2 compliant]
	

	10g
	Incident response and reporting:

[Note: Office of Safeguards and TIGTA must be notified, no later than 24 hours, after the identification of a possible incident]
	

	10h
	Sanitization and Disposal:

[Note: For on-going testing efforts, the FTI may remain on the system for the duration of the approved testing timeframe, however once the approved testing timeframe expires, the agency must delete the data from the test system, and clear the system’s hard drive prior to repurposing the system for other state agency testing efforts; or submit a new request for live data testing to the IRS.]
	

	10i
	Contractor Access:
	

	10j
	Notification for Data Warehouse:

[Note: Safeguards instituted a new process for when an agency implements a data warehouse containing FTI, the agency must provide written notification to the IRS Office of Safeguards, identifying the security controls, including FTI identification and auditing within the data warehouse

Since this process was implemented last year, we are asking agencies that already had a data warehouse in place before the notification process to complete the notification and submit it as part of their next SPR update.]
	

	10k
	Reporting (SPR Update):

[Note: The agency must submit a revised SPR a minimum of 45 days prior to moving FTI to the pre-production environment.  Additionally, for approved on-going testing efforts the agency must report annually in the SAR section 7.4.2.D any changes to their pre-production environment or uses of the FTI in the pre-production environment that was not previously covered in the request for live data.]
	


	Live Data Testing Notification Form – Part 2

	Date:
	

	Reviewer’s Name:
	

	Approval Decision:
	

	
	Comments

	#
	IRS Comments
	Agency Response

	1
	
	Agency Response, Date X/XX/2012:

Note: Please update the date above and place your response here. Please follow this format for the remainder of the document.



	2
	
	


1

