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MEMORANDUMMEMORANDUMMEMORANDUM FORFORFOR NATIONALNATIONALNATIONAL DIRECTOR,DIRECTOR,DIRECTOR, OFFICEOFFICEOFFICE OFOFOF TAXTAXTAX REFUNDREFUNDREFUND FRAUDFRAUDFRAUD 

FROM:	FROM:	FROM:	 BarryBarryBarry J.J.J. Finkelstein
Finkelstein
Finkelstein
 
AssistantAssistantAssistant ChiefChiefChief CounselCounselCounsel (Criminal(Criminal(Criminal Tax)
Tax)
Tax)
 

SUBJECT:	SUBJECT:	SUBJECT:	 UseUseUse ofofof aaa SummonsSummonsSummons ToToTo ObtainObtainObtain AccountAccountAccount Information
Information
Information
 
FromFromFrom ananan InternetInternetInternet ServiceServiceService Provider
Provider
Provider
 

ThisThisThis isisis ininin responseresponseresponse tototo youryouryour memorandummemorandummemorandum ofofof MayMayMay 20,20,20, 1999,1999,1999, whereinwhereinwherein youyouyou requestedrequestedrequested legallegallegal 
assistanceassistanceassistance regardingregardingregarding thethethe useuseuse ofofof aaa summonssummonssummons tototo obtainobtainobtain accountaccountaccount informationinformationinformation fromfromfrom ananan InternetInternetInternet 
ServiceServiceService ProviderProviderProvider (ISP).(ISP).(ISP). UponUponUpon receiptreceiptreceipt ofofof youryouryour request,request,request, wewewe forwardedforwardedforwarded ititit tototo thethethe AssistantAssistantAssistant 
ChiefChiefChief CounselCounselCounsel (General(General(General Litigation),Litigation),Litigation), whosewhosewhose officeofficeoffice isisis responsibleresponsibleresponsible forforfor providingprovidingproviding legallegallegal 
guidanceguidanceguidance ininin thethethe areaareaarea ofofof summonses.summonses.summonses. AttachedAttachedAttached hereto,hereto,hereto, youyouyou willwillwill findfindfind GeneralGeneralGeneral Litigation'sLitigation'sLitigation's 
(GL's)(GL's)(GL's) memorandummemorandummemorandum whichwhichwhich specificallyspecificallyspecifically addressesaddressesaddresses thethethe legallegallegal questionsquestionsquestions posedposedposed bybyby youryouryour 
office.office.office. AAA summarysummarysummary ofofof youryouryour questionsquestionsquestions andandand GL'sGL'sGL's conclusionsconclusionsconclusions follows.follows.follows.111 

1.1.1. IsIsIs theretherethere anyanyany statutorystatutorystatutory ororor otherotherother barbarbar tototo obtainingobtainingobtaining thethethe informationinformationinformation bybyby administrative
administrative
administrative
 
summonssummonssummons wherewherewhere thethethe investigationinvestigationinvestigation isisis notnotnot ofofof aaa specificspecificspecific person?
person?
person?
 

--- SectionSectionSection 270327032703 ofofof thethethe ElectronicElectronicElectronic CommunicationsCommunicationsCommunications PrivacyPrivacyPrivacy ActActAct ofofof 
1986,1986,1986, 181818 U.S.C.U.S.C.U.S.C. §§§ 270127012701 etetet seg,seg,seg, (the(the(the ECPA),ECPA),ECPA), setssetssets forthforthforth thethethe standardsstandardsstandards whichwhichwhich 
mustmustmust bebebe followedfollowedfollowed whenwhenwhen thethethe GovernmentGovernmentGovernment desiresdesiresdesires tototo obtainobtainobtain accessaccessaccess tototo thethethe 
contentscontentscontents ofofof electronicelectronicelectronic communications,communications,communications, recordsrecordsrecords pertainingpertainingpertaining tototo thethethe 
transmissiontransmissiontransmission ofofof thethethe communications,communications,communications, andandand specific,specific,specific, identifyingidentifyingidentifying accountaccountaccount 
informationinformationinformation fromfromfrom ananan ISP.ISP.ISP. AccessAccessAccess tototo thethethe contentscontentscontents ofofof electronicelectronicelectronic 
communicationscommunicationscommunications whichwhichwhich havehavehave beenbeenbeen ininin electronicelectronicelectronic storagestoragestorage forforfor lesslessless thanthanthan oneoneone 
hundredhundredhundred andandand eightyeightyeighty (180)(180)(180) daysdaysdays maymaymay onlyonlyonly bebebe obtainedobtainedobtained throughthroughthrough thethethe useuseuse ofofof aaa 
searchsearchsearch warrant.warrant.warrant. 181818 U.S.C.U.S.C.U.S.C. §§§ 2703(a).2703(a).2703(a). Similarly,Similarly,Similarly, aaa searchsearchsearch warrantwarrantwarrant ororor courtcourtcourt 
orderorderorder isisis requiredrequiredrequired forforfor thethethe GovernmentGovernmentGovernment tototo gaingaingain accessaccessaccess tototo recordsrecordsrecords pertainingpertainingpertaining tototo 
thethethe transmissiontransmissiontransmission ofofof electronicelectronicelectronic communications.communications.communications. §§§ 2703(c)(12703(c)(12703(c)(1 )(8).)(8).)(8). TheTheThe statutestatutestatute 
does,does,does, however,however,however, permitpermitpermit thethethe useuseuse ofofof ananan administrativeadministrativeadministrative subpoena,subpoena,subpoena, whichwhichwhich GLGLGL 

111 PleasePleasePlease referreferrefer tototo thethethe attachedattachedattached memorandummemorandummemorandum forforfor aaa detaileddetaileddetailed legallegallegal discussiondiscussiondiscussion ininin supportsupportsupport ofofof 
thesethesethese conclusions.conclusions.conclusions. 
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equatesequatesequates tototo aaa summons,summons,summons, tototo obtainobtainobtain certaincertaincertain identifyingidentifyingidentifying accountaccountaccount informationinformationinformation fromfromfrom 
ananan ISP.ISP.ISP. TheTheThe onlyonlyonly statutorystatutorystatutory restrictionsrestrictionsrestrictions imposedimposedimposed bybyby thethethe IntemalIntemalIntemal RevenueRevenueRevenue 
CodeCodeCode ininin thisthisthis typetypetype ofofof situationsituationsituation areareare locatedlocatedlocated atatat I.R.C.I.R.C.I.R.C. §§§ 7609{f),7609{f),7609{f), whichwhichwhich requiresrequiresrequires 
thethethe ServiceServiceService tototo followfollowfollow thethethe proceduresproceduresprocedures ininin placeplaceplace forforfor obtainingobtainingobtaining "John"John"John Doe"Doe"Doe" 
summonsessummonsessummonses wherewherewhere thethethe specificspecificspecific personpersonperson underunderunder investigationinvestigationinvestigation isisis unknown.unknown.unknown. 

2.2.2. AreAreAre ISP'sISP'sISP's third-partythird-partythird-party record-keepersrecord-keepersrecord-keepers andandand isisis theretherethere anyanyany IntemalIntemalIntemal RevenueRevenueRevenue ServiceServiceService policypolicypolicy 
againstagainstagainst obtainingobtainingobtaining thisthisthis typetypetype ofofof information?information?information? 

--- ISP'sISP'sISP's areareare notnotnot third-partythird-partythird-party record-keepersrecord-keepersrecord-keepers withinwithinwithin thethethe meaningmeaningmeaning ofofof thethethe 
InternalInternalInternal RevenueRevenueRevenue CodeCodeCode andandand asasas such,such,such, nonono policypolicypolicy existsexistsexists whichwhichwhich wouldwouldwould preventpreventprevent thethethe 
ServiceServiceService fromfromfrom obtainingobtainingobtaining thethethe typestypestypes ofofof informationinformationinformation soughtsoughtsought herein.herein.herein. 

3.3.3. IsIsIs ititit necessarynecessarynecessary tototo obtainobtainobtain thethethe desireddesireddesired informationinformationinformation bybyby useuseuse ofofof aaa "John"John"John Doe"Doe"Doe" summons?summons?summons? 

--- AlthoughAlthoughAlthough thethethe ServiceServiceService maymaymay possesspossesspossess thethethe namesnamesnames andandand socialsocialsocial securitysecuritysecurity 
numbersnumbersnumbers usedusedused ononon thethethe returnsreturnsreturns involvedinvolvedinvolved ininin thethethe fraudulentfraudulentfraudulent refundrefundrefund scheme,scheme,scheme, thisthisthis 
doesdoesdoes notnotnot obviateobviateobviate thethethe requirementrequirementrequirement thatthatthat aaa "John"John"John Doe"Doe"Doe" summonssummonssummons bebebe employed,employed,employed, 
sincesincesince thethethe actualactualactual perpetrator'Sperpetrator'Sperpetrator'S namenamename andandand socialsocialsocial securitysecuritysecurity numbernumbernumber remainremainremain 
unknown.unknown.unknown. 

4.4.4. AssumingAssumingAssuming thethethe ServiceServiceService cannotcannotcannot useuseuse aaa summonssummonssummons tototo obtainobtainobtain accessaccessaccess tototo thethethe contentcontentcontent ofofof 
electronicelectronicelectronic transmissions,transmissions,transmissions, shouldshouldshould CICICI developdevelopdevelop proceduresproceduresprocedures tototo acquireacquireacquire searchsearchsearch warrantswarrantswarrants ininin thisthisthis 
typetypetype ofofof investigation?investigation?investigation? 

--- SinceSinceSince thethethe contentscontentscontents ofofof electronicelectronicelectronic communicationscommunicationscommunications areareare generallygenerallygenerally notnotnot 
retainedretainedretained forforfor longlonglong periodsperiodsperiods ofofof timetimetime andandand thethethe ECPAECPAECPA restrictsrestrictsrestricts GovernmentGovernmentGovernment accessaccessaccess 
tototo thisthisthis informationinformationinformation onlyonlyonly throughthroughthrough thethethe useuseuse ofofof aaa searchsearchsearch warrant,warrant,warrant, GLGLGL recommendsrecommendsrecommends 
thatthatthat CICICI shouldshouldshould developdevelopdevelop proceduresproceduresprocedures tototo acquireacquireacquire searchsearchsearch warrantswarrantswarrants ininin thesethesethese 
situations.situations.situations. 
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WeWeWe hopehopehope thisthisthis servesservesserves tototo answeransweranswer thethethe variousvariousvarious questionsquestionsquestions posedposedposed bybyby youryouryour office.office.office. ShouldShouldShould ourourour 
assistanceassistanceassistance bebebe furtherfurtherfurther required,required,required, pleasepleaseplease feelfeelfeel freefreefree tototo contactcontactcontact ChrisChrisChris MonicaMonicaMonica ofofof thethethe CriminalCriminalCriminal TaxTaxTax 
DivisionDivisionDivision ononon (202)(202)(202) 622-4470.622-4470.622-4470. 
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